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Abstract

Today’s data-rich platforms are reshaping the operations of urban transportation networks
by providing information and services to a large number of travelers. How can we model the
travelers’ strategic decisions in response to services provided by these platforms and develop
tools to improve the aggregate outcomes in a socially desirable manner? In this thesis,
we tackle this question from three aspects: 1) Game-theoretic analysis of the impact of
information platforms (navigation apps) on the strategic behavior and learning processes of
travelers in uncertain networks; 2) Market mechanism design for efficient carpooling and toll
pricing in the presence of autonomous driving technology; 3) Security analysis and resource
allocation for robustness under random or adversarial disruptions.

Firstly, we present game-theoretic analysis to evaluate the impact of multiple heteroge-
neous information platforms on travelers’ selfish routing decisions, and the resulting network
congestion. We compare the value of information provided by multiple platforms to their
users, and capture the key trade-off between the gain from information about uncertain
network state and the congestion externality resulting from other users. We also design
an optimal information structure that induces socially preferred traffic flows. Next, we ex-
tend the static model to a dynamic setting that addresses the behavior of users who learn
and strategically act in an uncertain environment, while adapting their decisions to the
up-to-date information received from platforms. The resulting stochastic learning dynam-
ics requires analyzing strategic and adaptive (hence, endogenous and non i.i.d.) data. We
present new results for convergence and stability of such learning dynamics and develop
conditions for convergence to complete information equilibrium.

Secondly, we design a market mechanism that enables efficient carpooling and optimal
toll pricing in an autonomous transportation market. In this market, the transportation
authority sets toll prices on edges, and riders organize carpooled trips using driverless cars
and split payments. Riders have heterogeneous preferences, with the value of each trip
depending on the travel time of chosen route and rider-specific parameters that capture
their individual value of time and carpool disutilities. We identify sufficient conditions on
the network topology and travelers’ preferences under which a market equilibrium exists,
and carpooling trips can be organized in a socially optimal manner. We also present an



algorithm that computes a set of equilibrium trips, toll prices and payments that maximize
rider utilities.

Finally, we analyze stylized game-theoretic models of attacker-defender interactions for
the purpose of evaluating security risks in transportation networks. Our equilibrium analysis
suggests an optimal resource allocation strategy to defend multiple infrastructure facilities
against an adversarial attacker. To evaluate robustness against random disturbances, we
also develop a class of machine learning models that predict the change of travelers’ usage
demand in congestion-prone multi-modal networks. These results have the potential to help
mitigate the impact of transportation network disruptions and limit security risks.
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Chapter 1

Introduction

Transportation systems are rapidly embracing the era of digitalization. At the center of
digitalization are various platforms powered by rich sources of data and ever-growing com-
puting capabilities. These platforms inform decision-making of system operators, and create
new services (e.g. navigation, ride-hailing, etc.) for a large number of users. In fact, the
information and services provided by today’s platforms are already re-shaping the system
operations and travel patterns and thus have a significant impact on the performance and
robustness of transportation networks.

Despite the advanced technological capabilities, platforms can cause inefficiencies and
fragility to disruptions in transportation networks. For example, traffic information platforms
(navigation apps) such as Google Maps, Apple Maps, and Waze can aggravate congestion
in residential areas when many travelers follow the routing suggestions to take a shortcut
during morning rush hours (Foderaro| [2017]). Ride-hailing platforms such as Uber and Lyft
contribute a significant proportion of total miles traveled in megacities as more and more
travelers are shifting from taking public transit to ride-hailing services (Hawkins| [2019]).
Moreover, the increasingly deployed sensing and control units in infrastructures that support
these platforms are making our transportation networks more vulnerable to cyber-security
threats (Jacobs [2014]). These real-world issues bring forth the importance of understanding
the influence of platforms on users’ travel behavior, and their societal impacts.

This dissertation focus on two interrelated problems. First, we aim to understand the im-

pact of information platforms and autonomous carpooling services on users’ travel patterns,
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and the resulting performance of transportation networks. Second, we design information
and incentive guidelines for platforms to induce socially desirable outcomes such as system

efficiency and resiliency.

When studying the impact of platforms on travelers’ behavior and system performance,

we need to account for the following three key aspects (Fig [1-1)):

1. Physical constraints and uncertainty of transportation networks. The usage and opera-
tions in transportation networks are subject to various physical constraints such as network
topology, capacity, maximum safety speed, etc. For example, the driving time from an origin
to a destination depends on the available routes, and the capacity of these routes; schedule
of a subway line depends on design of lines and stations, maximum train capacity, and speed
limits. These constraints are determined by the structure of the supporting infrastructure,
and thus are difficult or very expensive to change. Moreover, transportation systems often
suffer from uncertain disruptions including traffic accidents, random infrastructure failures,
natural disasters, and malicious cyber-physical attacks. These disruptions can compromise

the functionality of one or many critical facilities, and lead to efficiency and welfare loss.

2. Platforms and information technology. Information and services provided by platforms
rely on ubiquitous information technologies including data collection, computation and com-
munication in transportation networks. Information platforms use flow data collected from
embedded road loop detectors and traffic cameras, as well as crowd-sourcing data from users’
GPS-based phones. Powered by machine learning algorithms, these platforms provide their
users accurate measurement of traffic flows and travel time prediction. Additionally, mobil-
ity platforms are supported by the intelligent matching and dynamic pricing algorithm that
match trip requests and rider supply near real time. In the future, autonomous vehicles that
are equipped with various sensors, computing, and control units can drive with little or no

human interventions.

Moreover, system operators rely on information technologies to effectively manage traffic
flows. For example, adaptive ramp metering automatically adjusts the discharge rate of
on-ramp traffic into the main highway via traffic signals according to measured congestion

level on highways. Traditional tolling infrastructure such as toll booths and microwave-
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based gantries have been deployed at specific locations to manage traffic demand. New
satellite-based tolling technology does not require the installation of these expensive roadside
infrastructure. Instead, satellite-based tolling uses on-board units (OBU) to record the
vehicle location data, and charges distance- or time- based congestion pricing that precisely
reflects the externality caused by the vehicle’s travel pattern. In theory, such congestion

pricing can induce socially optimal travel behavior.

3. Strategic nature of human agents. The decisions made by human agents, including travel-
ers, service providers, and system operators, have substantial impacts on system performance
of transportation networks. Human agents often have heterogeneous preferences, and their
decisions are affected by the information environment, monetary incentives, as well as antic-
ipated decisions made by other agents in the system.

Aggregate travel patterns and the resulting system performance are governed by the
strategic interactions among human agents as well as the interaction between agents and
platforms. On one hand, services provided by various platforms influence the strategies
of users by re-shaping their information environment and incentives. For example, travel-
ers account for incident information and route suggestions provided by the navigation ser-
vices when planning their trips; commuters’ travel patterns including departure time, route
choices, and mode choices are influenced by toll prices and fees; riders make trips requests
and drivers accept or reject requests based on the prices and information of predicted pick-up
time provided by ride-hailing platforms. On the other hand, the technological capabilities
of platforms also depend on the usage behavior of agents. Such situation is particularly
relevant when the data acquired by platforms is crowd-sourced from users, or generated by
users’ decisions. In this case, platforms’ knowledge of uncertain network environment and
their operational decisions are in turn influenced by the decisions made by their users.

Classical methods in the field of economics and systems and control theory often capture
one or two of these features, but not all three: standard economics theory and models such as
games and mechanism design emphasize the strategic nature of human decision makers, but
do not fully address the dynamics and other physical constraints of transportation networks.
On the other hand, many well-known methods that are widely adopted to model and optimize

the system dynamics in control of transportation networks focus much less on the role of
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Figure 1-1: Platform-based services in transportation systems.

humans in the system and the impact of their strategic decisions.

This thesis contributes new models and design guidelines based on foundations in game
theory, incentive design, and network optimization. We build models that capture the inter-
action between platforms and strategic users under the physical constraints and uncertainty
in transportation networks. We also develop methods to analyze how the outcomes of strate-
gic interactions are shaped by the information environment and incentive mechanisms in both
static and dynamic settings.

This thesis consists of three parts: in the first part (Chapters [2 — , we focus on ana-
lyzing the role of information platforms on travelers’ strategic decision making and learning
processes; the second part (Chapter |5]) designs an autonomous carpooling market; the third
part (Chapters @ —|7) focuses on evaluating system resiliency against disruptions. We con-
clude and discuss future research directions in Chapter [§ In the remainder of this chapter,

we briefly discuss the main contributions in each of the parts.

1.1 Information Platforms

The first part of the thesis builds a new game-theoretic foundation to (i) evaluate the value of
information for travelers to make route choices in uncertain environment; (i) design optimal

information structure; (7:7) analyze the long-run outcomes of multi-agent learning dynamics.
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Value of information in Bayesian routing games. Chapter [2[ (Wu et al. [2017] 2020c])
develops a new Bayesian game approach to analyze the impact of information platforms
(navigation apps) on travelers’ routing decisions, and the resulting congestion costs in trans-
portation networks with uncertain state. This work is motivated by the increasing prevalence
of navigation services, which send information on traffic incidents, prediction of uncertain
travel time, and route suggestions to their users. A heterogeneous information environment
is created by multiple services with inherent technological differences in data collection and
analysis. Moreover, this information environment also endogenously depends on the market
shares of various platforms (i.e. the fraction of travelers with access to each information

platform) that are governed by travelers’ choices of platforms.

This Bayesian routing game model captures all three key aspects mentioned above:
Firstly, the uncertain and congestible nature of the physical traffic network is modeled by
the increasing edge cost functions that depend on the unknown network state. Secondly,
the technological capabilities of information platforms are represented by the game common
prior, which is induced from the heterogeneous and potentially correlated distributions of
signals sent by platforms. Thirdly, travelers are strategic in choosing information platforms,
and making routing decisions based on received information of the uncertain state. Their

decisions govern the aggregate traffic loads and congestion.

Classical congestion games with complete information do not account for network un-
certainty and heterogeneous information environment. We developed a new approach to
characterize Bayesian Wardrop equilibrium for general network topology and information
environment. This approach depends on (i) showing that the Bayesian routing game has a
weighted potential function, where the weights are derived from the distribution of signals;
(71) applying techniques in sensitivity analysis to study the change of Bayesian Wardrop

equilibrium with user sizes of information platforms.

Our approach leads to analysis of the relative value of information between any pair
of information platforms evaluated by the difference of travel time costs of their respective
users for any market share. Furthermore, we characterize the equilibrium market shares of
different platforms in situations when travelers choose platforms by comparing the values of

information.
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Information design. Chapter [3] (Wu and Amin| [2019a]) extends Chapter [2] to study the
problem of information design for inducing socially preferred traffic flows. In our setup, a
traffic authority send signals about the uncertain network state to travelers according to a
designed information structure. Travelers can choose whether or not to receive the signal,
and they make routing decisions to minimize their travel time costs based on the information
of the state.

Our model extends classical Bayesian persuasion (Kamenica and Gentzkow| [2011]) to
incorporate agents’ choice of information (i.e. the decision or receiving the signal or not).
Given any information structure, travelers’ routing strategy is a Bayesian Wardrop equilib-
rium in the heterogeneous information environment that is endogenously determined by the
persuasion signal and travelers’ choice of information. We provide an analytical characteri-
zation of the optimal information structure for any fraction of travelers receiving the signal.
We find that under travelers’ choice of information, the optimal information structure can
induce the preferred traffic flow with only a fraction (less than 1) of travelers receiving the

signal.

Multi-agent strategic learning. In Chapter[d] (Wu and Amin|[2019b],Wu et al|[2020alb]),
we extend Chapters 2] and [3] to study the role of information platforms in a learning dynam-
ics induced by multiple strategic agents who repeatedly interact in games with unknown
payoff-relevant parameters. An information platform repeatedly updates a Bayesian belief
estimate of the unknown parameter based on the crowd-sourced history of players’ realized
strategies and payoffs, and provide the belief to all players for updating their strategies for
future rounds of play. One application of such dynamics is learning in repeated routing
games on transportation networks with uncertain state. In this application, the traffic infor-
mation platform repeatedly updates the estimate of the latent network condition based on
collected data on edge loads and travel time. Travelers adjust their routing decisions based
on the updated estimates. The long-run outcomes of the dynamics are governed by the joint
evolution of information update of the unknown environment on the platform and players’
strategy updates in games.

Our work is motivated by the need to formulate a learning foundation that analyzes

the long-run outcomes and efficiency for learning on information platforms based on crowd-
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sourcing data generated by players’ repeated interactions. In this learning dynamics, agents
are strategic and myopic in maximizing their stage-wise utilities based on the most recently
updated information of the payoff distribution and their knowledge of opponents’ play. Since
learning of the unknown parameter is based on the observed strategies and payoffs, whether
or not the information platform can identify the true parameter is subject to the endogenous
data generating process of strategies and payoffs. In the application of repeated routing
games, the platform can only observe the travel time of the set of edges that are utilized, and
this set depends on the network topology and travelers’ routing strategies. The travel time
distribution of the remaining edges may not be consistently estimated. As a result, learning
may not identify the true parameter even if the platform has the computing capability to
process data sets with infinite sizes.

The main contribution of our work is to develop a new stochastic systems approach
to study the long-run properties — convergence and stability (both local and global) — of
Bayesian beliefs and strategies. Although there is rich literature on Bayesian learning (Ace-
moglu et al. [2011], Jadbabaie et al. [2013]) and learning in games (Fudenberg et al.| [1998]),
the coupled dynamics of beliefs and strategies have not been thoroughly studied in game-
theoretic settings. We show that, with probability 1, the beliefs and strategies converge to
a fixed point, which may or may not identify the true parameter. We find conditions, under
which learning converges to a complete information equilibrium with probability 1. We also
derive sufficient conditions that ensure robustness of fixed points under local perturbations
of both beliefs and strategies. In the application of repeated routing games, we show that
when learning does not lead to complete information equilibrium, the system suffers from
long-run inefficiency in that the social cost of a fixed point is higher than that of a complete

information equilibrium.

1.2 Autonomous Carpooling Market

We have studied the impact of information and information design on agents’ strategic de-
cisions in transportation networks with uncertainty. In Chapter [5 (Amin et al,| [2021]), we

study welfare-improving incentive design in autonomous transportation networks. Partic-
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ularly, we focus on designing an autonomous carpooling market that incentivizes riders to
take carpooled trips and share network capacity in a socially optimal manner. In this mar-
ket, a transportation authority sets toll prices on edges, and riders organize carpooled trips
using driverless cars. A market equilibrium corresponds to the situation where no rider has
an incentive to deviate from the organized trips or opt-out, and riders’ payments cover the
toll prices plus the trip costs. A market equilibrium, when it exists, organizes trips that

maximize social welfare.

This autonomous carpooling market model again addresses the above-mentioned three
key features: First, the routes taken by carpooling trips are subject to the topology and
capacity constraints of the physical road network. Second, the market design leverages the
advanced ability of autonomous driving technology in enabling frictionless carpooling, and
micro-tolling technologies (specifically satellite-based tolling) that are increasingly deployed
(Yu/|2020]). Third, riders make strategic decisions when participating the market, and taking

carpooled trips.

The key challenge is that the carpooling market needs to satisfy incentive constraints of
all riders, who have heterogeneous preferences (in terms of value of time and disutilities of
sharing carpooled trips), while accounting for the topology and capacity constraints of the
transportation network. In classical settings of market design, the price of a commodity is
an invisible hand that balances the market demand and supply. In our setting, the toll set
on each edge (which can be viewed as the price of a unit capacity on that edge) influences
the trip organization on any route going through that edge. Therefore, the toll price on each
edge not only affects the traffic demand on that edge, but also governs how capacities are

shared in all neighboring edges.

We develop a new approach to analyze market equilibrium that accounts for the network
constraints by combining ideas from market design (Kelso Jr and Crawford [1982], (Gul
and Stacchetti [1999]) and network flow optimization (Dantzig and Fulkerson| [2003]). Our
work makes two contributions: (i) We characterize sufficient conditions on network topology
and riders’ carpool preferences that guarantee the existence of market equilibrium. These
conditions provide important guidelines for the system designers and policy makers on how

to deploy infrastructure facilities that support an efficient and stable autonomous carpooling
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service. (i) We provide an algorithm that enables a carpooling platform to implement a
market equilibrium efficiently. In this equilibrium, riders are incentives to truthfully report
their private preferences to the platform, and only pay for the minimum tolls compared to

all other equilibria.

1.3 System Resilience

The final part of this thesis focuses on improving the resiliency of transportation networks.
We provide game-theoretic analysis to design an optimal security strategy to protect critical
infrastructure facilities against malicious disruption. We also develop a machine learning
approach to predict the aggregate demand shift between modes — driving and public transit
— in response to recurrent congestion in transportation networks. These results are useful
for preparing the operators and travelers in face of non-recurrent (random or malicious) and

recurrent disturbances.

Optimal security resource allocation. Chapter [6] (Wu and Amin [2018]) formulates a
two-player game to model the strategic interaction between a system operator (defender)
and a malicious adversary (attacker). In this game, the defender allocates security resources
on a set of infrastructure to prevent it from being compromised by the attacker. A facility
will be compromised if it is attacked but not secured, and the consequence of a compromised
facility is evaluated by the loss of system performance. In this model, we represent the
system performance as a generic value associated to each scenario of a compromised facility
and the scenario where no facility is compromised. We emphasize that, practically, system
performance depends on the network structure of of infrastructure facilities, and the change
of aggregate usage behavior of humans in the system.

We capture the defender and attacker’s technological capabilities by their cost of defending
and attacking a single facility. We parametrically characterize the optimal security strategy
for the defender with respect to the defense and attack costs. We also provide precise
conditions on cost parameters under which the defender can completely deter the attacker
by proactively allocating security resources. These results enable the defender to assess the

relative risks of multiple facilities, and deploy security resources in a manner that minimizes
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the total loss of system efficiency in face of an attack.

Aggregate demand prediction. Chapter |7| (Brenner™ et al. [2021]) develops a class of
machine learning methods to predict the aggregate demand ratio between driving and taking
public transit in a transportation network. This work is motivated by the need to evaluate
system efficiency when experiencing recurrent disturbances such as seasonal weather, demand
fluctuations, nominal freeway operations, etc. (Skabardonis et al.|[2003]) Since the system
performance largely depends on travelers’ decisions, it is crucial to predict how the aggregate
behavior changes with those disturbances.

We predict the aggregate demand ratio based on the input data of travel time costs on all
(road and transit) segments in the entire network. Due to the high dimensionality of input
data, our prediction model combines a logistic regression with a class of dimension reduction
techniques including naive subset variable selection, LASSO, Ridge, principal component
analysis, and random forest (Friedman et al. [2001]). Our prediction method achieves less
than 2% Root Mean Squared Error in predicting the share of driving demand (relative to

the subway ridership) in San Francisco Bay area during morning rush hours.
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Chapter 2

Value of Information in Bayesian

Routing Games

2.1 Introduction

Travelers are increasingly relying on traffic navigation services (information platforms) to
make their route choice decisions. In the past decade, numerous services have come to
the forefront, including Waze/Google maps, Apple maps, INRIX, etc. These platforms
provide their subscribers with costless information about the uncertain network condition
(state), which affects the travel time costs. The network state is typically influenced by
exogenous factors such as weather, incidents, and road conditions. The information provided
by the platforms can be especially useful in making travel decisions. Experiential evidence
suggests that the accuracy levels of information platforms are less than perfect, and exhibit
heterogeneities due to the inherent technological differences in data collection and analysis
procedures. Moreover, travelers may use different information platforms or choose not to use
them at all, depending on factors such as marketing, usability, and availability. Therefore,
we can reasonably expect that travelers face an environment of asymmetric and incomplete
information about the network state.

Importantly, information heterogeneity can directly influence the travelers’ route choice
decisions, and the resulting congestion externalities. Consider an example where some trav-

elers are informed by their platforms that a certain route has an incident. Taking a detour
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Figure 2-1: Impact of traffic information platforms on strategic routing decisions and network
congestion.

based on this information may not only reduce their own travel time, but also benefit the
uninformed travelers by shifting traffic away from the affected route. However, if too many
travelers take the detour, then this alternate route will also start getting congested, limiting
the benefits of information. Thus, the question arises as to how the heterogeneous information
environment impacts the travelers’ strategic route choices and the resulting costs?

This chapter formulates a Bayesian routing game to study this question. In this game
(demonstrated in Fig. , multiple information platforms send private signals of the un-
known network state to their respective traveler (user) population. These signals create a
heterogeneous information environment that is captured by the common prior of the Bayesian
game. In equilibrium, travelers of each population make selfish route choices in network that
minimize their costs based on the receive private signals. The aggregate route choices deter-
mine the edge loads and congestion costs.

Our model builds a game-theoretic foundation for analyzing the impact of heterogeneous
information environment on travel behavior and network congestion. Prior work that studied
the effects of information on travelers’ departure time or route choices have mainly considered

simple information environments (i.e. one population being completely informed and the

other being uninformed, |Arnott et al. [1991], Ben-Akiva et al. [1991]) or focused on specific

network structures (Acemoglu et al|[2016]). Our Bayesian routing game model is general in
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that we make no assumptions on the topology of the traffic network or the cost functions, and
the signals can be realized from any distribution with or without correlation. In Chapters
—[M] we further extend this Bayesian routing game model. Particularly, Chapter [3|studies the
design of information structure that governs the signal distribution with the goal of inducing
socially desirable Bayesian equilibrium route flows. Chapter {4| extends this static games
to a stochastic dynamics to analyze the role of information platforms in strategic learning

processes.

In this chapter, we develop a new approach to fully characterize equilibrium routing
strategies for general networks and information environment. This approach leads to a
precise evaluation of how the relative value of information provided by different apps change
with their market shares — sizes of travelers who use each app. Moreover, our results can
be applied to predict the market shares of both existing and new apps, based on how the

relative accuracies of information provided by them shape the overall network congestion.

Our results extend the rich literature on congestion games with complete information to
the setting with heterogeneous information environment. The well-known results include the
equivalence between complete information congestion games and potential games (Rosenthal
[1973], Monderer and Shapley [1996b], and Sandholm [2001]), analysis of equilibrium and
inefficiency (Roughgarden and Tardos| [2004], [Koutsoupias and Papadimitriou/ [1999|, Correa
et al. [2007], /Acemoglu and Ozdaglar| [2007]|, and |[Nikolova and Stier-Moses [2014]). In
our setting, populations hold different estimate of expected costs of routes due to their
heterogeneous private beliefs, which are derived from the common prior according to Bayes’
rule. This feature makes our Bayesian routing game equivalent to a weighted potential
game, where the weights are derived from the common prior that describes the information
environment. We analyze the change of equilibrium structure and the value of information
with respect to population sizes through sensitivity analysis of the convex optimization

problem that minimizes the weighted potential function.

Finally, our work also contributes to the study of value of information in the theory of
economics. In a classical paper, Blackwell [1953] showed that for a single decision maker,
more informative signal always results in higher expected utility. In game-theoretic settings,

it is generally difficult to determine whether the value of information in equilibrium for
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individual players and/or society is positive, zero or negative (see |Hirshleifer [1971], and
Haenfler| [2002|). However, the value of information is guaranteed to be positive when certain
conditions are satisfied; see for example Neyman| [1991], and [Lehrer and Rosenberg [2006|.
Since travelers are non-atomic players in our game, the relative value of information between
any two information platforms is equivalent to the value of information for an individual
traveler when her usage of platforms changes unilaterally. We give precise conditions on
the population sizes under which the value of information in our Bayesian routing game is
positive, zero, or negative.

This chapter is organized as follows: Sec. [2.2] presents the equilibrium analysis in an
illustrative example, where two populations (one population is completely informed, and the
other population is uninformed) make routing decisions on a two route network. Sec.
introduces the general Bayesian routing game and the notion of Bayesian Wardrop equilib-
rium. We provide equilibrium characterization in Sec. and the analysis of relative value
of information in Sec. We characterize the market share of information platforms in

Sec. The proofs of all results are in Appendix [A]

2.2 An Illustrative Example

In this section, we motivate our analysis using a simple game of two traveler populations
routing over a network of two parallel routes R = {ry,r2} (Fig. [2-2a). The network state s
is uncertain, and it belongs to the set S = {a,n}, where state a (“accident”) corresponds to
an incident on r1; and state n (“nominal”) indicates no incident on ;. Route 73 is not prone
to incidents. The state is drawn from a prior probability distribution 6.

The cost (travel time) of each route r € R is an affine increasing function of the route
flow f,.. The cost function of f; depends on the network state s, and the cost function of r,

is state-independent (Fig. [2-2b)). The cost functions are given by:

O[afl + bl, if s = a,
a(h)=1 ! (2.1a)

a?f2+b27 if3:n,

ca(f2) = aafo + bo. (2.1b)
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For ease of presentation, we assume that r; is “shorter” than ro in that its free-flow travel
time is smaller, i.e. b < by. In addition, the rate of congestion in r; is smaller than ry in

state n, but larger in state a, i.e. of > ay > af.

2 T in state a

~—— S
]

T T-
1 2 1= Ly
'_
angrtaln 1y in staten
incident
_— >
Flow
(a) (b)

Figure 2-2: (a) Two route network; (b) Cost functions.

The network faces travelers with total demand of D. To avoid triviality, we assume that

the demand is sufficiently high so that players do not take one route exclusively:

ps _nbl. (2.2)
g

Travelers are separated into two populations, and they are heterogeneously informed:
Population 1 receives a signal t! € T* = {a,n} from their information platform, which has
complete information of the uncertain state, i.e. p(t! = s|s) =1 for both s = a and s = n.
Population 2 has no information of the state. The size of population 1 is A\!D and the size
of population 2 is A2D with A2 =1 — AL

In this example, we represent travelers’ routing strategy profile as ¢ = (¢;(a), ¢;(n), ¢2),
where ¢!(a) (resp. ¢!(n)) is the traffic demand of population 1 that uses route r given the
signal a (resp. n), and ¢? is the demand of population 2 on route r. The aggregate flow on
each route is f,.(t!) = ¢ (t!) + ¢? for t' € T

This routing game with heterogeneously informed traveler populations admits a Bayesian
Wardrop equilibrium, which will be defined formally in Section 2.3 We denote ¢* =
(¢:*(a), ¢,*(n), ¢2*),ep as an equilibrium strategy profile, and f* = (f(t')),cppem as an

induced equilibrium flow vector. In equilibrium, the self-interested travelers take routes that
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minimize their travel time costs. Since population 1 has complete information, their trav-
elers know the exact travel time costs in both states. However, population 2 travelers are
uninformed, and they make their route choices based on the expected cost of each route,
evaluated according to the prior distribution of states. Travelers in each population, given
the signal it receives, can either exclusively take one of the two routes that has a lower cost,
or split on both routes when the two routes have identical costs. Thus, there are 3* = 27

possible cases as follows:

<olfi@). = q*@) =D, ¢*(a) =0,

@) =a(fi@), = a*(a) €[0.AD], g*(a) = ND — gl*(a),
| > a(@), = a'(a) =0, a@'(a) =D,
[ <o(fim), = () =MD, q*(n)=0,

AHM) = a(fim), = ¢*m) €[0,MD], g (n) = ND - g (n),
| > a(sm), = g'm)=0, ¢@'n) =D,
[ <Bjlea(f5(), = ¢ =A\D, ¢ =0,

Bo[c}(f1(E'N] Q4 =Bolea(f5(81)], = ¥ €[0,A2D], ¢&* = \2D — ¢,

> Eoleo(f5(11)], = ¢i* =0, ¢ =ND.

where Eglci(f ()] = Yaes 0()ci(f7(s)) and Egles (3 (1)) = Yoes O(s)calf3 ()
The rest of this chapter develops an approach to characterize how the equilibrium strate-

gies and route flows change with population sizes (i.e. A! varies from 0 to 1). In this example,

we find that there exists a threshold size of population 1,0 < \' = (@2D+by—b1) < —— ) <

D alt+az af+as
1, such that the qualitative structure of equilibrium routing strategies is different based on

whether \' € [0, A)) or A € [\, 1]

When A € [0,A!), the game admits a unique equilibrium:

OéQD -+ b2 — bl _ AlDQ(n)(Oz‘f + CYQ)

1% 1= 1 2%
a)=0, n)=AD, and = —~ -
7" (a) q;"(n) q L + o ay + o

Y

where a3 = 6(a)af + 6(n)a}. This equilibrium corresponds to the following outcome: in

!Detailed analysis for this simple routing game and some interesting variants are available in [Wu et al.
[2017].

28



state n (resp. state a), all travelers in population 1 exclusively take route 71 (resp. route
r9), and travelers in population 2 take both routes. The induced equilibrium flow on r; is
given by fi = ¢?* in state a, and f; = \'D + ¢?* in state n. The remaining demand is the
flow on route 7.

On the other hand, when \' € [Al, 1], the equilibrium set may not be singleton, and can

be represented as follows:

1% 1x 1 2% 062D+b2—b1
a) =y, n)=\xD+ ,and = — - X
@@ =x, ¢(n)=2A X Uh o T on X
where
max{()’)\lp_w}ngmm{w’)\ll)_&lp}'
af + g of + ap

In this case, both populations split their demand on the two routes. Moreover, the equilib-

oo D+bo—by lf

rium route flow on each route is unique and it does not change with A\!: ff = -
1

t' = a, andff:%iftlzn.

From the characterized equilibrium, we obtain the following two observations: Firstly,
when A! € [0,)A"), we have ¢/*(n) — ¢}*(a) = A'D, i.e. population 1 shifts all its demand
to ro when receiving the signal about the incident on 7. However, if A' € [A', 1], we have
q*(n) — qi*(a) = A'D < A\'D, i.e. the change in the received signal only influences a part of
travelers in population 1. One can say that the information impacts the entire demand of
population 1 in the first regime, but not in the second regime.

Secondly, for any feasible A = (A!, \?), we can calculate the equilibrium population costs,
denoted C™(\). If A € [0,)), it is easy to check that C?*(\) — C™(\) > 0, i.e. when the
state information is only available to a small fraction of travelers, the informed travelers have
an advantage over the uninformed ones (i.e. information has positive value). In this case,
travelers prefer to receive information of the unknown state. On the other hand, if the size
of informed population exceeds the threshold A', then C'*(\) = C?*()\). Thus, all travelers
face identical cost in equilibrium. The advantage of being informed is zero (i.e. information

has zero value).

The two observations in this example show that the equilibrium structure and the ad-
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vantage of receiving information depends on the size of the informed population. When
information is only received by a small fraction of travelers, these travelers can exclusively
take the shorter route in nominal state, and shift to the other route to avoid incident when it
happens. This gives them the advantage over the remaining uninformed travelers who must
take both routes in both states and thus experience higher cost. However, when the state
information is shared with a sufficiently high fraction of travelers, the cost of ro becomes high
when too many informed travelers take it in incident state. Therefore, informed travelers
can no longer exclusively take r to avoid the incident due to the congestion imposed by
others who have the same state information. Consequently, travelers in both populations

experience the same cost in equilibrium.

The rest of the chapter extends the observations in this example to general settings with
multiple (heterogeneous and possibly correlated) information platforms and general network
topology. Our analysis reveals the fundamental trade-off faced by travelers between the gain
of receiving information of the unknown state and the congestion externality imposed by
others with the same information. This trade-off governs how equilibrium structure and the

value of information change with population sizes.

We illustrate the equilibrium strategy profile, equilibrium route flows and equilibrium
costs for any population size A! € [0,1] in Fig. using the following parameters: af = 1,
a® =3, a3 =2, by =by =20, D =1, and #(a) = 0.2. The costs are normalized by the
socially optimal cost, denoted C'*°, which is the minimum cost achievable by a social planner
with complete information of the state. The population size threshold \' = %. We can
see that for A € [0,A!), the equilibrium strategy profile is unique, the equilibrium route
flows change with population sizes and population 1 experiences lower cost than population
2. For A! € [A', 1], the set of equilibria is a one-dimensional subset of strategy profiles,

the equilibrium route flows do not depend on population sizes, and the two populations

experience the same costs.
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Figure 2-3: Effects of varying population 1 size on equilibrium structure and costs: (a)
Population strategies, (b) Flow on route 71, (¢) Population costs.

2.3 Model

2.3.1 Environment

To generalize the simple routing game in Section [2.2] we consider a transportation network
modeled as a directed graph. For ease of exposition, we assume that the network has a single
origin-destination pair. All our results apply to networks with multiple origin-destination
pairs. Let E denote the set of edges and R denote the set of routes. The finite set of net-
work states, denoted S, represents the set of possible network conditions, such as incidents,
weather, etc. The network state, denoted s, is randomly drawn by a fictitious player “Na-
ture” from S according to a distribution # € A(S), which determines the prior probability
of each state. For any edge e € F and state s € S, the state-dependent edge cost function
c3(+) is a positive, increasing, and differentiable function of the load through the edge e. The
state can impact the edge costs in various ways.

The network serves a set of non-atomic travelers with a fixed total demand D. We assume
that each traveler is subscribed exclusively to one of the traffic information platforms in the
set 1 = {1,---,1}. We refer to the set of travelers subscribed to the platform i € I
as population 7. All travelers within a population receive an identical signal from their
information platform. Let \* denote the ratio of population i’s size and the total demand D.
We also consider degenerate situations when the sizes of one or more populations approach
0. Thus, a vector of population sizes A = (A!,..., ) satisfies >, ; A' =1 and A" > 0 for

any ¢ € I. The size vector A is considered as given in our analysis of equilibrium structure
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and costs (Sections and [2.5)). In Section we consider a more general situation where

A results from the travelers’ choices of information platforms.

Each information platform i € I sends a noisy signal ¢* of the state to population i. The
signal received by each population determines its type (private information). We assume that
the type space of population i is a finite set, denoted as 7%. Note that the type spaces T and
the state space S need not be of the same size. Let ¢ 2 (tl, 2, ... ,tl) denote a type profile,
i.e. vector of signals received by the traveler populations; thus, t € T 2 [Lc; T*. The joint
probability distribution of the state s and the vector of signals ¢ is denoted m € A(S x T'),
and it is the common prior of the game. The marginal distribution of 7 on states is consistent
with the common prior, i.e. Y, . 7(s,t) = 0(s) for all s € S. The conditional probability of
type profiles ¢ on the state s is given by p(t|s) = %, i.e. the joint distribution of signals
received by the populations when the network state is s. In our modeling environment, the
signals of different information platforms can be correlated, conditional on the state. Each
population i generates a belief about the state s and the other populations’ types ¢t~¢ based

on the signal received from the information system ¢ € I. We denote the population 7’s belief

as B'(s,t7|t") € A(S x T7).

The routing strategy of each population ¢ € [ is a function of its type, denoted as
¢'(t") = (¢.(t")),cr- One way to describe the generation of routing strategies is that each
information platform ¢ € I sends a noisy signal #* of the state to its subscribed population,
and the individual route choices of non-atomic travelers results in an aggregate routing
strategy ¢'(t'). An alternative viewpoint is that ¢*(#') is a direct result of strategy route
recommendations sent by each information platform to its subscribed population. That is,
each information platform ¢ € I routes travelers in population ¢ according to the function
¢'(t"). For our purpose, these two viewpoints are equivalent in that given any population

i € I, and any type t' € T", the demand of travelers on route r € R is ¢(t').

We say that a routing strategy profile ¢ 2 (qi)ie ; is feasible if it satisfies the following

constraints:

Y q(t)=XND, VeT, Viel, (2.4a)

reER
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q.(t) >0, VYreR, Vt'eT, Viel. (2.4b)

For a given size vector A, let Q()\) denote the set of all feasible strategies of population i.

From ([2.4a))-(2.4b]), we know that the set of feasible strategy profiles Q(\) = [Tic; QN is a

convex polytope.

2.3.2 Bayesian Routing Games

The Bayesian routing game for a fixed size vector A can be defined as I'()\) 2 (1,8, T,7m,Q(\),C):

I: Set of populations, I ={1,2,...,I}

S: Set of states with prior distribution 6 € A(S)
- T'=1L; T" Set of population type profiles with element ¢ = (¢');c; € T

- = (7(5,1)),cg4er: Joint probability distribution of the state s and the type profile ¢

Q(A) = [Lic; Q'(N): Set of feasible strategy profiles for a given size vector A, with
element ¢ = (qi)iel € QN

C = {c () }eerses: Set of state-dependent edge cost functions

All parameters including the common prior 7 are common knowledge, except that popu-
lations privately receive signals about the network state from their respective information

platform. The game is played as shown in Fig. 2-4]

mterim stage ex post stage
Nature draws s Population s € I: Realize costs
Population i receives t* -obtains belief 8*(s,t~"|t")

-plays strategy ¢*
Figure 2-4: Timing of the game I'()).

For any i € I and t* € T", the interim belief of population i is derived from the common
prior:
(s, t',t7")

Bt 1) = — ey

Vse S, vtteT ™, (2.5)
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where Pr(t") = 3" ¢ > micp—i (s, 1", t7"). For a strategy profile ¢ € Q()), the induced route
flow is denoted f 2 (f+(t)reriers Where f.(t) is the aggregate flow assigned to the route
r € R by populations with type profile ¢, i.e.

=> q(t"), VreR, VteT (2.6)

iel
Note that the dependence of f on ¢ is implicit and is dropped for notational convenience.

Again, for the strategy profile ¢ € @Q(\), we denote the induced edge load as w 2
(We(t)) e rers Where we(t) is the aggregate load on the edge e assigned by populations with

type profile t:

~S St S f4), VeeB, wieT (2.7)

rde i€l roe
The corresponding cost of edge e € E in state s € S is ¢5(we(t)). Then, the cost of route
r € R in state s € S can be obtained as: ¢ (q(t)) = > ... c3(w(t)). Finally, the expected

ecr e

cost of route r for population ¢ € I can be expressed as follows:

DT =D D D Blst ) (w(t',t7), VreR, VEeT, Viel, (28)

seS t—ieT—t e€r

The equilibrium concept for our game I'(\) is Bayesian Wardrop equilibrium.

Definition 2.1 (Bayesian Wardrop Equilibrium). A strategy profile ¢* € Q()\) is a Bayesian
Wardrop equilibrium if for any i € I and any t' € T:

VreR, ¢*t)>0 = Ele(¢)|t"] < Elen(g")|t], ¥ € R. (2.9)

That is, in a Bayesian Wardrop equilibrium, travelers in population 7 with type ¢ only

take routes that have the smallest expected cost based on their interim belief 3%(s, t~*|t?).

We define the equilibrium population cost, denoted C™*(\), as the expected cost incurred

by a traveler of a given population across all types and network states in equilibrium:
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Cir(\) 2 515 2opieri Pr(t) 3, c g Eler (¢9) ] g (7). In fact, from (2.9), we can write:

C™(\ Z Pr(t') (Z g (") ) mlnE[cr( )t Z Pr(t") I%i}glE[cr(q*ﬂti].

tz ETZ TER ti ETi

(2.10)

Note that A = 0 is a degenerate case for population ¢ as its size approaches 0. In this
case, the cost C™(\) can be viewed as the expected cost faced by an individual (non-atomic)

traveler who subscribes to the information platform 4.

2.4 Equilibrium Characterization

In this section, we show that the game I'(\) is a weighted potential game. This property
enables us to express the sets of equilibrium strategy profiles and route flows as optimal

solution sets of certain convex optimization problems.

2.4.1 Equilibrium Strategy Profiles

Following Sandholm| [2001], the game I'(\) is a weighted potential game if there exists a
continuously differentiable function ® : Q(\) — R and a set of positive, type-specific weights

{W(ti)}tieTi,ig such that:

0% (q(t))

LA t t], VYreR, VteT, Viel. 2.11
24 (1) =7(")E[c(9)[t'], (2.11)

We show that our game I'()) is a weighted potential game.

Lemma 2.1. Game T'(\) is a weighted potential game with the potential function ® as

follows:

ZZZW st /Z@eZig(ﬁ(tl) c(2)dz, (2.12)

SES e€FE teT

and the positive type-specific weight is y(t') = Pr(t') for any t' € T* and any i € I.

Using (2.6) and (2.7), ® can be equivalently expressed as a function of the route flow f
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or the edge load w induced by a strategy profile ¢ € Q(\):

~ 2rze frt)
d(f) 2 Z Z Zﬂ' (s,t)/o c(z)dz (2.13)

se€S eckE teT

- we ()
B(w) & ZZZW(SJ}/ ¢ (2)dz. (2.14)
s€S e€E teT 0
Thus, for any feasible strategy profile ¢ € Q()), we can write ®(q) = @(f) = E(w), where f
and w are the route flow and edge loads induced by the strategy profile ¢. In addition, 5(10)
satisfies the following property:

Lemma 2.2. The function E)(w) 15 twice continuously differentiable and strictly convex in

w.
Our first result provides a characterization of the set of equilibrium strategy profiles:

Theorem 2.1. A strategy profile ¢ € Q(\) is a Bayesian Wardrop equilibrium if and only if

it is an optimal solution of the following convex optimization problem:

min  ®(q), st. g€ Q(N), (OPT-Q)

where Q(A) is the set of feasible strateqy profiles. The equilibrium edge load vector w*(\) is

unique.

The existence of Bayesian Wardrop equilibrium follows directly from Theorem For
any size vector A, we denote the set of Bayesian Wardrop equilibria for the game I'()\)
as @*(\). Importantly, since the equilibrium edge load w*(A) is unique, the equilibrium
population cost C™*(\) for each population i € I in must also be unique for any .
Thus, the equilibria of T'(A) can be viewed as essentially unique. We denote the optimal
value of , i.e. the value of the weighted potential function ®(¢) in equilibrium as
W(N).

The Lagrangian of that we use in proving Theorem is given as follows:

L(g v, N) =(q)+ > > ut (A"D - Zqi(ti)> =N ), (215)

i€l tieT? reER reR i€l ticTi
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where p = (,Ltti)tieTi,ie ;and v = (l/fgi)re ritieTi icr are Lagrange multipliers associated with the
constraints ([2.4al) and (2.4b)), respectively. The next lemma shows that for any equilibrium
¢* € Q*(N), the optimal Lagrange multipliers p* and v* in (2.15) associated with ¢* are

unique.

Lemma 2.3. The Lagrange multipliers p* and v* at the optimum of (OPT-Q) are unique:

Pl = min Pr(t)E[c.(¢")|t"], Vt'eT', Viel (2.16a)
re
V' = Pr(t)Ele, (¢")|t] — p'*, VreR, VY eT! Viel. (2.16h)

This result follows from the fact that satisfies the Linear Independence Con-
straint Qualification (LICQ) condition (Wachsmuth [2013]), which ensures the uniqueness
of Lagrange multipliers at the optimum of ; see Lemma for the statement of
LICQ condition.

*

The value of ,uti relates the expected route costs for each type t* in equilibrium with

the sensitivity analysis of the Lagrangian with respect to population sizes at the optimum
of (OPT-Q)). We will use this result in Section for studying the relative ordering of

equilibrium population costs.

2.4.2 Equilibrium Route Flows

Our main question of interest is how the equilibria set Q*(\), i.e. optimal solution set of
(OPT-@))), and more importantly, the equilibrium edge load w*(\), change with the pertur-
bations in the size vector \. However, characterizing the effect of A directly from
is not so straightforward. Recall that in the simple routing game in Section [2.2] the effects
of perturbations in A on the equilibrium route flow are relatively easier to describe in com-
parison to the effects on the set of equilibrium strategy profile — the equilibrium route flow
remains fixed in a certain range of \, whereas the set of equilibrium strategy profiles do not.
Thus, our approach involves studying how \ affects the set of equilibrium route flows. We
show two results in this regard: (i) The set of feasible route flows and the set of feasible

strategy profiles that induces a particular route flow can be both expressed as polytopes
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(Proposition ; (ii) The set of equilibrium route flows is the optimal solution set of a
convex optimization problem (Proposition . These results enable us to evaluate how the
equilibrium edge load and population costs change with perturbations in .

Let us start by introducing the set of route flows

F(A\) 2 {f € RFXITI| £ satisfies (2.17a)-2.17d) },

where the constraints are given by:

fr 7 — £ (7 = £ (08 = fu(E 87, VreR Y, eT andVt 1 e T " Viel,

(2.17a)
Y f(t)=D, VteT, (2.17b)
reR
fr(t) >0, VreR, VteT, (2.17¢)
D— Z min fE ) <ND, WtTieT™, Viel. (2.17d)

TGR

The constraints — do not depend on the size vector A and can be understood
as follows: captures the fact that the change in the flow through any route resulting
from change in the type of population i € I does not depend on the particular types of
the remaining populations; ensures that all the demand D is routed through the
network; and guarantees that the demand assigned to any route is nonnegative.

On the other hand, the constraints in depend on the size vector \, wherein the
size of each population i € I, A\!, appears linearly in the constraint corresponding to that
population. To further interpret , we define the “impact of information” for any given
population as the maximum extent to which the signal received from its information platform
can influence the routing behavior of travelers within the population. Specifically, for any
strategy profile ¢ € Q(A) and population i € I, we define the impact of information on

population i € I as follows:

J(q) & ND — Z min ¢’ (). (2.18)

t’ETz

Using (2.4a), we can re-write (2.18) as: J'(q) = Y, cp maXicy (qﬁ(?) — ¢i(t")), where t is
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an arbitrary type in 7. That is, for each population ¢ € I, J(q) is the summation over all
routes of the maximum difference between the demands assigned to each route r by the type
t and any other type ¢ € T%. Using (2.6]), we can alternatively express this metric in terms
of the flow f induced by ¢:
) T i /\, 2.17D|
(1) =70 B Y max(h @) - £, 7)) B D=3 min (07, (2.19)

el
reR reR

~

where (¢ ( t7%) is any type profile in 7. Now the constraints (2.17d]) can be equivalently stated

as:
J(f) < ND, Viel. (1IC)

These constraints ensure that the impact of signals on any population’s strategy is bounded
by its size. We will refer to them as information impact constraints (IIC). We use and
interchangeably, and refer the constraint in corresponding to population i €
as ([IC}). Also, it is easy to see that for each i € I, ([IC}) can be written as a set of affine

inequalities:

D-> f(ti,t7)<ND, Vi eT, . . VigeT (2.21)
reER
Thus, F'()) is a convex polytope. The following proposition relates the set of feasible strategy

profiles and the induced route flows.

Proposition 2.1. The set of feasible route flows is the convex polytope F(X). Furthermore,
for a given route flow f € F(N), any feasible strategy profile ¢ € Q(N) that induces f can be

expressed as:
¢(t) = £t ) - fLE T+ X, VYreR, VeT, Viel, (2.22)

where t = (?)ZEI 1s any type profile in T, and x = (Xi)reRiE] satisfies the following con-
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straints:

Y Xi=XD, Viel, (2.23a)
re€R
Y xi=1(1), VreRr, (2.23b)
el
XL > max (fr(?,?’i) - fr(ti,tA’i)) , VreR, Viel. (2.23¢)
e

The proof of this proposition is comprised of three steps: In Step I, we show that any
route flow that is induced by a feasible strategy profile must satisfy constraints —
. In Step II, we show the converse: for any given f, any feasible strategy profile g
that induces it must be given by , where x is a vector satisfying . In Step III,
we prove that if f satisfies —, then we can indeed construct a vector x that
satisfies , and the corresponding ¢ in is a feasible strategy profile that induces
f. By combining Steps II and III, we can conclude that any f satisfying — can
be induced by at least one feasible strategy profile, and thus is a feasible route flow.

The next proposition provides a characterization of the set of equilibrium route flows,

and is analogous to Theorem [2.1] which characterizes the set of equilibrium strategy profiles.

Proposition 2.2. A feasible route flow f € F(\) is an equilibrium route flow if and only if

f is an optimal solution of the following convex optimization problem:

min  ®(f), st feFQ), (OPT-F)

where F'(X) is the set of feasible route flow vectors, which satisfy constraints (2.17a) — (2.17d)).

We denote the set of equilibrium route flows f* in the game I'(\) as F"*(\). From Theorem
, equations (2.7)) and (2.12), we know that for any size vector A\, and any ¢* € Q*()), any

fre F*(\),
U = @(g") = B(f) = B(w" (V). (2.24)
Propositions [2.1] and [2.2] form the basis of our analysis of how the perturbations of size

vector effects the equilibrium structure and population costs.
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2.5 Pairwise Comparison of Populations

In this section, we first analyze the effects of perturbations in the relative sizes of any two
populations on the equilibrium structure. Next, we study how the cost difference between

any two populations depends on the population sizes.

2.5.1 Equilibrium Regimes

To study the effects of perturbations in the relative sizes of any two populations, we employ
the notion of directional perturbation of size vector A. In particular, for any two populations 7
and j, we consider the |I|-dimensional direction vector 2% 2 (...0...,1,...0...,—1,...0...)
with 1 in the i-th position and —1 in the j-th position. When A is perturbed in the direction
of 2% the size of population i (resp. population j) increases (resp. decreases), and the sizes
of the remaining populations do not change.

For any size vector A and any two populations ¢ and j, let the vector of the remaining

populations’ sizes be denoted A\=% = The total size of the remaining populations

(Ak)kéf\{ivj}'
is | A% 2 D ken{ij) Ak, For pairwise comparison, we only consider the case when the sizes of
both populations are strictly positive so that [A\™%| < 1, and the range of the perturbations
in the population 4’s size is (0,1 — [A\"%|). We denote the set of admissible A\™% as A~%.
Now consider an optimization problem that is similar to , except that the two
constraints in the set corresponding to the populations ¢ and j are replaced by a single

constraint:

min - (f), st (Zi7a), @IT0), @179, @A\{ s}, [T, (OPT-F¥)

where the constraints (IIC)\{¢,j} indicate that all but (IIC}) and (IIC}) from the original
set (IIC) are included, and the constraint (IIC},)) is defined as follows:

.

T(f)+ T (f) < (1— |\ D. [Ic,)

The constraint ([IC};) ensures that the total impact of information on population i and j
does not exceed their total demand. We denote the set of optimal solutions for (OPT-F"))
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as F1. Analogously to Theorem , we can show that any f“! € F%' induces a unique
edge load w*', which can be obtained by (2.7)); see Lemma . Then, the optimal solution

set of ((OPT-F"|) can be written as the following polytope:

f satisfies (2.17a)), (2.170)), (2.17d), (IIC)\ {4, 5}, and ((IC},),
Sove fr(t) =wii(t), Vee E, VteT

Fiit — (2.25)
Note that both F¥T and w” depend on A™% but do not depend on A\* or M.

Before proceeding further, we need to define two thresholds for the size of one of the two

perturbed populations (say, population 7):

‘él

X Lo {(1—|>\‘i7|)D—JAj(fij7T)}, (2.26)

D fiitepiit

il - 7i( pigt YA
D fijvrTnel}ITl"ijvT {J (f )} ’
where J¢ (f7) and Ji (f¥1) are the impact of information metrics for the population i and

j, respectively. We can check that \* and A\ are admissible thresholds:
Lemma 2.4. 0 < M < XN <1— |AT].

Additionally, (2.26)) can be expressed as linear programming problems, see (A.7))-(A.8)).

These two thresholds play a crucial role in our subsequent analysis.
We are now ready to introduce the equilibrium regimes that are induced by the relative
change in the sizes of populations i and j with fixed sizes of other populations A™% € A=,

These regimes are defined by the following sets:

AT 2 LN N ) [N e (0,00}, (2.27a)
AF £ {(N NV AT) N € X0, 1 - ATV ), (2:27D)
AY S {(V VAT e O 1= AT (2.27¢)

We say that the population 4 (resp. population j) is a “minor population” in regime AY
(resp. regime AY) because X' < A (resp. M < 1—|\"%| —X’). Moreover, neither population
is minor in regime A;j . Note that degenerate situations are possible. In particular, if either

one or both of the thresholds A" and A’ take values in the set {0,1 — [A\="|}, then from the
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regime definitions ([2.27a)-(2.27¢]), the number of regimes are reduced to two (for example,
in the the simple routing game in Section or even one regime (see Example [A.2). The
following theorem describes the properties of equilibrium route flows in the regimes under

the directional perturbations in the size vector A.

Theorem 2.2. For any two populations i,j € I, and any given \™9 € A~Y, the set of
equilibrium route flows F*(X) when A is in regime A’i‘j or regime Agj can be expressed as

follows:

st. ([@2173), @170), @179, [CY) and [MC)\{j} if A € AY
st. [@174), @-170), @179, [ICE) and [@C)\{i} if A € AY
(2.28)

F*(\) = { arg min ®(f)

In regime N (resp. regime N5 ), the constraint ) (resp. )) is tight in equilibrium.
Additionally, in regime AY, we have F*(\) C F:t,

Essentially, this result is based on how the impact of information on each perturbed
population compares with its size; i.e. whether or not the constraint ([IC}) (resp. (IIC}))
for the population i (resp. populatiom j) is tight in equilibrium. In the first side regime
A7 the constraint ) is tight at optimum of (OPT-F]). This implies that the impact of
information extends to the entire demand of the minor population 7. In fact, the threshold
A’ is the largest size of population 4 for which the impact of information on itself is fully
attained. We can argue similarly for the other side regime Aéj, where population j is the
minor population; i.e. ([IC}) is tight at optimum of and (1 — |A79] — X% is the
largest size of population j such that the impact of information on itself is fully attained.

In contrast to the two side regimes, in the middle regime Aéj , the sizes of both populations
i and j are above the threshold sizes A\ and (1 — |[A\=%| — \?), respectively. We can replace
the constraints ) and ) in the optimization problem (OPT-F)) by (IIC],;) without
changing its optimal value, i.e. the optimal value of is equal to W(\). However,
since the set F'f (as defined in (2.25)) contains all route flows that attain the optimal value
¥(A) but may not necessarily satisfy the constraints (IIC}) and (IIC};), the equilibrium route

flow set F*(\) must be a subset of F¥'T. In this regime, the impact of information on neither
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population is fully attained.

A specialized result derived from Theorem and Proposition is that in routing
games with two heterogeneously informed populations and a parallel-route network, the
equilibrium strategy profile in the regimes A{* and Al? is unique, see Corollary

Thanks to Theorem[2.2] we can analyze the monotonicity of the value of potential function

at equilibrium W(\) with respect to perturbations of A in the direction 2%.

Proposition 2.3. For any two populations i,j € I, and any given \™9 € A= under direc-
tional perturbations of X\ along the direction 2%, the function U(\) monotonically decreases
in regime N, does not change in AY, and monotonically increases in A . Furthermore, the

equilibrium edge load vector w*(X) = w™! if and only if X\ € AY.

Following Theorem in the side regime A% (resp. Aéj ), the set of route flows which
satisfy the constraints of the optimization problem in increases (resp. decreases) as A is
perturbed in the direction 2%. Thus, the value of the potential function in equilibrium, ¥(\),
is non-increasing (resp. non-decreasing) in the direction z¥. In fact, since the constraint
(LIC}) (resp. )) is tight in equilibrium, one can argue that W(\) strictly decreases (resp.
increases) in the direction z¥. In contrast, in the middle regime AY, since F*(\) C F'f, we
can conclude that w*(\) = w1, Therefore, U()\) = ®(w”1), which does not change when \
is perturbed in the direction z%.

The necessary and sufficient condition for the invariance of w*(\) under relative pertur-
bations in the sizes of any two populations in Proposition [2.3|is a direct consequence of the
monotonicity of W(\) and the uniqueness of w*(A). This result is useful in determining the

relative ordering of population costs in equilibrium, as discussed next.

2.5.2 Relative Value of Information

We now study the difference between the equilibrium costs of any two populations under
perturbations in their relative sizes. For any two populations 7,7 € [ and size vector A,
we define the relative value of information, denoted V¥*()), as the expected travel cost
saving that a traveler in population i enjoys over a traveler in population j, i.e. V¥*()\) 2

C7*(\) — C*()\). Equivalently, V¥*()\) is the expected reduction in the cost faced by an
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individual traveler when her subscription unilaterally changes from platform ¢ to platform
J, while the platform subscriptions of all other travelers remain unchanged. We say that the
information platform ¢ is relatively more valuable (resp. less valuable) than platform j if
V*(X) > 0 (resp. V¥*(X\) < 0). Similarly, if V¥*(\) = 0, platform 1 is said to be as valuable
as platform j.

It turns out that, for any given size vector A, V¥*(\) is closely related to the sensitivity of
W(A) (i.e. the value of the potential function in equilibrium) with respect to the perturbation

in the relative sizes of populations ¢ and j.
Lemma 2.5. The value of the weighted potential function in equilibrium, W(\) as defined in
(2.24)), is convex and directionally differentiable in \. For any i,j € I,

Vie()) = —%vzmu), (2.29)

where V,i; W(\) 2 lim, o+ w is the derivative of W(\) in the direction 2.

The proof involves applying the results on sensitivity analysis of convex optimization
problems, as summarized in Lemmas[A.3] and [A.4} for a detailed background on these tech-
nical results, we refer the reader to Fiacco|[2009], [Fiacco and Kyparisis|[1986], and |Rockafellar
[1984].

Our next theorem provides the qualitative structure of relative value of information in

the three regimes (2.27al)-([2.27d]).

Theorem 2.3. For any two populations i,j € I, and any A=Y € A=Y, the relative value of
information V'7*(\) is positive in regime Aij , 2€T0 in regime Aéj , and negative in regime Aéj .

Furthermore, V7*(\) is non-increasing in the direction 2.

Theorem [2.3] shows that one population has advantage over another population if and
only if it is the minor population of the two (see Fig. [2-5). For the two side regimes,
information impacts the entire demand of the minor population. As a result, in equilibrium,
the travelers in the minor population do not choose the routes with a high expected cost based
on the signal they receive from their platform; however, the travelers in the other population

may still choose these routes. On the other hand, in the middle regime, neither population
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has an advantage over the other one because the information only partially impacts each
population’s demand. Consequently, both populations route their demand in a manner such

that they face identical cost in equilibrium.

Vi s 0 Vi* =0 viur <0
0 L - 1- 2
A A KENTLI)
Size of population i, A*

Figure 2-5: Relative value of information between population ¢ and j in the three regimes

Additionally, the travel cost saving that population i travelers enjoy over the population
j is the highest when population ¢ has few travelers. Intuitively, in each side regime, the
travelers in the non-minor population face a higher congestion externality relative to the
travelers in the minor population, because all travelers within a population are routed ac-
cording to the same strategy. Naturally, the difference in the equilibrium costs due to the
imbalance in congestion externality decreases as the size of the minor population increases,

and reduces to zero in the middle regime.

Furthermore, given any two populations 7, j € I and the sizes of all other populations A\~
being fixed, Theorem [2.3| provides a computational approach to compare the equilibrium costs
of populations i and j for the full range of A\ € (0,1 — |A\¥|) without explicit computation
of equilibrium set or equilibrium route flows for each A\*. This approach can be summarized
as follows: (i) Solve to obtain an optimal solution f“T; (ii) Compute w™T by
plugging f%1 into (2.7); (iii) Obtain A" and A’ by solving (2:26); and (iv) Find the relative
ordering of equilibrium costs of population ¢ and j by checking which of the three possible

regimes the size vector A\ belongs to.

Finally, we can specialize Theorem to analyze situations when a population does
not have an access to a platform, or chooses not to use it at all. Formally, we say that a
population j € I is uninformed if its type is independent with the network state and other

populations’ types, i.e. Pr(t/|s,t77) = Pr(¢/) for any t 7 € T~7, any #/ € T7, and any s € S.
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Following (2.5)), the uninformed population j’s interim belief can be written as follows:

i —iriy (2.5 W(Satjvt_j) PT(tj‘S,t_j) ’ PT($7t_j) —j —J 4J
T(s, t77|t7) = . = . =P t77) = A
B (s, t77t) Pr(t) Pr(t)) r(s,t7) tj§eTj (s, ¢, ),

(2.30)

That is, the interim belief 37(s,¢77|t/) is identical for any signal #/ € T7 received by popula-
tion j, and is equal to the marginal probability of (s,¢77) calculated from the common prior
7. Therefore, the uninformed population has no further information besides the common
knowledge. We show that the equilibrium cost of the uninformed travelers is no less than

the cost of any other population.

Proposition 2.4. Consider the game I'(\) in which population j is uninformed. Then, for
any size vector X, the equilibrium cost of population j’s travelers C7*(\) > C™(\), where the

population i is any other population (i.e. 1 € I\ {j}).

Indeed, if population j is uninformed, we can argue that its equilibrium routing strategy
¢’* () must be identical for any # € T9. Consequently, from (2.18)), the impact of informa-
tion metric for the population j is Ji (¢’*) = 0, and perturbing the relative sizes of population
j and any other population ¢ € I\ {j} never results in a regime in which population j is
the minor population. Applying Theorem [2.3 we can conclude that the equilibrium cost of
population 5 cannot be less than that of any other population.

We illustrate the results on equilibrium structure and relative value of information in the

following two examples:

Example 2.1. We consider a game with two populations on two parallel routes (r; and
r9) with following parameters: 0(a) = 0.2, D = 10, ¢}(f1) = f1 + 15, &(f1) = 3f1 + 15,
co(f2) = 2f2+20. Types t! and ¢* are independent conditional on the state, i.e. Pr(t!,#?|s) =
Pr(t!|s) - Pr(¢?|s). Population 1 has 0.8 chance of getting accurate information of the state,
and population 2 has 0.6 chance, i.e. Pr(t' = s|s) = 0.8, and Pr(¢* = s|s) = 0.6. The value
of the potential function in equilibrium, equilibrium route flows and population costs are
shown in Fig. [2-6]

In this example, population 1 travelers receive more accurate state information than
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population 2 travelers. However, population 1 faces a higher cost than population 2 when its
size is sufficiently large, i.e., when X is in regime Al?%; see Figure This is due to the fact
that in regime A% the population 1’s advantage of receiving more accurate information is

dominated by the congestion externality it faces due to its relatively large size, in comparison

to population 2.

208

| 1.04
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. 0.6 2
= 2 S)
= i £
207 o4 o !
— Ji(n,n)/D —
0.2 — fi(an)/D —
fi(n,a)/D 0.98 7(,
206.5 0 — fi(a,a)/D
0 02 04 06 08 0 02 04 06 08 02 04 06 08 1
Al Al Al
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Figure 2-6: Effects of varying population sizes for Example 2.1} (a) Weighted potential
function in equilibrium, (b) Equilibrium route flows on ry, and (¢) Equilibrium population
costs.

Example 2.2. Let us now consider the game with two populations on two parallel routes
(r1 and ry) with the same cost functions, prior distribution 6 and total demand D as that
in Example 2.1l Both populations 1 and 2 have 0.75 chance of getting accurate information
about the state, i.e. Pr(t' = s|s) = 0.75 for any i € [ and any s € S. In Fig. [2-7, we
illustrate the equilibrium population costs in two cases: (i) Types t' and t? are perfectly
correlated, i.e. t! = t?; (ii) Types t! and ¢? are independent conditional on the state, i.e.
Pr(t!, t3|s) = Pr(t']s) - Pr(t?|s).

This example illustrates how the correlation among received signals (or lack thereof)
affects the equilibrium structure. Note that case (i) can be viewed as a single-population
game. This is because when t' and t? are perfectly correlated, there is no information
asymmetry among travelers. Thus, A! has no impact on the equilibrium outcome, and
AM=0, =1 (Fig. . However, case (ii) is not equivalent to a single-population game.
Although both populations have identical chance of getting accurate information about the
state, there is information heterogeneity among travelers of the two populations, i.e. travelers

in one population do not know the signals received by travelers in the other population, and
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thus the equilibrium outcome changes with the size ' (Fig. [2-7b)).
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Figure 2-7: Effects of varying population sizes on equilibrium population costs for Example
ﬂ: (a) Perfectly correlated types; (b) Conditional independent types.

We include two additional examples in Appendix [A.2] Example shows that the
regime A3? can be empty even when population 2 is not an uninformed population. Thus,
an uninformed population j is sufficient but not necessary for X' = 1 — [A7%|. In Example
[A.2] we present a situation when only single regime exists in equilibrium.

Our results so far focus on how equilibrium properties and population costs change with
the directional perturbation of the size vector \. We emphasize that given any i,j € I, the
thresholds A" and A, as defined in , depend on the sizes of the remaining populations
A% and the populations’ interim beliefs (3%);c; derived from the common prior 7. Impor-
tantly, the qualitative structure of the equilibrium regimes resulting from perturbations in
the sizes of any two populations is applicable for any size vector A and any common prior.
The main property that drives these results is that the equilibrium regimes only depend on

whether or not the impact of information on each population is fully attained.

2.6 General Properties of Equilibrium Outcome

In this section, we first extend our approach of pairwise comparison of populations to study
how the equilibrium outcome depends on population sizes in general. Then, we analyze the
adoption rates of information platforms in situations where travelers can choose platform

subscription.
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2.6.1 Size-Independence of Edge Load Vector

Our analysis in Section showed that if perturbations in the relative sizes of any two
populations 7, 7 € I induce a middle regime A;j , then the equilibrium outcome in this regime
is independent of the sizes of the perturbed populations i and j. A natural question to ask
is whether this result can be generalized; i.e., can we find a set of size vectors for which
the equilibrium edge load does not depend on the size of any population? The answer is
affirmative.

We now explicitly characterize the set of size vectors, denoted Af, for which the edge
load is size-independent. Since is a convex optimization problem, and are
the only size-dependent constraints, we can equivalently view AT as the set of size vectors
for which all the IICs can be dropped from (OPT-FJ) without changing its optimal value.
Hence, for any A € Af, the optimal value of is identical to that of the following

convex optimization problem:

min  ®(f), s.t. (@.174), @.17H) and [@.174). (2.31)

Let us denote the optimal solution set of (2.31)) as F'. Analogous to Theorem , one can
argue that any optimal solution fT € F'f induces a unique edge load w, obtained from ([2.7)).

Thus, F'' can be written as the convex polytope:

ol f satisfies (2.17al), (2.17b)), (2.17d), ' (2.32)
and Y o f.(t) =wi(t), VeeE, VteT

Furthermore, since any route flow in the set FT satisfies the constraints — -
but not necessarily constraints — and also attains the optimal value of , we
must have that for any A € AT, F*(\) C F'. Therefore, for each A € AT, there must exist
a fI € F' that is an equilibrium route flow, i.e. at least one fT € FT satisfies the ([IC)

constraints corresponding to A:

SN =1 A >0, Viel,
Aft € Fist. Ji(f1) <AD, Viel

A

AT = QA (2.33)
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Travelers choose W Aisinduced by the ( Bayesian routing
info. platforms J choice of platforms L game I'(1)

Figure 2-8: Choice of information platforms

The following proposition shows the properties of equilibrium edge load and the value of

potential function in the set Af:

Proposition 2.5. The set AT is conver, and attains the minimum of W(\), i.e. AT =

argminy, W(A). The equilibrium edge load vector w*(\) is size-independent, and is equal to

w' if and only if X € AT,

This result shows that some of the properties of W(\) and the change of equilibrium edge
load vector under pairwise perturbation (Proposition also hold for the more general case

of perturbation in sizes of multiple populations.

2.6.2 Adoption Rates under Choice of Information Platforms

Our analysis so far has focused on the equilibrium properties with fixed population sizes.
We now extend our results on the relative value of information (Section and the size
independence of the equilibrium edge load vector (Section to analyze travelers’ choice
of information subscription when they can choose to subscribe to any information platform
in the set 1.

We model travelers’ choice of information platforms and the choice of routes as a two-stage
game (Fig. : In the first stage, travelers choose to subscribe to one information platform

from the set I. The induced size vector is A = (\)._;, where A is the fraction of travelers

il
who choose platform i. In the second stage, travelers play the Bayesian routing game I"()).
Note that the size vector A here is determined by the travelers’ choices of platforms in the
first stage, as opposed to being a parameter.

In equilibrium, a traveler who chooses platform 7 experiences the expected cost C*(\).

The travelers has no ex-ante incentive to unilaterally change her platform subscription if

and only if C™()\) is the lowest across all i € I. Therefore, no traveler has the incentive to
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change her platform subscription if and only if:

N>0 = 0"\ = min Ci*(\), Viel. (2.34)
je
Such population size vector A can be viewed as the vector of equilibrium adoption rates, one
for each platform. For any size vector that satisfies (2.34)), all travelers experience identical
expected costs, and no traveler has the incentive to change her platform subscriptions.
Our next theorem shows that all size vectors A € AT are equilibrium adoption rates of

information platforms.

Theorem 2.4. The set of equilibrium adoption rates under the choice of information plat-

form is AT,

Note that the set AT is not a singleton set in general. Recall from Example , the set AT is
the range A% in which both platforms are chosen. Therefore, the equilibrium adoption rate

of each platform is not unique. However, since A is a convex set, the equilibrium adoption

rate of each platform 7 € I is in a continuous range, denoted [\ Nif 1 where N1 =~ =
minyiear A (resp. AT = mazyicarAT) is the minimum (resp. maximum) equilibrium

adoption rate. Furthermore, since the set AT is determined by the heterogeneous information
environment created by all information platforms, the equilibrium adoption rate of each
platform ¢ is not only determined by the distribution of its own signal, but is also related
to the distribution of other platform signals, and the possible correlations between signals
of different platforms.

Finally, Theorem [2.4] can be used to assess whether or not a set of information platforms
can induce a heterogeneous information environment. For any A" € AT, the support set of
At denoted I(AF) 2 {i € I|\T > 0}, represents the set of platforms chosen by travelers.
In particular, if |T(AT)| = 1, then all travelers choose to subscribe to a single platform even
though multiple platforms are available. Thus, the resulting information environment is
homogeneous; see Example , where A\! = 1 and A\? = 0 is the only equilibrium adoption
rate. However, if |[[(AT)| > 1, then more than one platforms are chosen, i.e., the heterogeneous
information environment is sustained. Moreover, if platform i ¢ I(\") for any AT € AT, then

this platform is redundant in that it is not chosen in equilibrium even if it is available to

52



travelers.

2.7 Discussion

In this chapter, we study the equilibrium route choices and costs in a heterogeneous in-
formation environment, in which each population receives a private signal from their traffic
information platforms. Each population maintains a belief about the unknown network state
and about the signals received by other traveler populations. We focus on analyzing the equi-
librium structure under perturbations of population sizes, the relative value of information
between any pair of populations, as well as the equilibrium adoption rates when travelers
can choose their platform subscription.

The main ideas behind our analysis approach are: (i) Identification of qualitatively dis-
tinct equilibrium regimes based on whether or not the impact of information is fully attained;
(ii) Sensitivity analysis of the weighted potential function in equilibrium with respect to the
population size vector; and (iii) Characterization of adoption rates under the choice of in-
formation platforms. Our approach can be easily extended to games where the edge costs
are non-decreasing (rather than strictly increasing) in the edge loads. In particular, such a
game still admits a weighted potential function, although now the essential uniqueness only
applies to the equilibrium edge costs, rather than the loads. The qualitative properties of
equilibrium structure, results about the relative ordering of population costs, and adoption
rates can be extended as well. However, the characterization of regime thresholds in this
case is more complicated from a computational viewpoint due to the non-uniqueness of edge
load vector.

One future research question of interest is to analyze how the travelers’ expected cost and
platform adoption rates change when one or more information platforms make technological
changes to their service (for example, improving accuracy levels), or when a new informa-
tion platform is introduced. Addressing this problem would involve applying our results
to evaluate the value of information for each traveler population as well as the adoption
rates under the new information environment, and comparing them with that of the current

environment.
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Chapter 3

Information Design in Routing Games

3.1 Introduction

In Chapter |2, we developed a new game-theoretic approach to analyze the impact of hetero-
geneous information environment on travelers’ self-interested route choices and congestion
costs of the traffic network. This chapter extends Chapter [2| for designing an “optimal” infor-
mation structure that can be used to regulate traffic flows in a network with uncertain state.
We adopt the viewpoint of Bayesian persuasion and focus on identifying the distribution
of information signals (conditional on the state) to induce an equilibrium outcome that is
close to a target flow pattern which reflects the preference of a central authority (information
designer).

Practically, our setup is motivated by several concerns raised by city authorities and
residents of areas that have witnessed significant increase in traffic congestion in their neigh-
borhood streets due to route recommendations provided by the navigation apps (Bliss|[2015],
Bagby| [2016], and |Foderaro| [2017]). In some cases, these routes pass through school areas,
evacuation zones, construction sites, or active incidents. Increased traffic through these re-
gions naturally raises noise and safety concerns. In other cases, recommended routes are
often comprised of secondary streets that were not designed for heavy and prolonged rush
hour traffic. As a result, these streets can witness deterioration in infrastructure condition,
and further decrease in their traffic carrying capacity.

To address these concerns, cities and transportation agencies — henceforth jointly referred
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as central authority — are now playing an active role in communicating their preferred limits
on the usage of neighborhood streets to traffic information providers (Geha [2016], and [Bar-
ragan| [2015]). This raises the question: How can the central authority reduce traffic spillover
(average flow exceeding a specific threshold) on certain routes by designing the information

environment faced by travelers?

We present a stylized model to address this question. Our model captures an important
(and practically relevant) feature of traffic information design: not all travelers can or choose
to receive the signal sent by the central authority. For example, some travelers may not have
access to or choose not to use the information signal. We capture this feature in a Bayesian
routing game, where the heterogeneous information environment is determined not only by
the the signal sent by the central authority, but also due to the amount of travelers with
access to this signal. This game allows us to formulate and solve the information design
problem, in which the distribution of information signal is chosen by the central authority

to regulate the induced equilibrium traffic flows.

We consider the two-route transportation network presented in Sec. where one route
is prone to a random capacity-reducing event (incident), and the other is not. Incident state
results in increased travel cost on the first route. The cost of each route is an increasing
(affine) function of the flow on that route. The central authority (information designer)
knows the true state (i.e., whether or not the incident happened), and chooses an information
structure that is used to send the signal to a fraction of travelers. Travelers are strategic
in that they choose routes with the minimum expected cost based on their information of
the state. The induced route flow is a Bayesian Wardrop equilibrium corresponding to the
information structure chosen by central authority. The objective of the central authority is

to minimize the average spillover (in Bayesian Wardrop equilibrium) on a pre-selected route

beyond a threshold flow (Fig. [3-1)).

Our work contributes to the growing literature of information design. Previous work
includes optimal information design that sends public signals to all travelers in order to
minimize the overall traffic congestion (Das et al.|[2017] and [Tavafoghi and Teneketzis|[2017]),
and private information design that incentives information sharing in repeated routing games

(Meigs et al.| [2020]). The ideas used in our approach are built on the broader literature
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Figure 3-1: Information design in transportation networks with uncertain state.

on Bayesian persuasion; see Kamenica [2018| for a comprehensive review. These literature

studied Bayesian persuasion with multiple receivers (Bergemann and Morris [2016], Mathevet;

2017]), and persuasion with private information (Kolotilin et al. [2017]).

Our information design model has two distinguishing features: Firstly, the objective of
the central authority in our setting is to minimize the average traffic spillover on chosen
route, instead of minimizing the average travel time; Secondly, travelers have the flexibility
to choose if they want to receive the public signals sent by the authority. Their choices of
information induce the heterogeneous information environment, and the equilibrium route
flows are evaluated in Bayesian Wardrop equilibrium following Chapter [2 In this chapter,
we characterize the optimal information structure for any fraction of travelers who receive
the signal. We show that our optimal information design can achieve the minimum traffic
spillover given travelers’ equilibrium choice of information. Under this optimal information
structure, all travelers (the ones who choose to receive the signal and the ones who do not)

experience the same expected travel time costs in equilibrium.

Rest of the chapter is organized as follows: In Sec. [3.2] we present the information
design problem. Sec. characterizes the equilibrium flows under any information structure
designed by the traffic authority. Sec. presents the optimal information structure for any
given threshold and any fraction of travelers with access to information signal, and Sec. [3.5]
analyzes the impact of optimal information design on travelers’ costs and travelers’ choices

of information.
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3.2 Information Design Problem

We consider the same two route network as in Sec. [2.2] A single origin-destination pair
is connected by two parallel routes R = {ry, 72}, where the uncertain state is S = {a,n}
and the cost function of each route is given by (2.1). The state is realized from a prior
0 = (0(a),f(n)). A set of non-atomic travelers with total demand of D make route choices
in the network, and D satisfies (2.2)).

We introduce a central authority (city or transportation agency) who has complete knowl-
edge of the realized network state. This authority is an “information designer” in that she
has the ability to shape the travelers’ information about the state by way of sending them
a (noisy) signal ' € T = {a,n} of the state. For example, in the context of transporta-
tion systems, the authority can influence travelers’ knowledge of route conditions through
advanced traveler information platforms.

Furthermore, in practice, it is reasonable to expect that some travelers may not have
access to or choose not to use the signal sent by the authority. We refer the mass of travelers
who receive the signals as population 1, and the remaining travelers who do not have access
to signals as population 2. In our problem of optimal information design (Sec. [3.4)), the
fraction of population 1, denoted A\' € [0, 1], is taken as an exogenous parameter.

The authority chooses an information structure p = (p(t'|s))nert ses, where p(tt|s) is the
probability of sending signal ¢! when the state is s. Let P be the set of feasible information

structures satisfying the following constraints:

p(tt|s) >0, Vt'eT' and Vs e S, (3.1a)
> p(t']s)=1, VseSs, (3.1b)
tteT!

p(njn) > p(nla), (3.1c)

Constraints (3.1al) - (3.1b)) ensure that (p(als),p(nls)) is a feasible probability vector for
any s € S. Constraint (3.1¢c|) ensures that the signal n is more likely to be sent in state n

than in state a. Constraints (3.1b]) and (3.1c) also imply that signal a is more likely to be
sent in state a than in state n, i.e. p(aja) > p(ajn). We use (3.1d) to avoid duplication
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of equivalent information structures. Note that one information structure becomes another

equivalent structure by switching the signals a and n.

The signal sent by the authority creates a heterogeneous information environment for
travelers to make routing decisions. Following Sec. [2.3] we model travelers’ routing decisions
under the heterogeneous information environment as a Bayesian routing game. The common
sespiers where (s, t) = 0(s)p(t']s). Additionally, the
marginal probability of each signal t' € T" is (') = 3 s 0(s)p(t']s).

prior of the game is 7 = (7 (s, t'))

The Bayesian equilibrium routing strategy profile defined in Deﬁnitionis ¢ = (¢i*(a),
g (n), qf"‘)re r» Which is dependent on the information structure p designed by the authority
and the population size A\. Then, f* = (f(t')),. roer s the induced route flow vector,

where f(t') = ¢*(t') + ¢7*.

The goal of the central authority is to reduce the average amount of traffic that exceeds
a given threshold (traffic spillover) on one of the two routes. The authority may select the
route(s) and threshold(s) for regulating traffic flows based on factors such as desirable or
enforced capacity limits and/or maximum admissible flow through various routes, to limit
direct impact (e.g., congestion) or indirect impact (e.g., noise or safety concerns) of traffic
flow. For ease of exposition, we assume that the authority chooses an information structure
that minimizes the average spillover on 7y given a fixed threshold 7 on the route ﬂow.E|
Therefore, the design of optimal information structure p* can be formulated as the following

optimization problem:

min  L(p, f* 2N () - )

tleT?
s.t. p satisfies (3.1)),

f* is an equilibrium route flow vector in corresponding to p and .

(OPT-Info)

where (f5(t') — 1)y = max{f;(¢t') — 7,0} is the amount of traffic that exceeds the threshold

7 on 75 when the signal is ¢!

LOur subsequent analysis can also be applied to address the spillover on r; and/or arrive at a trade-off
between desirable flows on r; and 7.
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3.3 Equilibrium Flows

To solve for the optimal information structure in , we first parametrically char-
acterizes the unique equilibrium route flow vector f* for any information structure p and
any population size A' € [0, 1]. This result follows from our approach of Bayesian Wardrop
equilibrium characterization developed in Chapter 2] We find that given any information
structure p, the properties of f* depends on the relative size between A\' and the value of a

function g : p — [0, 1] defined as follows:

A D +by—b B aoD + by — by
90) = G(B@) o) D @ (F@) + o) D’ (3:2)

where a;(B(t!)) = a2B(alt!) + a?B(n|t!), and B(s|t!) is the posterior belief of state s when
receiving signal ¢!. This posterior belief is obtained from the common prior 7 using Bayes’
rule:

0(s)p(t']s)
f(a)p(tt|a) + O(n)p(tin)’

B(s|t') = (3.3)

Since p satisfies (3.1d), we can check that S(ala) > S(aln) and S(njn) > S(n|a), i.e. the
belief of state s when receiving signal ¢! = s is higher than that with the other signal. Since
we consider two routes, and the central authority aims at minimizing the traffic spillover on
9, we only present the equilibrium route flow on 5. The flow on ry is fi(t') = D — f5(t')
for any t! € T,

Proposition 3.1. For any p and \', the equilibrium route flow is unique and satisfies the

following properties:

- Jg(p) > A\'.] Population 1 exclusively takes r1 when they receive signal n, and ro with

signal a; population 2 splits on the two routes. The flow on ry is:

gD+ by — b + A Dy(a) (ai(B(a)) + as)
a1 (0) + as

f3(@) = f(n) + \'D, (3.4b)

f3(n)=D (3.4a)

where a1 (0) = 6(a)ad + 0(n)ar.
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- Jg(p) < A'.] Both populations split on the two routes. The flow on ry is:

asD + by — by

;(m)=D— @ (Bm) + ay’ (3.ha)
% . . OCQD + bQ - bl
;(a)=1D 5 (@) T’ (3.5b)

The proof of this result follows from the discussion of the two route example in Sec. [2.2]
and Theorems [2.1]-[2.2in Chapter 2] From Proposition 3.1} we know that for any population

size \!, the set of feasible information structures can be partitioned into two sets as follows:
P {Plglp) = N}, P*2 {Plglp) < '}, (3.6)

and the impact of p on f* for the case when p € P! is distinct from p € P

For p € P!, all travelers in population 1 deviate from choosing r; to r, when the received
signal changes from n to a. From , the change of flow on r5 induced by the change
of signal is f5(a) — f3(n) = A'D, which does not depend on the information structure p.
Moreover, as A! increases, f5(n) decreases and f;(a) increases.

For p € P2, both populations split on the two routes. From , the change of flow
on 1y induced by the change of signal is fj(a) — f3(n) = g(p). The value of ¢g(p) in (3.2)
increases in f(ala) — S(an), which evaluates the relative difference between the beliefs of
state a given the two signals.

Furthermore, for any p € P?, the equilibrium route flows in do not change with \!.
This implies that any equilibrium outcome when only ! fraction of travelers receive signal
t! according to p € P? is equivalent to the case where all travelers receive the signal. This
property will be used in Sec. for identifying an interval of A!, for which the optimal
information structure and the equilibrium outcome do not depend on \!.

Finally, note that the information structure p affects the value of g(p) in , and
the equilibrium route flows in - through the posterior beliefs and the marginal
probability of signals defined as follows:

B2 (B(a),Am)), ¥ = (V(a),v(n)),
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Then, we can re-write L(p, f*) in (OPT-Info]) as a function of (3,%), denoted L(j3,), and
g(p) as a a function of 3, denoted g(f). The characterization of how the equilibrium route
flow depends on (f3,%) and the fraction A! is crucial for our approach for solving the optimal

information design problem in the next section.

3.4 Optimal Information Design

In this section, we present the optimal information structure p*, and analyze how p* changes
with the fraction A\! and the flow threshold 7.
Due to the space limit, we only present the optimal information structure for cases where

the threshold 7 satisfies the following constraint:

Oé2D+b2—b1 OézD—Fbg—bl
- == F S <r<pD-—=="= =
of +op T T af + ap

D (3.7)

The lower (resp. upper) bound of 7 is the equilibrium route flow on o when all travelers
have complete information of the state n (resp. a). Therefore, means that in complete
information environment, the spillover is positive in state a, but zero in state n. Our solution
approach can be easily extended to the cases where 7 is outside of this range.

We first obtain that if the prior probability of state a is low, then the optimal information

structure is to provide no information of the state.

Proposition 3.2. Iff(a) <1, where

1 (O{gD—l—bg—bl n)
n= —OZQ—Oél 3

a n
of —aof D—r

then the optimal information structure is to provide no information of the state, i.e. p*(t'|s) =

() for any t* € T and s € S. The average traffic spillover is L(p*, f*) = 0.

From Proposition we know that if p* does not provide state information, then g(p*) =

0, and the equilibrium route flow is as follows:

OéQD+b2 - bl

vt e T 3.8
071(9) + Qg ’ ( )

f3(#) =D —
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The value of 7 is the threshold of p such that f;(¢') in (3.8) equals to 7. For any 6(a) < 7,
f3(t') < 7. Therefore, the objective function in (OPT-Infd) is zero (attains the minimum)
when the information structure provides no information of the state. From (3.7)), we know

that n € [0, 1].

For 6(a) > n, based on Proposition , we can restate the optimal information design
problem (OPT-Info|) as the following optimization problem:

min L(p, f*) = Y $(t)(f5(t) =)y,

tleT!
fyisin B4), if g(p) > N, (3.9)
f3isin B3), if g(p) < N,
p satisfies (3.1]),

where g(p) is given by (3.2).

The optimization problem is non-linear and non-convex in the information structure
p. The key difficulties in solving are: (i) the value of g(p), and the equilibrium route
flows f5 are nonlinear functions of (f,v), which are again nonlinear functions of p; (ii)
the expressions of the equilibrium route flows are different for information structures in P!
and P?; (iii) the objective function is a piece-wise linear (instead of linear) function of the

equilibrium route flows.

We develop an approach to tackle these difficulties and solve the optimal information
structure analytically: First, we characterize the set of (3,) induced by information struc-
ture p satisfying , which can be used to construct another optimization problem to solve
the optimal (8*,¢*) directly (Lemma . Second, we identify the range of A\! in which the
optimal information structure satisfies p* € P!, and the equilibrium route flow is given by
(3.4) (Lemma . Third, we prove that the equilibrium flow on 7, under optimal informa-

tion structure is no less than 7; thus L(p, f*) is equivalent to a linear function of f* (Lemma

3-3).

Lemma 3.1. A tuple (8,%) can be induced by a feasible information structure p if and only
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if (B,%) satisfies:

B(ala) - Pr(a) + A(an) - Pr(n) = p, (3.10a)
B(ala) > (aln), (3.10b)
A(nla) + B(ala) = 1, 5(ala), B(n[a) > 0, (3.10c)
B(nn) + f(an) = 1, 8(n|n), B(aln) > 0, (3.10d)
Pr(a) + Pr(n) =1, Pr(a),Pr(n) >0 (3.10¢)

The idea of the proof follows Proposition 1 in [Kamenica and Gentzkow| [2011].

Constraint (3.10a)) ensures that [ is derived from 6 and p as in (3.3]). Constraint (3.10b)
results from (3.1¢c) to exclude beliefs that are induced by equivalent information structures.

Constraints (3.10c)) — (3.10€)) ensure that $ and v are feasible probability vectors.
Based on Lemma and following (3.9)), we can solve for the optimal (8*,*) from the

following optimization problem:
min L(5,0) = Y Pr)(f5() - 7).
’ tleT?
L, frisin @, if g(B) = A, (3.11)
f3isin B5), if g(B) < A,
(B, 1) satisfies (3.10)),

where g(f) is a function of § as in (3.2). We use both (3.9) and (3.11)) for designing the

optimal information structure.

Next, we identify a threshold A! € (0,1) as follows:

Xlzl_agD—i‘bQ—bl

-
—_ 3.12
(a8 +ag) D D ( )

Lemma 3.2. For any 0(a) > n, and any \' < Xl, the optimal information structure p* € P*,
i.e. g(p*) > A, where g(p*) is in (3.2). The equilibrium route flow is given by (3.4)).

Furthermore, we show that given the optimal information structure, f;(¢!) is no less than

the threshold 7 for any ¢! € T".
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Lemma 3.3. For any 6(a) > n and any \' € [0,1], the equilibrium route flows induced by

the optimal information structure must satisfy f3(t') > 7 for any t' € T'.

Lemma3.3|shows that the objective function in (3.9) can be simplified as a linear function
of f*:

L(p, f*) = v*(f;(a) = 7) + ¢ (f3(n) = 7)
=y fi(a) + 4" f3(n) — 7. (3.13)

We are now ready to derive the optimal information structure p*. We find that p* is
different for A' in three regimes: A7 : Al € [0,AY); A3 : AL e ALY, and A5 : X e A1,
The threshold \! is given by:

(D —7)(0n(0) + a2) —aeD — by + by

A= Db(a)(a? + as) ’ (3.14)

and \! is given by . Since T satisfies and f(a) > 7, we can check that 0 < \' <
o<1 Therefore, the three regimes are well-defined intervals of A!.

Based on Proposition [3.1] and Lemmas [3.1]—[3.3], we characterize the optimal information
structure in each regime. We also present the equilibrium route flow and the average traffic

spillover in each regime.
Theorem 3.1. For any 0(a) > n, in regime A}, the optimal information structure is:

p*(ajn) =0, p"(njn) =1, (3.15a)

p*(ala) =1, p*(nfa)=0. (3.15b)

The equilibrium route flow is:

B asD + by — by + AlDQ(a)(a? + (lfg)

2The thresholds 51, Al and the regimes A7, A%, Aj are defined to distinguish different qualitative properties

of the optimal information structure p*. These thresholds and regimes are different from that in Chapter @
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f3(a) = f3(n) + \'D.

The average traffic spillover decreases in \':

@D +b—b  fa)fn)(af — aMAD

L(p*,f*):D—T d1(9)+a2 d1(0)+@2

In regime A3, the optimal information structure is:

p(aln) =0, p*(nn)=1,
(D —7)(a1(0) + ag) — agD — by + by
A D(a® + az)f(a) ’

p*(ala) =

p*(nja) =1—p*(ala).
The equilibrium route flow is:
fs(m) =7, fi(a)=7+AD.

The average traffic spillover does not change with \!:

(D = 7)((0) +2) = asD — by + by

a
aj + ag

In regime A3, the optimal information structure is:

p(an) =0, p*(nn)=1,
(D —7)(@(0) + az) —asD — by + by
D —7)(a? 4 az) —asD — by + by) 0(a)’

p*(ala) = G

p*(nla) =1 —p*(ala).

The equilibrium route flow is:

O[2D+b2 —bl

a
041 +a2

fi(n) =7, fi(a)=D
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The average traffic spillover L(p*, f*) is as in (3.17)).

Now we discuss the properties of optimal information structure in detail. Firstly, in state
n, the signal provides complete state information, i.e. p*(n|n) = 1. This is because when the
cost on 71 is low in state n, sending signal a will unnecessarily increase the traffic spillover on
ro. In state a, the signal provides complete state information when the fraction of population
1 is smaller than \', but only provides partial state information (p*(ala) < 1) if A' > A to
avoid sending large flow to rs.

Secondly, the average spillover decreases with A! in regime A (A\! < A'), and does not
change with A' in regimes A} and Aj (A\' > \'). This implies that the minimum average
traffic spillover can be achieved by the optimal information structure as long as the fraction
of travelers receiving the signal exceeds the threshold \', which is smaller than 1. Moreover,
if A\' > \!, then the spillover is only positive in state a, i.e. traffic flow on 75 only exceeds
the threshold flow 7 if there is an incident. The probability of positive spillover with optimal
information structure (p*(aja)-6(a)) is smaller than that in the case where travelers have no
state information (the spillover probability is 1) and the case where travelers have complete
state information (the spillover probability is 6(a)).

Thirdly, Al is the threshold fraction beyond which the optimal information structure p*
and the equilibrium route flow f* do not depend on A!'. Additionally, Al is the maximum
impact of the signal on route flows, i.e. the maximum fraction of travelers who change routing
decisions with the received signals. For any \! < Xl, p* € P! and the signal influences the
routing decisions of all travelers in population 1 (A < A fraction). On the other hand,
for any Al > A, p* € P2 Then, regardless of the fraction of population 1, ! fraction of
travelers change their routing decisions with the signal.

Finally, we find that the regime boundaries \' and Al in and decrease as
T increases. Practically, this implies that if more traffic can be routed on ry (ie. 7 is
larger), then the minimum average spillover can be achieved by sending signals to a smaller

fraction of travelers (A') according to the optimal information structure. Additionally, the

maximum fraction of travelers who change routing decisions with the received signals (Xl)

is also smaller.
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3.5 Impact of Information Design on Travel Costs

We now analyze how the optimal information structure designed for minimizing the spillover
affects the travelers’ cost in equilibrium. Recall that the equilibrium population cost C™*(\!)
is the average travel time costs experienced by travelers in each population in equilibrium as
in (2.10). Then, the equilibrium average cost of all travelers as C*(A') = M C™*(A\!) + (1 —
AHCZ(AL).

For any 6(a) <, we know from Proposition that the optimal information structure
provides no state information to travelers. Hence, the information structure has no impact
on the travelers’ equilibrium costs.

For any 6(a) > n, we can compute the equilibrium population costs and the equilibrium

average cost based on Proposition [3.1] and Theorem [3.1}

Proposition 3.3. Given the optimal information structure p*, C™*(A\') < C**(\') if M €
[0, A1), and C™*(\Y) = C2*(\Y) if AL € [A',1]. Furthermore, as X! increases, C*(\Y) mono-

tonically decreases in regime A%, increases in regime A, does not change in regime Aj.

Proposition shows that the signal sent by the central authority gives travelers in
population 1 an advantage over population 2 in terms of the average costs if \! < Xl, and
the two populations experience the same cost if \! > A'. Furthermore, Theorem and
Proposition show that in regime A}, increasing A\! reduces both the traffic spillover on 75
and the equilibrium average cost. However, if ' increases beyond A', then the average cost
increases, while the average spillover does not change.

One can interpret these insights in the context of two practical situations — the fraction
Al is induced by travelers’ choice of accessing to the signal versus chosen by the designer
versus. In both situations, the average traffic spillover is the same.

If travelers can choose whether or not to get access to signals — the information, then the
fraction of population 1 will be higher or equal to AL This is because travelers in population
2 will continue to switch to population 1 until the costs of two populations are the same.
Hence, the optimal information structure p* is given by (3.18).

On the other hand, if the designer can choose the fraction A\! as well as the information

structure p, then it is optimal for the authority to provide complete state information as in
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(3.15) to A! fraction of travelers in order to achieve the minimum average spillover and the
minimum average cost. However, in this case, C*(A\') < C?*(A\!). Therefore, the resulting
information structure favors the set of travelers who receive the signals.

We illustrate our results in the following example.

Example 3.1. The cost functions of the network are ¢(f1) = 3f1+15, ¢} (f1) = f1+15, and
c2(f2) = 2fs +20. The total demand D = 10, and the threshold 7 = 2.5. The probability of
state a is #(a) = 0.3. From and ([3.12), the thresholds are A\' = 0.133, and A =0.25.

Fig. [3-24] shows p*(ala) for A! € [0,1]. Fig. shows the resulting equilibrium cost
of each population. Fig. and Fig. [3-2d] compare the average traffic spillover and the
equilibrium average cost under the optimal information structure with the corresponding
costs in two situations: (1) the central authority provides no information to travelers; (2)
complete information of the state is provided to A! fraction of travelers.

In this example, the minimum average spillover can be achieved as long as more than
13.3% of travelers have access to the signal (Fig. [3-2d). If the fraction increases over 25%,
then the optimal information design does not depend on A' (Fig. . Moreover, the
optimal information structure achieves 18% lower spillover in comparison to the case of no
information, and 47% lower spillover in comparison to providing complete state information
to all travelers. This demonstrates that the central authority achieves non-trivial reduction
in average spillover by optimal information design even when a high fraction of travelers do
not have access to the information signal.

Additionally, Fig. shows that in this example population 1 enjoys reduction of cost
by 7% compared with population 2 if A\' = ', which is the fraction that minimizes the
average spillover and the average cost. Finally, from Fig. , we see that the equilibrium
average cost under optimal information structure is lower than that in the case with no state
information, but the minimum cost under optimal information structure (when A! = \') is
slightly (1%) higher than the minimum cost in the case where the signal provides complete

state information.
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Figure 3-2: Congestion costs under optimal information structure: (a) Probability of ac-
cident signal in state a; (b) Equilibrium population costs; (c) Average spillover on r9; (d)
Equilibrium average cost.
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Chapter 4

Multi-agent Bayesian Learning with Best

Response Strategies

4.1 Introduction

In Chapters2]and [3] we have studied the impact of information platforms on players’ strategic
decision making in static settings. In practice, strategic players often need to engage in
repeated interactions with each other while learning an unknown environment that impacts
their payoffs. The goal of this chapter is to build a stochastic learning dynamics that analyzes
the role of information platforms in the process of learning the unknown environment and
adjusting strategies.

Major disruptions in transportation networks such as random infrastructure breakdowns,
natural disasters and security attacks often lead to a sudden change in the latent network
condition that influences travel costs on one or more network edges. After the 2007 collapse
of I-35W bridge over Mississippi River in Minneapolis, data collected from the loop detectors
showed that the flow patterns in the surrounding area experienced high fluctuation for several
weeks (Fig. [i-Ta| [Zhu et al|[2010]). This suggests that the change of the network condition
triggered a learning process of the new condition, and adjustment of travel decisions. In this
process, information platforms repeatedly provide estimates of the new network condition
to travelers based on the collect data on traffic flows and travel time costs (Fig. [4-1D)).

Similar situations also arise in other settings. For example, buyers and sellers repeatedly
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Figure 4-1: (a) Comparison of flow fluctuations before and after the collapse of the Mississippi
River Bridge in 2007 (Source: [Zhu et al|[2010]); (b) Learning unknown network condition
with strategic travelers.

make their transaction decisions while learning the latent market condition on online market
platforms. The market condition is unknown, and it governs the price distribution. The price
distribution is updated based on the previous transactions and buyer reviews on platforms

such as Amazon, eBay, and Airbnb (Moe and Fader| [2004], Acemoglu et al. [2017]). The

users’ decisions and realized prices drive the learning of the overall latent market condition,

which further impacts the subsequent transactions.

Our work is motivated by the need of establishing a learning foundation that captures how
self-interested players adaptively adjust their strategies while learning the uncertain environ-
ment through an information platform. The distinguishing feature of the learning process is
that players’ strategic decisions (route choices in transportation networks or purchases and
sales on online platforms) influence the learning of the unknown environment (latent net-
work or market condition), which then impact the players’ future decisions. Therefore, the
long-run outcome of strategic interactions among players is governed by the joint evolution

of stage-wise decisions made by the players and learning of the unknown environment.

In this chapter, we first present a generic learning dynamics that captures this joint
evolution in a game-theoretic setting. In this dynamics, strategic agents (players) repeatedly
play a game with an unknown payoff-relevant parameter vector belonging to a finite set.
A public information platform updates and broadcasts a Bayesian estimate of the payoff

parameter based on stage-wise game outcomes (i.e. strategies and randomly realized payoffs)
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to all players. Players update their strategies by incorporating a best response strategy based

on the updated belief and the opponents’ play.

We develop a new approach to analyze the long-run outcomes — convergence and stability
properties (both local and global) — of the beliefs and strategies induced by the interplay
of Bayesian updates and best response dynamics. We show that, with probability 1, beliefs
and strategies converge to a fixed point, where the belief consistently estimates the payoff
distribution for the strategy, and the strategy is an equilibrium corresponding to the belief.
However, learning may not always identify the unknown parameter because the belief esti-
mate relies on the game outcomes that are endogenously generated by players’ strategies.
We obtain sufficient and necessary conditions, under which learning leads to a globally sta-
ble fixed point that is a complete information Nash equilibrium. We also provide sufficient
conditions that guarantee local stability of fixed point beliefs and strategies. Our techni-
cal results are useful to study other types of learning dynamics, such as learning with two

timescales, and learning under non-Bayesian estimates of the unknown parameter.

Next, we apply our analysis to repeated routing games, in which travelers adjust their
route choices based on the belief estimate of unknown edge cost parameters provided by a
traffic information platform. The information platform repeatedly updates belief estimates
of edge cost distributions based on traffic flows and realized costs. We show that travelers
eventually form consistent estimates of costs on edges with positive flows, but may overesti-
mate the costs on unused edges. Therefore, learning does not necessarily lead to a complete
information equilibrium unless certain conditions are satisfied. We also show that the long-
run average travel cost is higher when learning fails to converge to complete information
equilibrium.

Our model and analysis extend the results on learning in games with complete information
to situations when long-run outcomes depend on learning of an unknown parameter. Past
literature has addressed convergence analysis of discrete and continuous time best response
dynamics (Milgrom and Roberts| [1990], Monderer and Shapley| [1996b|, [Hotbauer and Sorin
[2006]), fictitious play (Fudenberg and Kreps [1993|, Monderer and Shapley [1996a]) and
stochastic fictitious play (Benaim and Hirsch [1999|, Hofbauer and Sandholm [2002]) in

complete information environment.
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The key distinction between our learning dynamics and classical best response dynamics
is that, in our model, players are imperfectly informed about the payoff-relevant parameter,
and their strategy updates in each stage rely on the updated Bayesian belief. Our approach to
studying the convergence and stability properties of the coupled belief and strategy dynamics
combines ideas from Bayesian learning and analysis of best response dynamics in complete
information games. Furthermore, our conditions that guarantee fixed point stability can be

viewed as natural extensions of the stability conditions for both best response dynamics and

evolutionary dynamics in games with complete information (Smith and Price| [1973], Taylor|
and Jonker| [1978|, Samuelson and Zhang| [1992], Matsui [1992], Hofbauer and Sandholm|
[2009], Sandholm/ [2010]).

Additionally, the notion of fixed point in our learning dynamics is similar to the self-

confirming equilibrium introduced in[Fudenberg and Levine| [1993] for extensive-form games]]]

At a self-confirming equilibrium, players maintain consistent beliefs of their opponents’
strategies at information sets that are reached, but the beliefs of strategies can be incor-
rect at unreached information sets. In our model, a fixed point can be different from a
complete information equilibrium due to the incorrect estimates on the unobserved game
outcomes formed by the beliefs. In general, these incorrect estimates may never be corrected
by the learning dynamics because information of game outcomes is endogenously acquired
based on the chosen strategies in each stageEl

Finally, our application in routing games also contributes to the extensive literature

on other types of learning dynamics: log-linear learning (Blume et al.| [1993], Marden and
Shamma [2012], Alés-Ferrer and Netzer| [2010]), regret-based learning (Hart and Mas-Colell
[2003], Foster and Young [2006], Marden et al. [2007], Daskalakis et al. [2011]), payoff-based
learning (Cominetti et al| [2010], Marden et al. [2009]), and replicator dynamics (Beggs

[2005], [Hopkins| [2002]). These dynamics typically prescribe the manner in which the players

adjust their strategies based on the randomly realized payoffs in each stage. On the other

hand, the strategy updates in our learning dynamics capture a rational behavioral adjustment

!Similar concepts include conjectural equilibrium in [1978] and subjective equilibrium in

[Lehrer| [1993] and Kalai and Lehrer| [1995].

“The phenomenon that endogenous information acquisition leads to incomplete learning is also central
to multi-arm bandit problems Rothschild [1974], [Easley and Kiefer| [1988] and endogenous social learning
Duffie et al.| [2009], |Acemoglu et al. [2014], El [2018].
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of self-interested players in an imperfect information environment.

This chapter is organized as follows: Section describes the generic learning model for
continuous games, and Section [4.3]details the convergence and stability properties. In Section
4.4, we discuss the extensions of our main results to other types of learning dynamics such
as two-timescale learning, and learning with maximum a posteriori or least square estimates.

We present the application of repeated routing games in Sec. All proofs are included in
Appendix [B]

4.2 Model of Learning Dynamics in Continuous Games

Our learning dynamics is induced by strategic players in a finite set I who repeatedly play
a game G for an infinite number of stages. The players’ payoffs in game G depend on an
unknown parameter vector s belonging to a finite set S. The true parameter is denoted
s* € S. Learning is mediated by a public information platform (or an aggregator) that
repeatedly updates and broadcasts a belief estimate 6 = (6(s)),.¢ € A(S) to all players,
where 6(s) denotes the estimated probability of parameter s.

In game G, the strategy of each player ¢+ € [ is a finite dimensional vector ¢; in a
convex and continuous strategy set );. The players’ strategy profile is denoted ¢ = (¢;),; €
Q 2 [Lic; Qi- The payoff of each player is realized randomly according to a probability
distribution. Specifically, the distribution of players’ payoffs y = (y;),.; for any strategy
profile ¢ € @@ and any parameter s € S is represented by the probability density function
¢*(y|q). We assume that ¢*(y|q) is continuous in ¢ for all s € S. Without loss of generality,
we write the player i’s payoff y; for any s € S as the sum of an average payoff u{(q) that is

a continuous function of ¢ and a noise term €;(q) with zero mean:

yi = ui(q) + € (q)- (4.1)

The noise terms (¢€7(g)),c; can be correlated across players.
In game G with belief 6, each player ¢’s best response correspondence given their oppo-

nents’ strategies q_; = (¢) jen gy 18 the set of strategies that maximize their expected utility,
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i.e. BR;(0,q-:) 2 arg max, .o, o [17(qi, q—i)] = argmax o, > cq0(s)ui (g, q—i). Addition-
ally, the set of equilibrium strategies for any belief 6 is a non-empty set EQ(#).

Our learning model can be specified as a discrete-time stochastic dynamics, with state
comprising of the belief estimate of unknown parameter and the players’ strategies:ﬂ In each
stage k € N, the information platform broadcasts the current belief estimate 6*; the players

. and the payoffs y* = (yf) are realized

act according to a strategy profile ¢ = (qf)ie I el

according to ¢°(y*|¢*) when the parameter is s € S. The state of learning dynamics in stage
k is (Gk,q’“) € A(S) x Q.

The initial belief ! in our learning dynamics does not exclude any possible parameter,
i.e. 01(s) > 0 for all s € S, and the initial strategy ¢* € @Q is feasible. The evolution of states

(9'“, q”‘j)zoz1 is jointly governed by belief and strategy updates, which we introduce next.

Belief update. In our model, the belief is updated intermittently and infinitely. The
stages at which the information platform updates the belief can be deterministic or random,

denoted by the subsequence (k:);2,. In update stage k.1, the previous belief estimate Okt is

updated using the observed players’ strategy profile (qk )Z:/i;l and realized payoffs (yk ) i:kl;l
between the stages k; and k;,1 according to the Bayes’ rule:
0kt (&) TTF 171 8 (1% |0
GFt+i(s) = () iz, 0" (y7la7) seS. (f-update)

kia1—1 s ’
Dwes () ILe, ¢ (W*lq")

Strategy update. Players update their strategies in each stage based on the updated
belief and the current strategies played by their opponents. Given any §**! and any ¢*, =
(qf)jE Ny We generically denote the strategy update for each i € I as a set-valued function
F; (9k+1,qlfi) CA(S) x Qi = Q

¢l e B (04 ¢b), Viel (g-update)

In particular, we consider the following three types of best response update rules for F;:

3In this chapter, we follow the terminology of stochastic dynamical systems and refer the state as the
stage-wise belief and strategy. This terminology is different from that in Bayesian routing game adopted by
Chapters |2| - @ where the state is the unknown network cost parameter.
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1. Simultaneous best response dynamics. Fach player chooses a strategy that is in the
best response correspondence given their opponents’ strategies and the updated belief:
Ei (0" ¢")) = BRy(0* ¢")), Viel (Simultaneous-BR)
2. Sequential best response dynamics. In each stage, exactly one player updates their
strategy as the best response strategy given the new belief. Players sequentially updates
their strategies:
BR;(0"+1,¢*,),  if k mod |I| =i,

F (0% ¢ = i ' (Sequential-BR)
{qi } , otherwise.

3. Linear best response dynamics. Fach player updates their strategy as a linear combi-

nation of their current strategy and a best response strategy given the updated belief:
Fi(0F g8 ) = (1 — a¥)gF + o*BR;(0", %)), Viel, Vk, (Linear-BR)

where of € [0, 1] is the rate of strategy update in stage k.

Next, we present few remarks about our learning dynamics: Firstly, players are strategic
in that their strategy updates utilize a best response strategy that maximizes their expected
utilities given the latest belief estimate of the unknown parameter and the strategies played
by their opponents. If all players know the true parameter s*, then the three strategy
updates reduce to the classical best response dynamics in the corresponding game with
complete information.

Secondly, the three types of strategy updates differ in the timing and the extent at which
best response is incorporated in the updated strategy: All players update their strategies in

every stage in (Simultaneous-BR|) and ([Linear-BR)), while only one player updates strategy
in (Sequential-BR]). While players entirely adopt the new best response strategy in updates

of (Simultaneous-BR)) and (Sequential-BRY]), in (Linear-BR]) each player weighs their best

response strategy according to the strategy update rate.

Thirdly, the belief updates can occur less frequently than the strategy updates since the
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subsequence of belief update stages satisfy k; 1 — k; > 1. Here, we assume that k.3 — k¢
is finite with probability (w.p.) 1; i.e., both belief and strategy updates follow the same
timescale. In Sec. [1.4] we extend our analysis to the case when belief updates occur at a
slower timescale in comparison to strategy updates, i.e. lim; o ki1 — Kk = 00.

Fourthly, our learning dynamics considers Bayesian estimate of the unknown parameter.
In Sec. [£.4] we also argue that our results hold under other types of parameter estimates
such as the maximum a posteriori (MAP) estimate, and the ordinary least square (OLS)
estimate.

Finally, we show in Appendix [B.3] that our convergence and stability results also apply
to learning the unknown parameter in games with finite action (pure strategy) set, where
players choose mixed strategies. As a special case, for games with finite strategies, the linear
best response dynamics with update rates o = % for all k is equivalent to
fictitious play with repeatedly updated belief estimates.

4.3 Main Results

4.3.1 Convergence

Before introducing our convergence result, we introduce two necessary definitions.

Definition 4.1 (Kullback—Leibler (KL)-divergence). For a strategy profile ¢ € Q, the KL
divergence between the distributions of observed payoffs y with parameters s and s* € S is

defined as:

s Lo Glotos (S92  dy, i ¢ (yla) < ¢ (sla).

00 otherwise.

Dgr (Qbs* (wla)ll¢*(yl))

Here ¢* (ylq) < ¢°(y|g) means that the distribution ¢* (y|q) is absolutely continuous

with respect to ¢*(y|q), i.e. ¢*(y|q) = 0 implies ¢* (y|q) =0 w.p. 1.

Definition 4.2 (Payoff-equivalent parameters). A parameter s € S is payoff-equivalent to

the true parameter s* for a strategy q € Q if Dy (¢S(y|q)||¢s(y|q)) = 0. For a given

78



strategy profile q € Q, the set of parameters that are payoff-equivalent to s* is defined as:

S*(q) 2 {S|Dir (¢° (yla)||¢* (yla)) = 0}.

The KL-divergence between any two distributions is non-negative, and is equal to zero if
and only if the two distributions are identical. For a given strategy profile ¢, if a parameter
s is in the payoff-equivalent parameter set S*(¢), then the distributions of the observed
payoffs are identical for parameters s and s*, i.e. ¢* (y|q) = ¢*(y|q) for all y. In this case,
the observed payoffs cannot be used by the information platform to distinguish s and s* in the
belief update (f-update]) (since the belief ratio % remains unchanged w.p. 1). Also note
that the set S*(¢) can vary with strategy profile ¢, and hence a payoff-equivalent parameter

for a given strategy profile may not be payoff-equivalent for another strategy profile.

We need the following assumption on the strategy updates.

Assumption 1. For any initial strateqy q', the sequence of strategies induced by (g-updatel)

under any constant belief 0% = 0 € A (S) for all k converges to an equilibrium strategy profile

in EQ(0).

This assumption requires that the strategy updates converge to an equilibrium strategy
when the belief is held constant (instead of being repeatedly updated). Without this as-
sumption, strategies may fail to converge even in games with complete information (Shapley
[1964]). Thus, Assumption [1|is a basic requirement to guarantee the convergence of states

in our learning dynamics.

Assumption|[l]is satisfied by the best response dynamics (Simultaneous-BR)), (Sequential-BR))
and (Linear-BR)) in a variety of games with complete information, including potential games,

zero sum games, and dominance solvable games (Milgrom and Roberts| [1990], Monderer
and Shapley [1996b|, Hofbauer and Sorin| [2006], [Fudenberg and Kreps [1993], Monderer
and Shapley| [1996a]). Under Assumption [I} the sequence of states (beliefs and strategies)

induced by our stochastic learning dynamics converges to a fixed point.

Theorem 4.1. For any initial state (0*,¢*) € A(S) x Q, under Assumption the sequence
of states (0%, %)%, induced by (f-update) and (g-update) converges to a fized point (0, q)
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w.p. 1, and (0_, Q) satisfies:

6] € 5*(q), (4.2a)

q € EQ(H), (4.2b)

where [0] 2 {S16(s) > 0}, and EQ(O) is the set of equilibrium strategies corresponding to

belief 0.
Moreover, for any s € S\ S*(q), if * (y|q) < *(y|q), then 6%(s) converges to 0 expo-
nentially fast:

lim + 10g(84(s)) = ~ D (6" W) 10° (v1a)), w1 (4.3)

k—o0
Otherwise, there exists a positive integer K* < oo such that %(s) = 0 for all k > K* w.p. 1.
From Theorem , the following properties must hold at a fixed point (9_, cj):

(1) Belief @ identifies the true parameter s* in the payoff-equivalent set S*(g) corresponding
to fixed point strategy q. Therefore, the belief forms a consistent estimate of the payoft
distribution at the fixed point. To see this, let us denote the estimated distribution of

the observed payoff 3 as p(y|0,q). Then,

nl0.q) =3 0(s)6°(y Z 0(s)¢*(ylg) = > 0(s)6” (yla) = ¢ (yla)-

ses s€S*(q s€S*(q)

(4.4)

(2) Players have no incentive to deviate from fixed point strategy profile ¢ because it is an

equilibrium of the game G with fixed point belief 6.

We prove Theorem in three steps: Firstly, we prove that the sequence of beliefs («9’“):;1
converges to a fixed point belief § € A (S) w.p. 1 by applying the martingale convergence
theorem (Lemma . Secondly, we show that under Assumption (1} the strategies (q";)zoz1
in our learning dynamics with belief updates also converge. This convergent strategy is an

equilibrium corresponding to the belief § (Lemma. Finally, we prove that the belief of any
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s € S that is not payoff-equivalent to s* given ¢ must converge to 0 with rate of convergence

governed by (4.3) (Lemma . Hence, we can conclude that beliefs and strategies induced
by the learning dynamics converge to a fixed point (9_, (j) that satisfies (4.2) w.p. 1. The
formal proofs of Lemmas [£.1] - [4.3] are in Appendix [B]

Lemma 4.1. limy_,., 0% = 0 w.p. 1, where 0 € A(S).

To prove this property, we note that the subsequences of the belief ratios (;;:t—((;))> is a

t=1
martingale for all s € S, and (Hkt(s*)):il is a sub-martingale. From the martingale conver-
0"t (s)

gence theorem, <9kt—(s*)

> and (th(s*))il converge w.p. 1. Thus, the belief subsequence
t=1 =

(9’“):; converges to a fixed point belief § w.p. 1. Since 0¥ = 0 for any k = ky, ..., k1 — 1,
the sequence (9’“):‘;1 must also converge to 6.

Lemma 4.2. Under Assumption limg oo ¢ = q w.p. 1, where q satisfies (4.2D)]).

In the proof of Lemma[.2] for each stage K = 1,2,..., we construct an auxiliary strategy
sequence (cjk)zozl such that the strategies in this sequence are identical to that in the original

sequence up to a certain stage K (i.e. ¢ = ¢* for all k = 1,..., K), and the remaining
are induced by the best response update with the fixed point belief §
Under Assumption , the

strategies (Cjk) ZO:KH

[e.9]

(instead of the repeatedly updated belief sequence (Gk)k: K +1).

auxiliary strategy sequence must converge to an equilibrium § € EQ(f). Recall from Lemma
[4.1] the beliefs converge to 6. Moreover, since the expected utility function Eq [u$(q)] of each
player ¢ € [ is continuous in § and ¢, we know from the Berge’s maximum theorem that
the best response correspondence BR; (6, ¢) is upper hemicontinuous in 6 and ¢ (Lemma
in Appendix . Thus, we can prove that as K — oo, the distance between the auxiliary
strategy sequence and the original strategy sequence converges to zero, which implies that

the original strategy sequence (q’“):j:1 also converges to ¢ € EQ(0) (i.e. g satisfies (4.2))).

Lemma 4.3. Any fiz point (é, cj) satisfies (4.2a). Furthermore, for any s € S\ S*(q), if
¢ (y|q) < ¢°(y|q), then 6%(s) satisfies (4.3). Otherwise, there exists a finite positive integer
K* such that 0%(s) =0 for all k > K* w.p. 1.

Lemma [1.3] is based on Lemmas [£.1] and .2l Although the data of the realized payoffs
(yk)iozl is not independently and identically distributed (i.i.d.) due to players’ strategy up-
dates, we can show that since ¢* converge to ¢ (Lemma , the distribution of * converges
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to an ii.d. process with ¢*(y*|g), which is the payoff distribution given the fixed point
strategy ¢, for each parameter s as k — oo.
Finally, if the payoff distribution for the true parameter is absolutely continuous with

respect to any non-payoff-equivalent parameter s € S\ S*(g), then we show that the log-

likelihood ratio log ( 99:((?)) converges to —oo with an exponential rate given by the (non-
zero) KL-divergence between the distributions of realized payoff under parameters s and s*.
Thus, the belief #*(s) converges to zero exponentially fast as in . On the other hand, if
#*(y|q) is not absolutely continuous with the true distribution ¢*" (y|¢), then we can find a
small neighborhood of ¢ such that, with positive probability, the realized payoff y satisfies
®*(ylg) = 0 but ¢**(y|q) > 0 for ¢ in this neighborhood. In this case, the belief update
(f-update)) will assign probability 0 to the parameter s. From the Borel-Cantelli lemma,

the probability that 0%(s) remains positive infinitely often is zero. Hence, there must exist a

finite stage K*, after which 6*(s) remains to be zero with probability 1.

Complete information fixed points. From (4.2), we define the set of fixed points 2 as

follows:

Q2 {(6.4)]16)C 5" (@), 1€ EQ®))}. (45)

We denote the belief vector 8* with 6*(s*) = 1 as the complete information belief, and any
strategy ¢* € EQ(0%) as a complete information equilibrium. Since [0*] = {s*} C S*(¢*), the
state (0%, q*) is always a fixed point (i.e. (6*,¢*) € ), and has the property that all players
have complete information of the true parameter s* and choose a complete information

equilibrium. Therefore, we refer to (0%, ¢*) as a complete information fized point.

Additionally, the set 2 may contain other fixed points (é, (j) that are not equivalent to the
complete information environment, i.e. # # 6*. Such belief  must assign positive probability
to at least one parameter s # s*. The property ensures that s is payoff-equivalent to s*
given the fixed point strategy profile ¢, and hence the average payoff function in satisfies
ui(q) = ug (q) for all i € I. However, for other strategies ¢ # g, the value of u$(g) may be

different from u;"(g) for one or more players i € I. That is, belief § consistently estimates

the payoff at a fixed point strategy ¢ but not necessarily at all ¢ € (). Consequently, if one
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or more players had access to complete information of the true parameter s*, they may have
an incentive to deviate from the fixed point strategy; such a fixed point strategy profile ¢ is
not a complete information equilibrium.

We next present the sufficient and necessary condition under which all fixed points are
complete information fixed points. Besides, we derive a sufficient condition on the set of
fixed points 2 and the average payoff functions to ensure that the strategy played in the
fixed point is equivalent to a complete information equilibrium, although the fixed point

belief may not be a complete information belief.

Proposition 4.1. The fized point set Q2 = {(0*,¢*) |¢* € EQ(6*)} if and only if [0] \ S* (¢)
is a non-empty set for any 0 € A(S)\ {6*} and any q € EQ(0).

Furthermore, for a fized point (8_, (j), G = q* if (i) There exists a positive number & > 0
such that [0] C S*(q) for any ||q — ql| < &; and (ii) The payoff function ui(g;, q_;) is concave

inq; for alli € T and all s € [0].

Proposition is intuitive: By definition , if all fixed points in €2 are complete infor-
mation fixed points, then any imperfect information belief § € A(S) other than the complete
information belief #* cannot be a fixed point belief. Therefore, the set €2 is comprised of only
the complete information fixed points if and only if the support set of any 6 € A(S) \ {6*}
has at least one parameter that can be distinguished from the true parameter s* with an
equilibrium corresponding to 6.

Besides, for any fixed point (9, cj), since ¢; is a best response strategy of ¢_;, ¢; is a
local maximizer of the expected payoff function Eg[u$(g;, ¢—;)]. Condition (i) in Proposition
[4.1] ensures that the value of the expected payoff function is identical to that with the true
parameter s* for any ¢; belonging to a small neighborhood of ¢;. Therefore, §; must be a
local maximizer of the payoff function with the true parameter uf (¢;, ¢_;). Moreover, since
condition (ii) provides that payoffs are concave functions of ¢;, ¢; must also be a global
maximizer of u$ (¢;,q_;). Thus, any fixed point strategy ¢ is an equilibrium of the game
with complete information of s*.

Next we present three illustrative examples to further discuss the properties of fixed

points in our learning dynamics.
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Example 4.1 (Cournot game). A set of I firms produce an identical product and compete
in a market. In each stage k, firm i’s strategy is their production level ¢F € [0,3]. The
price of the product is p* = o® — * (ziel qf) + €°, where s = (a®, %) is the unknown
parameter vector in the price function, and € is a random variable with zero mean. The set
of parameter vectors is S = {s1, $2}, where s; = (2,1) and sy = (4,3). The true parameter
is s* = s1. The marginal cost of each firm is 0. Therefore, the payoff of firm 7 in stage k is
yr =¥ (oﬁ — [* (ZkeK qf) + 68) for each s € S. The information platform updates belief
0% based on the total production Y-, ; ¢/ and the realized price p".

This game has a potential function, and the best response correspondence BR(q, ) is a
contraction mapping for all ¢ € @ and all 8 € A(S). Thus, all three types of best response
update rules satisfy Assumption E| Thus, from Theorem , the states of the learning
dynamics converge to a fixed point with probability 1 with all three types of strategy updates.
The complete information fixed point is 0* = (1,0) and ¢* = (2/3,2/3). Additionally,
0T = (0.5,0.5) and ¢' = (0.5,0.5) € EQ(#') is also a fixed point since [0T] C S*(q') = {s1, 52}
Thus, (QT, qT) is another fixed point. Note that at ¢, the two parameters s; and s, lead to
identical price distribution, and thus cannot be distinguished.

In fact, since any 6 # 0* must include s, in the support set, one can show that ¢f =
(0.5,0.5) is the only strategy profile for which s; and s, are payoff-equivalent. Thus,
there does not exist any other fixed points apart from (6* ¢*) and (QT,qT); ie. Q =

{(67,47), (0", 4" }.

Example 4.2 (Zero sum game). Two players i € {1,2} repeatedly play a zero-sum game
with identical convex and closed strategy sets ()1 = Q2 = [0,6]. For any strategy profile ¢,
the payoff of each player is y; = —y = v°(q) + €°, where

v(q) = (max (|¢¥ — gk],5) — 5)” — 2(¢%)?,

and s € S = {1,3,5} is the unknown parameter. The true parameter s* = 3. Belief is

4For any 0 € A(S) and any ¢ € Q, the best response strategy is BR;(6,q) = {% — %Zj# q;}, where
Egla®] =3 ,cq0(s)a® and Eg[B°] = > .5 0(s)3°. Then, for any ¢,¢" € Q, we have | BR(6,q) —BR(0,¢')| <
%Hq —¢'|l, i.e. BR(,q) is a contraction mapping. Thus, for each of the three best response dynamics, F(6, q)
is also a contraction mapping. Therefore, the sequence of strategies converges to the equilibrium strategy in

EQ(6) under all three best response dynamics.
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updated by an information platform based on the observed strategy and the realized payoffs.

All three types of best response update rules satisfy Assumption|l|in this zero sum game.ﬂ
From Theorem , the learning dynamics under converges to a fixed point w.p.
1.

The set of complete information fixed points is 6* = (0, 1,0) and EQ(6*) = {(¢},¢) |¢] =
0, ¢ < 3}. Apart from the complete information fixed points, any 67 € A(S) \ {(0,0,1)}
and any ¢' € {(@, @) |ql = 0, ¢} < min{[#7]}} is also a fixed point. This is because for
any belief ' that assigns positive probability on s = 1 or s = 3, qI = 0 and q; such that
lgb — ¢i| < min{[6]} is an equilibrium corresponding to ', and the two parameters s = 1
and s = 3 are payoff equivalent at ¢.

Moreover, we can check that conditions (i) and (ii) in Proposition are satisfied by
any fixed point (QT,qT). Thus, any fixed point strategy in the set {(qi,qg) |qI =0, qg <
min{[07]}} is a complete information equilibrium although 67 is not a complete information

belief.

Example 4.3 (Investment game). Two players repeatedly play an investment game. In each
stage k, the strategy ¢~ € [0, 1] is the non-negative level of investment of player i. Given the
strategy profile ¢* = (q’f, q§), the return of a unit investment is randomly realized according
to r* = s+ ¢} + ¢§ + €, where s € S = {0, 1,2} is the unknown parameter that represents
the average baseline return and €® is the noise term. The true parameter is s* = 1. The
stage cost of investment for each player is 3 (qf)Q. Therefore, the payoff of each player ¢ € 1
syt =gf(s+qf+ ¢ +¢) -3 (qf”)2 = qF(s — 2¢F + ¢", + ¢°) for all s € S. In each stage
k, the information platform updates belief #¥ based on the total investment ¢f + ¢5 and the
unit investment return r*.

This game is a supermodular game, and it is also dominance solvable. All three best

response dynamics satisfy Assumption E| Thus, states in learning with converge to a fixed

SFor any 6 € A(S), ¢ = 0 maximizes the expected utility of player 1. Thus, regardless of the sequence of
player 2’s strategies, the sequence of player 1’s strategy converges to 0 under all three best response dynamics.
Additionally, the sequence of player 2’s strategies converges to a best response strategy in BRo(6,0) =
{Q2]|q2 < min{[0]}}. Since EQ(0) = {(q1,¢2) |¢1 = 0, g2 < min{[A]}}, the sequence of strategies converges to
an equilibrium strategy under all three best response dynamics.

6For any § € A(S) and any ¢ € @, the best response strategy is BR(6,q) = { 2, }, where
Eg[s] = > ,cq0(s)s. Same as Example 1, for any ¢,¢' € Q, we have |[BR(6,q) — BR(6,¢)|| = 1ll¢ — ¢|| <

Eg[s]+q2 Eo[s]+q1
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point with probability 1. In this game, since S*(q) = {s* = 1} for any ¢ € @, the unique fixed
point is the complete information fixed point, i.e. Q@ = {(6*,¢*) = ((0,1,0),(1/3,1/3))}.

4.3.2 Stability

In this section, we analyze both global and local stability properties of fixed point belief
and the associated equilibrium set EQ(6).

Definition 4.3 (Global stability). A fived point belief § € A(S) and the associated equilib-
rium set EQ(0) are globally stable if for any initial state (01, q"), the beliefs of the learning

[e.9]

1 converge to EQ(0) with probability

dynamics (9"3)
1.

converge to 0 and the strategies (qk):’:l

Thus, global stability requires that that the convergent fixed point belief and the corre-
sponding equilibrium set do not depend on the initial state.

We next introduce the definition of local stability. For any € > 0, we define an e-
neighborhood of belief § as N,(f) 2 {6]16 — ]| <€}. For any § > 0, we define the 4-
neighborhood of equilibrium set as N5(EQ(#)) 2 {q ‘D (q, EQ(@)) < 5}, where D (q, EQ(@)) =
mingcpqe@) || — ¢|| is the Euclidean distance between ¢ and the set EQ(f).

Definition 4.4 (Local stability). A fived point belief § € A(S) and the associated equilibrium
set EQ(0) are locally stable if for any v € (0,1) and any €,6 > 0, there exist €', 6 > 0 such
that for the learning dynamics that starts with 0 € Na(0) and ¢* € N5 (EQ(0)), the following
holds:

lim Pr (0" € N.(0), ¢* € N5(EQ(6))) > 7. (4.6)

k—o00

Thus, local stability requires that when the learning starts with an initial state that is
sufficiently close to a fixed point belief § and the associated equilibrium set EQ(#), then the
sequence of beliefs (resp. sequence of strategies) is guaranteed to be arbitrarily close to @

(resp. EQ(0)), with arbitrarily high probability. In other words, when the belief # and the

llg — ¢'|l, i.e. BR(0,q) is a contraction mapping. Thus, under any one of the three best response dynamics,
F(0,q) is also a contraction mapping, and the sequence of strategies converges to an equilibrium strategy in

EQ(6).
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equilibrium strategy set EQ(f) are locally stable, the learning dynamics is robust to small
perturbations around # and EQ(f). On the other hand, if # and EQ(f) are locally unstable,
then there exists a non-zero probability ¢ > 0 such that the state of learning dynamics can
leave the neighborhood of # and EQ(f) with probability at least ¢ even when the initial belief
O (resp. strategy q') is arbitrarily close to 6 (resp. EQ(6)).

Note that both global and local stability notions are not defined for individual fixed
points, but rather for the tuple (5, EQ(@)), i.e. the set of fixed points with an identical belief
6. This is important when the game has multiple equilibria; i.e., EQ(f) is not a singleton
set for some belief § € A(S). That is, our stability notions do not hinge on the convergence
to a particular equilibrium in the fixed point equilibrium set EQ(#).

we provide a necessary and sufficient condition for global stability:

Proposition 4.2. There exists a globally stable fixed point if and only if all fized points are
complete information fived points, i.e. Q = {(6*,EQ(0*))}. In fact, in this case, all fized
points in (0%, EQ(0%)) are globally stable.

This result is quite intuitive: If the set ) contains another fixed point that is not a
complete information fixed point, then whether the states of learning dynamics converge
to the complete information fixed point or another fixed point depends on the initial state;
hence no fixed point in the set can be globally stable. Also recall from Proposition
that all fixed points being complete information fixed points is equivalent to the condition
that any parameter other than the true parameter s* can be distinguished from s* at the
equilibrium. From Proposition 4.2 we know that this condition is also equivalent to the
existence of globally stable fixed points.

To prove local stability, we assume that the following set of conditions hold:

Assumption 2. For a fived point belief  and the associated equilibrium set EQ(A), Je, § > 0
such that the neighborhoods N, (9_) and Ns (EQ(@)) satisfy

(A2a) Local upper hemicontinuity: EQ(0) is upper-hemicontinuous in 6 for any 6 € N, (@)
(A2b) Local invariance: Neighborhood N5(EQ(A)) is a locally invariant set of the best response
correspondence, i.e. BR(0,q) C Ns(EQ(A)) for any ¢ € N5 (EQ(6)) and any 6 € N, (6).

(A2c) Local consistency: Fized point belief 6 forms a consistent payoff estimate in the local
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neighborhood Ns(EQ(A)), i.e. [0] C S*(q) for any q¢ € Ns(EQ()).

Theorem 4.2. A fived point belief § € A(S) and the associated equilibrium set EQ(0) is

locally stable under the learning dynamics (f-update)) and (g-update]) if Assumptions |1 and
(9 are satisfied.

From Theorem [1.1], we know that Assumption [I] ensures the convergence of beliefs and
strategies under local perturbations. We now discuss the role of each of the three conditions
in Assumption 2 towards local stability. Firstly, the local upper hemicontinuity condition
(A2a) guarantees that the convergent equilibrium strategy remains close to the original fixed
point equilibrium when the belief is locally perturbed. Secondly, the local invariance condi-
tion (A2b) guarantees that the strategy sequence resulting from the strategy updates remains
within the local invariant neighborhood of the fixed point equilibrium. We remark that for
games with complete information, local invariance reduces to the standard condition on the
existence of invariant set for best response strategy updates under no parameter uncertainty,
and this property is sufficient to ensure the local stability of complete information equilib-
rium. Hence, the conditions of local upper hemicontinuity and local invariance conditions
together ensure that the strategy sequence in our learning dynamics does not leave the local
neighborhood of EQ(f) so long as the perturbed beliefs remain close to 6.

Finally, the local consistency condition (A2c) ensures that keeps the beliefs
close to . Under this condition, any parameter in the support of # remains to be payoff
equivalent to s* for any strategy in a local neighborhood of EQ(#). That is, § forms a
consistent estimate of players’ payoffs not just at fixed point strategy ¢, but also when the
strategy is locally perturbed around §. Therefore, the Bayesian belief update keeps the
beliefs of all parameters in [f] close to their respective probabilities in § when the strategies
are in the local neighborhood, and eventually any parameters that are not in [f] are excluded
by the learning dynamics.

We now detail the proof ideas of Theorem (the formal proof is given in Appendix .
From Definition [4.4] to prove local stability, we need to characterize the local neighborhoods
Na (6) and Ny (EQ(A)) of the initial state (', ¢") such that is satisfied. In our proof,
we first show via Lemma that is satisfied if the sequence of states — beliefs and
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strategies — remain with probability higher than « in the specifically constructed neighbor-
hoods N, (@) and Nj (EQ(@)), respectively; here, € € (0, ¢) and ¢, and § are chosen according
to Assumption 2. Subsequently, in Lemmas [£.5 and [4.6] we precisely characterize the neigh-
borhoods Na (5) and Ng (EQ(H_)) such that the sequence of beliefs and strategies starting
from initial state (6',¢') € (Na(0) x Nsi(EQ(0)) remain in the respective neighborhoods
N:(0) and Ns(EQ(f)) that we specifically construct in Lemma [4.4] with probability higher
than ~.

In Lemmal[d.4] parts (i) and (ii) show that under Assumption (A2a) — (A2b), the proper-
ties of local upper-hemicontinuity and local invariance hold in the neighborhoods N; (é) and
Ns (EQ(G_)) Additionally, part (u17) shows that if the belief sequence and strategy sequence
are in respective sets N;(f) and N;(EQ(#)), then the convergent state must be in N¢(f) and

N5 (EQ(0)).
Lemma 4.4. Under Assumptions[l] and (A2a) — (A2D),
(i) For any § >0, 3¢’ € (0,¢€) such that any 0 € Nu(0) satisfies EQ(0) C N5(EQ(H)).

(it) For any € > 0, BR(#,q) C N;(EQ()) for all ¢ € Ns(EQ(0)) and all § € N (EQ(F)),

where € = min{e, €, }.
(iti) limy_oo Pr (0% € Ne(), ¢" € N5(EQ(6))) > Pr (6% € N(6), ¢" € N;(EQ(0)), Vk).

In Lemma [£.4] (i) follows from Assumption (A2a) that EQ(6) is upper-hemicontinuous
in 0 in the local neighborhood N, (6). Then, we obtain (ii) from Assumption (42b) that

N (EQ(@)) is an invariant set of the best response correspondence. Furthermore, if beliefs

are in N (0) for all stages, then the convergent belief must also be in N:(#) C N¢(#). Based
on Theorem [4.1] the sequence of strategies converges. Since N:(f) C Nu(f), we know from
(i) in Lemma that the convergent strategy is an equilibrium in Nj(EQ(f)). Thus, (iii)
holds.

Thanks to Lemma (iii), to prove local stability as in (4.6)), it remains to be estab-
lished that there exist N (6) and Ny (EQ(A)) for the initial belief #' and strategy ¢' such
that Pr (Hk € N:(0), ¢* € N5(EQ(9)), Vk:) > ~. In particular, #¥ € N, (é) is guaranteed if

0k (s) — (s)| < ﬁ for all s € S. We separately analyze the beliefs of all s € S\ [0] (i.e. the
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set of parameters with zero probability in ) in Lemma [4.5] and that of s € [f] in Lemma
4.6l Additionally, parts (a) and (b) in Lemma are useful in Lemmas and for

constructing €' and 6.

Before proceeding, we need to define the following thresholds:

1A min _ (1 — 7)0:<S)€ a
”"ew{a;w+w9wamwwwn+mwr+u—vx}’ (4.72)

~(IS\ [+ 1)[S]’
3émm{é—W\wm@ﬁW@ K a@}.
sell) | 1S =[S\ [A1[]S102 " S|+ S\ [0]] (0(s)|S| +¢)°

(4.7b)

(4.7¢)

hs

Lemma below shows that if the initial belief 6! is in the neighborhood N, (6), then
0k (s) < p? for all s € S\ [A] in all stages of the learning dynamics with probability higher

than 7. Note that 0%(s) < p? ensures |0%(s) — 0(s)| < ﬁ since f(s) = 0 for all s € S\ [0]

and p? < ﬁ Additionally, the threshold p? is specifically constructed to bound the beliefs

of the remaining parameters in [#], which will be used later in Lemma [4.6]

Lemma 4.5. For any v € (0, 1), if the initial belief satisfies

0r(s) < p', VseS\|0], (4.8a)
0(s) —p' < 0'(s) < O(s)+p', Vselb], (4.8b)

then
Pr (6%(s) < p*, Vs € S\ [0], Vk) > 7. (4.9)

In the proof of Lemma we say that the belief §%(s) completes an upcrossing of the
interval [p', p?] if 0%(s) increases from less than p' to higher than p?. Note that if the belief of
a parameter s € S\ [f] is initially smaller than p' but later becomes higher than p? in some
stage k, then the belief sequence (89'(5));?:1 must have completed at least one upcrossing of

[p', p?] before stage k. Therefore, 6%(s) < p? for all k is equivalent to that the number of

90



upcrossings completed by the belief is zero.

Additionally, by bounding the initial belief of parameters s € [f] as in (4.8b]), we construct
another interval [pl / (0_(3*) — pl) , pﬂ such that the number of upcrossings with respect
to this interval completed by the sequence of belief ratios (%)k is no less than the

=1
.- Recall

that the sequence of belief ratios (;,:1%) forms a martingale process (Lemma . By
k=1

number of upcrossings with respect to interval [p', p?] completed by (6*(s))

applying Doob’s upcrossing inequality, we obtain an upper bound on the expected number
of upcrossings completed by the belief ratio corresponding to each parameter s € S\ [4],
which is also an upper bound on the expected number of upcrossings made by the belief of
s. Using Markov’s inequality and the upper bound of the expected number of upcrossings,
we show that with probability higher than «, no belief 6*(s) of any parameter s € S\ [§] can
ever complete a single upcrossing with respect to the interval [p!, p?] characterized by
— (&7D). Hence, 0%(s) remains lower than the threshold p? for all s € S\ [f] and all k with
probability higher than ~.

Furthermore, Lemma [4.6] utilizes another set of conditions on the initial belief and strat-
egy; these conditions ensure that the beliefs of the remaining parameters s € [f] satisfy
0% (s) — O(s)| < I_E‘I’ and the strategy ¢* € N5 (EQ(6)) for all k so long as 6*(s) < p? for any
parameter s € S\ [f]. Recall that 6%(s) < p? for all s € S\ [0] is satisfied with probability
higher than v under the conditions provided in Lemma

Lemma 4.6. Under Assumption (A2b) — (A2c), if |0*(s) — 0(s)| < p® for all s € [0] and
q' € N5 (EQ(9)), then

6% (s) — 0(s)| < &, Vs € [0], Vk
and ¢* € N5 (EQ(9)) , Vk

Pr 0%(s) < p*, Vs S\ [0], Vk | = 1. (4.10)

We prove this lemma by mathematical induction. Since p? < \_§| as in (4.7bf), under

the condition that 6%(s) < p? for all s € S\ [f] and all k, we know that 0%(s) < ﬁ for

all s € S\ [f] and all k. In any stage k, assume that |6%(s) — 0(s)| < |—§,| for all s € [0]

and ¢* € Nj (EQ(Q_)) Then, 0% € N; (5) in stage k. Additionally, under local consistency

condition in Assumption (A2¢c), s € [f] remains to be payoff equivalent at ¢*. Thus, we can
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show that the belief of the next stage must satisfy [6%(s) — 0(s)| < ﬁ for all s € [#], which
ensures that 0¥t € N (é) Since é < € as in part (i) of Lemma we know that the

updated strategy ¢! is in N5 (EQ(6)). Hence, we obtain (4.10) by induction.

Finally, by setting € = min{p', p*} and 6' = 4, where p', p?® are as in (4.7a)), and &
is given by Assumption , the initial state in Na(f) and Ny (EQ()) satisfies the conditions
in Lemmas and . Then, by combining and , we obtain that all beliefs
and strategies are in the neighborhoods N; (é) and Ns (EQ(@)) respectively with probability
higher than . From (c) in Lemma, we know that limy,_, Pr (6¥ € N£(6), ¢" € N5(EQ(9)))
~. Thus, we have constructed the local neighborhoods of the initial state that satisfy ,

and we conclude Theorem (4.2

We discuss the local and global stability properties of the fixed points in Examples 1 — 3.

Example 4.4 (Cournot game continued). In Example , since the complete information
fixed point is not the unique fixed point, no fixed point is globally stable. We now show that
the complete information fixed point 6* = (1,0), ¢* = (2/3,2/3) is locally stable. Consider
e =1/3 and 6 = 1. We can check that all three conditions in Assumption [2| are satisfied
in the neighborhoods N, (#*) and Ns (¢*), and thus this fixed point is locally stable. On
the other hand, the other fixed point 67 = (0.5,0.5) and ¢" = (0.5,0.5) does not satisfy the
local consistency condition since the two parameters s; and sy can be distinguished when

the strategy is perturbed in local neighborhood of ¢'.

Example 4.5 (Zero sum game continued). In Example , since the complete information
fixed point is not the unique fixed point, no fixed point is globally stable. Moreover, by
setting e = 1/2 and 6 = 6, we can check that all fixed points in 2 satisfy the three conditions

in Assumption 2] and thus are locally stable.

Example 4.6 (Investment game continued). The unique fixed point of the investment game
in Example 4.3|is the complete information fixed point (6*,¢*) = ((0,1,0),(1/2,1/3)). From
Proposition [£.2] the complete information fixed point is globally stable.
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4.4 Extensions

In this section, we consider three types of extensions of the basic learning model introduced
in Sec. 4.2t (1) Learning with two timescales; (2) Learning with maximum a posteriori

probability (MAP) or ordinary least squares (OLS) estimates.

(1) Learning with two timescales. Consider the case where strategy update is at a faster
timescale compared with the belief updates, i.e. lim;_, ki1 — ky = oo with probability 1.
Under Assumption [I as ¢ — oo, the strategies between two belief updates k; and k.4
converge to an equilibrium strategy profile in EQ (Qkf) before the next belief update in stage
kir1. Then, the updated belief #¥+1 forms an accurate payoff estimate given the equilibrium
strategy. Our convergence result (Theorem holds for this two timescale dynamics. The
local and global stability results in Theorem [4.2]and Proposition [£.2]also hold in an analogous

manner.

(2) MAP and OLS estimates. Now consider a continuous and bounded parameter set
S, and that the initial belief §1(s) is a probability density function of s on the set S, and

0'(s) > 0 for all s € S. Since the unknown parameter s is continuous, Bayesian belief update

in (f-update|) at stage k;1; is as follows:

0% () [T, 0% (y*]d")

th+1(8) = . K1 —1 LR ,
fsese ((s) [ Tnse,  @°(y*|g*)ds

Vs e S.

Instead of computing the full posterior belief in each stage (which entails computing the
continuous integration in the denominator of the Bayesian update), we consider learning
with maximum a posteriori (MAP) estimator that maximizes the posterior belief of the

unknown parameter:

kt+1—1
Bt (s) = arg max 6+ (s) = arg max 6" (s) H ¢*(y*1d"). (6ar-update)
ses ses k=ky

Note that if the initial belief #' is a uniform distribution of all parameters, then the MAP
estimate is also a maximum likelihood estimate (MLE).

Our result on convergence of state (Theorem 1) can be directly extended to this case
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of learning with MAP estimate. In particular, under Assumption [I], the sequence of MAP
estimates converges to a payoff equivalent parameter 6,; € S*(q) given the fixed point
strategy profile, and the strategies converge to an equilibrium strategy ¢ € EQ(f,,) of game

G with parameter 6.

Moreover, under Assumptions 1| and |2, we can check that if the initial belief 8' is in
a small local neighborhood of the belief vector that assigns probability 1 to a fixed point
MAP estimate 6, and the strategy profile is in a small local neighborhood of the equilibrium
EQ(fy), then the convergent belief remains in a small neighborhood of the singleton belief
vector so that the MAP estimate remains to be f), and the equilibrium set is EQ(f,,).
Therefore, analogous to Theorem we can conclude that (éM, EQ(@M)) is locally stable
under conditions given by Assumptions [I] and [2]

Finally, we consider a special case, where the average payoff functions are affine in strate-

gies:
yi = (q,1)-s; +¢, Viel. (4.11)

The unknown parameter vector is s = (s;),.;, where s; has |¢| + 1 dimensions. The noise

term € is realized from a normal distribution with zero mean and finite variance.

From stage 1 to k;, player ¢’s realized payoff (yf)ztzl can be written as a linear function

kt

4, in the following matrix form:

of the strategies (qk)

yi ¢, 1 €
yi ¢, 1 €
. = 87‘ + .
y;ﬂt qkt 7 1 Ei?t
th th

The OLS estimate is 8% = (51),_, where

g — ((Q’%)'th)_l (Q’fﬁ)'}fﬁ, Viel, Vk. (5 - update)

94



In learning dynamics with OLS estimate, the convergence of the OLS estimates can be
viewed as a special case of learning with MAP estimator because 5* is identical to the MLE
estimator 9?} when each player’s payoff as in (4.11]) is an affine function of the strategy profile
plus a noise term with Normal distribution. Therefore, we obtain the same convergence result
in the learning with OLS estimate as in learning with MAP estimate. That is, the OLS
estimates converge to an estimate 5 € S such that u(q) = u$ () for all i € I, and strategies
converge to ¢ € EQ(S) with probability 1. Furthermore, as we have shown in Example 1,
when payoff functions are linear in players’ strategies, only the complete information fixed
point satisfies the locally consistency condition Assumption (A2c¢). Thus, no other fixed

point satisfies the sufficient conditions for local stability.

4.5 Applications in Routing Games

In this section, we apply our results to study the learning dynamics in which travelers
repeatedly play a routing game in a transportation network.

The setup of the network and travelers’ routing strategies follow from that in Chapter 2]
A set of non-atomic travelers with a total demand of D repeatedly make routing decisions
in a network. The set of edges in the network is F, and the set of routes is R. In each stage

k, travelers’ routing strategy is ¢* = (qff) where ¢* is the demand of travelers who take

reR’

route r. Given ¢*, the aggregate load of each edge e is w¥ =3 __¢F.

e =
The distribution of cost (travel time) on edges depends on an unknown parameter s € S
that represents the latent condition of the traffic network. In stage k, the cost of each edge

e € Eis y* = £5(wk) + e (wk), where ¢3(w”) is an increasing function of the edge load w¥,

and the noise term €*(w¥) has zero mean. In each stage k, a public information platform

k

observes the edge load vector w* = (wk

)ee 1 and the realized costs of edges that are taken by

travelers. That is, the observed edge cost vector is y* = (y*) where EF = {E|w® > 0}.

ecEk?
However, the costs are unknown on edges that are not taken by travelers.

Learning starts with an initial belief ! and a routing strategy ¢'. The public traffic
information platform updates the belief based on the observed edge load vector w*, and the

realized cost vector y* according to the Bayes’ rule, and broadcasts the updated belief to all
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travelers. Then, travelers update their routing strategy in stage k as a Wardrop equilibrium
q" € EQ(0*) corresponding to the belief %, In this equilibrium, travelers take routes with
the minimum expected cost based on §*. Since the edge cost functions are increasing in
the edge loads, the equilibrium is essentially unique in that the induced edge load vector
wk is unique for all ¢* € EQ(A*). This strategy update can be viewed as a two-timescale
learning, where individual travelers in the population change their own routing decisions
at a faster timescale compared with the belief update. Therefore, the traveler population’s
routing strategy arrives at an equilibrium in each stage before the belief is updated by the
information platform for the next stage.

Following Theorem , we know that the state of the learning dynamics — the belief §*
and the routing strategy ¢* — converge to a fixed point (5, (j) w.p. 1. At a fixed point, the
belief # consistently estimates the cost distribution of edges in F = {E|w. = ,., ¢ > 0}
that are taken by travelers in ¢, and the strategy ¢ is a Wardrop equilibrium corresponding
to 6. Since w is unique for each @, we also equivalently represent a fixed point as the tuple
(9_, w). The fixed point belief # may not consistently estimates the costs on edges that are not
taken by any travelers. Thus, the fixed point strategy ¢ may not be a complete information
Wardrop equilibrium.

We next provide a set of conditions, under each of which the sequence of strategies
converges to a complete information Wardrop equilibrium with probability 1. We denote the

edge load vector induced by a complete information equilibrium as w*.

Proposition 4.3. For any true parameter s* € S, the learning is complete, i.e. limy_,o w** =

w* with probability 1, if any of the following conditions is satisfied:

(1) Fully distinguishable parameters: For any w, any s € S\ {s*} is distinguishable from

s* given the realized costs.
(2) Constant free flow travel time: For any e € E and any s,s' € S, £5(0) = £2'(0).

(3) All edges are utilized: w} > 0 for any e € E.

Each condition ensures that travelers repeatedly use the set of edges that should be taken
in complete information equilibrium. Then, travelers will eventually learn the costs on these

edges, and choose routes as if they know the true cost functions.
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In practice, condition (1) is relevant if the unknown network condition impacts the costs
on all edges. Condition (2) requires that the unknown condition only impacts the costs when
there is congestion (w, > 0). For example, lane closure does not change the cost when there
is no traffic, but significantly aggravates congestion due to the loss of capacity. Condition
(8) requires that all edges are utilized regardless of the network condition. This will hold
when the traffic demand is high.

The average cost of the traveler population at a fixed point with g is C'(q) 2 >eep Wels (we),
where w is the edge load vector induced by . Additionally, the average cost in the complete
information equilibrium ¢* is C(w™) 2 > eer Wil (wy). The next proposition shows that
if the network is series-parallel (i.e. the network does not have an embedded wheatstone

network, see Milchtaich [2006]), then the average cost at any fixed point is no less than that

in complete information equilibrium.

Proposition 4.4. If the network is series-parallel, then C(w) > C(w*) at any fived point
(0,w) € Q.

In the proof of this result, we find that the edge load at any fixed point is equivalent to
the complete information equilibrium in a routing game on a subnetwork with edges in E.
In other words, travelers make route choice as if they only know a subset of the available
edges in the original network. The result (Theorem 1) in [Milchtaich| [2006] shows that if
the network is series-parallel, then the equilibrium average cost on any subnetwork is no less
than that on the whole original network. Therefore, the equilibrium cost of any fixed point
must be higher or equal to the cost of the complete information equilibrium.

Furthermore, we note that any local perturbation of the fixed point strategy would enable
travelers to learn the realized costs on edges that are not taken (i.e. E\ E), and to correct the
wrong estimates of costs on those edges. Therefore, for any fixed point that is not a complete
information fixed point, the belief does not satisfy Assumption (A2c) as presented in Sec.
[4.3.2] and thus is not robust to local perturbations on the strategies. This implies that only
the complete information fixed point satisfies the sufficient conditions that guarantee local
stability.

Finally, we illustrate the learning dynamics in repeated routing games in the following
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example.

Example 4.7 (Routing game). Consider the three-edge series-parallel network with S =
{e1, e, e3,0}, where s = e represents that edge e is compromised, and s = () represents that
no edge is compromised. The cost of edge e is l.(w.) if s # e, and (2 (w,) if s = e. See Fig.
for the network and cost functions. In this example, we assume that the noise term in
ecach stage is ¥ = (e’e“)e B ™ N (0,3), where X is a three-dimensional identity matrix. The

total demand is 1.

£,(wy) =w, + 5

79 (w,) = 2w, + 10
> (W2) 2 2wy = wy +d5

22(w,) =2w, +5
3(w3) = w3 + v ) e

f?(wg) =2w3 +5

Figure 4-2: Three-edge network

Let the true parameter be s* = (). The set of fixed points is as follows:

0 6* = (0,0,0,1), ¥ 0T = (0,2,0,1 —x) s.t. x> 0.2,
w* = (1,0.5,0.5) wh = (1,0,1)
That is, apart from the complete equilibrium edge load w*, travelers may exclusively choose
the route ej - e if they believe that the probability of s = e is no less than 0.2. In this case,

the public information platform cannot distinguish parameter s = e, from the true parameter

s* = () based on the realized costs. We can check that C'(w*) = 11.5 < C(w') = 12.

We simulate the learning dynamics with the initial belief 0' = (1/4,1/4,1/4,1/4). Fig-
ures - demonstrate the belief 0¥ and the edge load w* in each stage for a realized
dynamics that converges to (6%, w*), i.e. learning converges to a complete information equi-
librium. Figures - illustrate a realized dynamics that converges to (87, w'), where
0T = (0,1/2,0,1/2) and w' = (1,0, 1), i.e. travelers exclusively take es-e;, and do not learn

the true parameter.
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Figure 4-3: Beliefs and edge load vectors in learning dynamics: (a) - (b) Learning converges
to a complete information fixed point (6*, w*); (c¢) - (d) Learning converges to another fixed
point (QT,wT).
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4.6 Discussion

In this chapter, we study stochastic learning dynamics induced by a set of strategic players
who repeatedly play a game with an unknown parameter. We analyze the convergence of
beliefs and strategies induced by the stochastic dynamics, and derived conditions for local
and global stability of fixed points. We also apply the learning dynamics to study how
strategic travelers learn the uncertain network condition after infrastructure disruptions and
adjust their route choices with the access of a public information platform. We compare
the average cost at any fixed point routing strategy with that of a complete information
equilibrium, and provide conditions that guarantee complete learning in traffic networks.

A future research question of interest is to analyze the learning dynamics when players
seek to efficiently learn the true parameter by choosing off-equilibrium strategies. When
there are one or more parameters that are payoff equivalent to the true parameter at fixed
point, complete learning requires players to take strategies that may reduce their individual
payoffs in some stages. In our setup, if a player were to chooses a non-equilibrium strategy,
the information resulting from that player’s realized payoff would be incorporated into the
belief update, and the new belief is known to all players. Under what scenarios the utility-
maximizing players will choose their strategies to engage such explorative behavior is an
interesting question, and worthy of further investigation.

Another promising extension is to study multi-agent reinforcement learning problem from
a Bayesian viewpoint. In such settings, the unknown parameter changes over time according
to a Markovian transition process, and players may have imperfect or no knowledge of the
underlying transition kernel. The ideas presented in this article are useful to analyze how
players learn the belief estimates of payoffs that depend on the latent Markov state, and

adaptively adjust their strategies that converges to an equilibrium.
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Chapter 5

Efficient Carpooling and Toll Pricing for

Autonomous Transportation

5.1 Introduction

Autonomous transportation has the potential to significantly transform urban mobility when
the technology becomes mature enough for real-world deployment. A fleet of driverless
cars could be utilized to organize carpooled trips at a much cheaper price and in a more
flexible manner relative to the current mobility services that rely on human drivers. Whether
autonomous driving technology will relieve or aggravate congestion crucially depends on
how this technology would reshape the riders’ incentives to make trips and share cars (i.e.
carpooling). Thus, to fully exploit the potential of self-driving cars, we need to incentivize
efficient usage of limited road capacity by leveraging the flexibility of carpooling.

In Chapters [2] - [, we have studied the impact of information on travelers’ routing be-
havior in both static and dynamic settings. We have also designed information structure for
platforms to induce socially desirable travel patterns. In this chapter, we explore the role
of incentive mechanisms on shaping travel behavior. Particularly, we seek to set tolls on
transportation networks that incentivize travelers (riders) to take carpooled trips and split
costs.

Toll pricing has been adopted worldwide as an effective way to manage traffic demand

and mitigate congestion in urban transportation networks (Santora [2017], and |Arnold et al.
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[2010]). Previous work has demonstrated that properly designed toll prices can significantly
reduce congestion, or even induce socially optimal route choices (Pigou| [1932], and de Palma
and Lindsey| [2011]). This chapter shows that toll prices can also govern riders’ incentives of
participating carpooled trips.E]

Ostrovsky and Schwarz [2019] have introduced a competitive market model to address
the complementarity between efficient carpooling and optimal tolling. In this model, the
transportation authority sets toll prices on edges with limited capacities. Riders with het-
erogeneous preferences organize carpooled trips and make payments to split the toll prices
and trip costs. A market outcome is defined by organized trips, riders’ payments, and edge

toll prices.

Building on [Ostrovsky and Schwarz| [2019], we consider that riders’ heterogeneous pref-
erences are represented by their valuations of carpooled trips that depend on the travel time
of the chosen route in network, and rider-specific parameters which capture their value of
time and carpool disutilities. Equilibrium of this carpooling market is defined as an out-
come in which no rider has an incentive to deviate from the organized trips or opt-out, and
riders” payments cover the toll prices plus the trip costs. Additionally, trip organization at
equilibrium, if exists, ensures social efficiency (i.e., maximum social welfare). However, such
an equilibrium may not exist in general due to the integral nature of carpooled trips on gen-
eral networks and riders’ incentive constraints. Thus, the question of equilibrium existence

becomes central to the implementation of the autonomous carpooling market.

In this chapter, we identify sufficient conditions that guarantee the existence of market
equilibrium. Note that market equilibrium in our setting is challenging to analyze because
both trip organization and toll pricing are crucially influenced by the network topology.
Particularly, the trip organization is essentially a coalition formation problem on the network,
where any trip on a certain route consumes a unit capacity of all edges in that route.
Additionally, the toll price on a single edge can impact the coalition formation of all trips that

use routes going through that edge. Therefore, the classical methods in mechanism design

'For example, when toll prices are zero on all roads, all riders will choose to take solo trips on the shortest
route in the network, and the traffic load will exceed the capacity. As the toll prices of edges on this route
increase, riders will be incentivized to take carpooled trips in order to split the toll prices (or switch to longer
routes).
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and coalition games cannot be readily applied to address the impact of network topology. We
develop a new approach to analyze market equilibrium by extending the results in market
design (Kelso Jr and Crawford| [1982], Gul and Stacchetti [1999], De Vries and Vohra, 2003,
Leme [2017]) and network flow optimization (Dantzig and Fulkerson [2003]). Indeed, we find
that the equilibrium existence requires certain restrictions on network topology.

Another important question of organizing this carpooling market is efficient implemen-
tation of market equilibrium. We consider the situation, where the market is facilitated
by a neural mobility platform that collects riders’ reported preferences, organizes trips and
charge payments (Fig. . We identify a strategyproof market equilibrium under which
riders truthfully report their preferences so that this equilibrium can be implemented by the
platform. We find that in this equilibrium, riders’ payments are equal to their externalities
on other riders, and hence are equivalent to the payments in the classical Vickery-Clark-
Grove mechanism. This equilibrium also has the advantage of achieving the highest rider

utilities among all market equilibria, and only collecting the minimum total toll prices.

Heterogeneous Trip
references i
®ébe o AULONOMOUS (rider group, route)
m ml Payment > carpooling platform Toll prices

Network with limited capacity

Figure 5-1: Platforms organize autonomous carpooling trips on networks with limited ca-
pacity.

Our model and results contribute to the growing literature on autonomous vehicle market
design and competition. The paper |Siddiq and Taylor| [2019] studied the impact of compe-
tition between two ride-hailing platforms on their choices of autonomous vehicle fleet sizes,
prices and wages of human drivers. The authors of Lian and van Ryzin| [2020] studied the
prices in ride-hailing markets, where an uncertain aggregate demand is served by a fixed fleet
of autonomous vehicles and elastic supply of human drivers. They argue that the only design
that unambiguously reduces the service prices corresponds to the setting when the provision
of autonomous carpooled trips occurs in a competitive environment. This finding aligns well
with our focus on a competitive autonomous carpooling market. We show that by exploiting

the complementarity between carpooling and road pricing, we can achieve an equilibrium
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outcome that is socially optimal (when sufficient conditions for equilibrium existence are
satisfied).

This chapter is organized as follows: Sec. describes the model of carpooling market.
Sec. shows the primal and dual formulation of the optimal trip organization problem.
We introduce the sufficient conditions for equilibrium existence in Sec. [5.4] and presents
an algorithm for computing the equilibrium in Sec. [5.5] Sec. [5.6] identifies a strategyproof
market equilibrium that can be implemented by platform. We conclude this chapter in Sec.

b.71 All proofs are included in Appendix [C]

5.2 A Market Model

5.2.1 Network, Riders, and Trips

Consider a traffic network modeled as a directed graph with a single origin-destination pair.
The set of edges in the network is F, and the capacity of each edge e € F is a positive integer
ge € N. The set of routes is R, where each route r € R is a sequence of edges that form a
directed path from the origin to the destination. We denote the travel time of each edge e
as t, > 0, and the travel time of each route r as t, = Ze@ teﬂ

A finite set of riders m = 1,..., M want to take autonomous carpool trips to travel
from the origin to the destination. A ¢rip is defined as a tuple (b,r), where b is the group
of riders taking route r during the trip.ﬁ The maximum number of riders in any group
must be below the capacity of individual car, denoted Aﬁ Thus, the set of rider groups is
B2 {2M] |b] < A}, and the set of trips is (b,r) € B x R. If the group b in a trip (b,r) is
a singleton set {m}, then rider m takes a solo trip on route r. Otherwise riders in b share a

pooled trip. Each trip (b,r) occupies a unit capacity for all edges in route r.

2Thus, in our setting, each edge has an L-shaped cost function: cost is a constant when the edge load is
below the edge capacity, and becomes extremely high once the load exceeds capacity. In the context of traffic
congestion: when the traffic load is below the road capacity, all vehicles pass through the segment at the
free-flow speed. However, when the traffic load exceeds the capacity, the travel time significantly increases
due to congestion. In our market mechanism, the toll prices are set to ensure that the load of each edge does
not exceed its capacity.

3All individuals in the set b of an autonomous carpool trip are riders. On the other hand, in human-driven
carpool trips, we need to designate a driver in the set b, and match riders with drivers.

4For simplicity, we assume that cars are of homogeneous capacity.
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The value of each trip (b,r) for a rider m € b, denoted as v"(b), is given by:

v(b) = ™ — ™t — 7™ (b)) — (b))t Vb e {Blb3m}, YmeM, VreR. (51)

r

Riders’ trip values equal to the value of arriving at the destination o™ nets the cost of trip
time 4™t and the carpool disutility 7 (|b|) + 7™ (|b|)t,. In particular, the parameter o™ is
rider m’s value of arriving at the destination, 8™ is rider m’s value of time, 7" (|b|) is rider
m’s fixed disutility of carpooling with rider group of size |b|, and v™(|b]) is the disutility of
sharing the vehicle with group size |b| for a unit travel time. We define (o™, 8™, 7™, 7™) as

each rider m’s preference parameters, where 7™ = (7?’”(d))3:1 and " = ('ym(d))le.

The carpool disutility 7™ (|b])+~™(|b|)t, represents the rider m’s inconvenience of sharing
the vehicle with other riders in the carpool group, potentially due to the need to share
space with others and time spent on taking detours and walking to pick-up location. Both
parameters 7™ (|b|) and 7™ (|b|) only depend on the group sizes rather than the identity of
riders in the group, riders’ values are identical for any two trips (b,r) and (b, 7) with the
same group sizes (i.e. |b] = [b|) and the same route r. We consider that the carpool disutility
parameters 7™ (|b]),y™(|b]) > 0 for all |b| =1, ..., A, and the disutility of solo trip is zero, i.e.
7 (1),7™(1) = 0 for all m € M. Thus, all riders prefer to take solo trips rather than pooling
with other riders, and the carpool disutility increases in the trip travel time. Additionally,
the marginal disutilities 7™ (|b| + 1) — 7™ (|b|) and v™(|b] + 1) — 4™(|b|) are non-decreasing
in the group size |b| for all [b| =1,..., A — 1, i.e. the extra carpool disutility of adding one
rider to any trip (b,r) is non-decreasing in the original trip size |b|.

The cost of each trip includes the fuel charge and the cost of car’s wear and tear. We
simply assume that the cost of each trip (b,r) € B x R equals to the cost of driving one
rider o + dt, multiplied with the rider group size ||, i.e. ¢,.(b) = (o + dt,) |b|, and the cost

parameters o, > 0.

The social value of each trip (b,) is the summation of the trip values for riders in b nets

the cost of trip:

Vi(b) =Y ol (b) — e (b)

meb
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=> (o™= B") = > (@ + 4" (b)t) = (0 +6t,) b, VbEB, ¥re R (52)

meb meb

5.2.2 Market Equilibrium

We now discuss how an efficient autonomous carpooling market can be organized. A trans-
portation authority sets non-negative toll prices 7 = (), € R‘ZEA on edges in the network,
where 7, is the toll price of edge e. Riders form carpool trips. The trip vector is a binary vec-
tor z = (2,(0)),cppep € {0, 1B where x,(b) = 1 if trip (b, r) is organized and z,(b) = 0

if otherwise. A trip vector x must satisfy the following feasibility constraints:

YD ab) <1, VmeM, (5.3a)

r€R bom
> (b)) <q., Veek, (5.3b)
roe beB

z.(b) € {0,1}, Vbe B, Vre€R, (5.3¢)

where (5.3a)) ensures that no rider takes more than 1 trip, and (5.3b]) ensures that the total

number of trips that use any edge e € E' does not exceed the edge capacity.

Additionally, each rider m € M makes a payment p™ for covering the cost of their trip

and the toll prices of the taken edges. The payment vector is p = (p™),,c -

An outcome of the carpooling market is represented by the tuple (z,p, 7). Given any
(x,p, ), the utility of each rider m € M equals to the value of the trip that m takes minus

the payment:

u™ =" wr (), (b) - p",  ¥m € M. (5.4)

reR b>m

We next define four properties of the market outcomes, namely individual rationality,
stability, budget balance, and market clearing. Firstly, an outcome (x,p, ) is individually

rational if riders’ utilities are non-negative:

"> 0, Vme M. (5.5)
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That is, no rider has an incentive to opt-out of the market.

Secondly, an outcome (z,p, 7) is stable if there is no rider group in B that can gain higher
utilities by organizing trips that are not included in x. Note that the total utility of all riders
in any group b for organizing a trip (b, r) cannot exceed the value of the trip minus the toll

price for route r, i.e. V,(b) — > .. T.. Thus, a stable market outcome (z,p, ) requires that

eer

the total utilities of riders in b obtained using (5.4)) is higher or equal to the total utility that

can be obtained from any feasible trip (b, 7){]

> um Vi)=Y 1, WeEB, VreR (5.6)

meb eer
Thirdly, an outcome (x,p,7) is budget balanced if the total payments of each organized
trip is equal to the sum of the toll prices and the cost of the trip; and moreover a rider’s

payment is zero if they are not part of any organized trip, i.e.

n)=1, = Y p"=) mtc(), VbeB, VreR, (5.7a)
meb ecr
z.(b)=0, VreR, VYb>m, = p"=0, VmeM. (5.7b)

Fourthly, an outcome (x, p, 7) is market-clearing if there are zero tolls on all edges whose

capacity limits are not met:

Y ) <q, = 7=0, VeckE. (5.8)

rde beB

We define market equilibrium as an outcome that satisfies all four properties:

Definition 5.1. A market outcome (x*,p*, 7*) is an equilibrium if it is individually rational,

stable, budget balanced and market clearing.

The autonomous carpooling market assumes a competitive environment in that riders
are free to join any trip and occupies a unit capacity on any route as long as their total

payments cover the trip cost and toll prices. From an implementation viewpoint, the process

A stable market outcome (z,p, 7) is Pareto optimal in that no rider’s utility can be improved by orga-
nizing different trips that are not in = without decreasing the utilities of other riders.
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of trip organization and payment can be facilitated by introducing a market platform ¥ to the
platform, and the platform assigns riders to trips according to the trip vector x*. Then, riders
make payments according to p* to the platform, and the platform pays for the toll prices 7*
and trip costs on the riders’ behalf. When the vector (z*,p*,7*) is a market equilibrium,
riders follow the trip assigned by the platform, the payments cover the toll prices and trip
costs, and toll prices are non-zero only on edges where the load meets the capacity. [Z]

In paper Ostrovsky and Schwarz| [2019], the authors argued that such a transportation
market can be mapped into a standard competitive market, where the market equilibrium
defined in Definition is equivalent to the standard concept of competitive equilibrium.
The key issue that we seek to investigate is that market equilibrium may not exist since the
edge capacities and riders are indivisible. On the other hand, if an equilibrium (x*, p*, 7)
exists, from the first welfare theorem, we conclude that the trip vector z* necessarily max-
imizes the total social welfare (Theorem 1 in [Ostrovsky and Schwarz [2019]); i.e., * is an

optimal solution of the following optimal trip organization problem:

max () = 3 3V, b
beB reR (IP)

s.t. x satisfies (b.3a]) — (5.3¢),

where S(z) is the social welfare of all trips given by x.

5.3 Primal and Dual Formulations

In this section, we show that there exists a market equilibrium if and only if the linear
relaxation of the optimal trip organization problem has integer optimal solutions. We
also show that the equilibrium outcomes can be derived from the optimal solutions from the

linear relaxation and its dual programﬁ

SFor simplicity, we assume that this platform is a simple non-strategic market mediator and does not
charge a fee for organizing trips. However, a non-negative constant fee can be added to the model without
changing the results. In such an implementation, each rider m € M reports their preference parameters
(@™, ™, 7™ ™)

"The computed market equilibrium depends on the reported preference parameters (a, 3, ). For simplic-
ity, we drop the dependence of (z*,p*, 7*) with respect to these parameters in notation.

8 All results in this section hold for arbitrary trip values V = (Ve(0)pen rer:

108



We first introduce the linear relaxation of and its dual formulation.

The primal
linear program is as follows:
max  S(z) = Y Vi(b)z.(b),
; beB reR
st Y Y x(b) <1, VmeM, (LP.a)
reR bom
S wb) < Veek, (LPD)
re beB
z.(b) >0, Vbe B, VreR. (LP.c)

Note that the constraint x,.(b) < 1 is implicitly included in (LP.a), so it is omitted.

By introducing dual variables v = (u™),,,, for constraints (LP.a)) and 7 = (7.),. for
constraints (LP.b)), the dual program of (LP]) can be written as follows:

min  U(u,7) = Z um-f—ZQeTe

meM ecl
s.t. Zum + ZTe >V,.(b), VYbe B, VreR, (D.a)
meb ecr
u >0, 7.>0, VYmeM, Ve€ekFE. (D.b)

Theorem 5.1. A market equilibrium (x*,p*, 7*) exists if and only if (LP) has an optimal
integer solution. Any optimal integer solution x* of (LP|) is an equilibrium trip vector, and

any optimal solution (u*,7*) of @ 15 an equilibrium utility vector and an equilibrium toll

vector. The equilibrium price vector p* is given by:

Pt = Z Zx:(b)v,’,"(b) —u™,  Vm e M. (5.11)

reER bSm
Thus, the question of existence of market equilibrium is equivalent to resolving whether
there exists an integer optimal solution for the LP relaxation of the optimal trip problem.
This result follows from the fact that the four properties of market equilibrium, namely
individual rationality, stability, budget balance, and market clearing are equivalent to the

constraints of (LP|) and @, and the complementary slackness conditions. From strong
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duality, a market equilibrium exists if and only if the optimality gap between the linear
relaxation and the integer problem is zero. Hence, the linear relaxation (LP)) must
have an integer optimal solution, which is the equilibrium trip vector z*.

Theorem turns the problem of finding sufficient conditions on the existence of market
equilibrium to finding conditions under which has optimal integer solutions. Moreover,
it enables us to compute market equilibrium as optimal solutions of and (D).

As a consequence, we obtain that the total toll prices of shorter routes (routes with lower

travel time) must be no less than that of the longer ones (routes with higher travel time).

Corollary 5.1. In any market equilibrium (z*,p*, 7*), for any r,v" € R such that t, > t,,

2667‘ Te* S zeer’ Te*'

This result is intuitive since for all rider groups, taking a shorter route results in a higher
trip value than taking a longer route. Therefore, the toll price (which is charged per unit

capacity) of shorter routes must be no less than that of longer routes.

5.4 Existence of Market Equilibrium

We characterize the sufficient conditions on network topology and trip values under which
the there exists a market equilibrium. We first present an example when market equilibrium

does not exist on a wheatstone network.

Example 5.1. Consider the wheatstone network as in Fig. [5-2] The capacity of each edge
in the set {ey, es, e3,€4} is 1, and the capacity of edge e; is 4. The travel time of each edge
isgiven by t1 = 1,1, =3,t3=3,t4, =1, and t5 = 0.

The maximum capacity of vehicle is A = 2. Three riders m = 1,2,3 travel on this
network. Riders have identical reference parameters: value of trip o™ = 7, value of time
g™ = 1, zero carpool disutility, i.e. 7™(d) = 0 and y™(d) = 0 for any d = 1,2 and any
m € M, and zero trip cost parameters, i.e. 0 =0, d = 0.

We define the route ej-ey as rq, ej-es-e4 as 19, and ez-e4 as r3. Then, trip values are:
Vi(m) = Vi(m) = 3, and Vao(m) = 5 for all m € M; Vi(m,m') = Vs(m,m’) = 6, and
Vao(m,m') = 10 for all m,m’ € M. The unique optimal solution of the linear program (LP)
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on this network is z7(1,2) = x3(2,3) = x3(1,3) = 0.5, and S(z*) = 11. That is, (LP)) does

not have an integer optimal solution, and market equilibrium does not exist (Theorem [5.1]).

>

63 6‘4

Figure 5-2: Wheatstone network

We define a network to be series-parallel if a Wheatstone structure as in Example is

not embedded.

Definition 5.2 (Series-Parallel (SP) Network Milchtaich! [2006]). A network is series-parallel
if there do not exist two routes that pass through an edge in opposite directions. Equivalently,
a network s series-parallel if and only if it is constructed by connecting two series-parallel

networks either in series or in parallel for finitely many iterations.

Our next theorem shows that market equilibrium is guaranteed to exist if the network is
series-parallel (i.e. the Wheatstone structure is not embedded) and riders have homogeneous

carpool disutilities.

Theorem 5.2. Market equilibrium (z*, p*, 7*) exists if the network is series-parallel and all

riders have identical carpool disutility parameters, 1.e.
7"(d) =7n(d), A™(d)=~(d), Vd=1,...,A, VYm € M. (5.12)

Theorem shows that the sufficient conditions for equilibrium existence include (i)
network is series-parallel and (ii) riders have homogeneous levels of carpool disutility. We
emphasize that condition (ii) does not exclude heterogeneity in riders’ trip values since they
can still have different trip values and values of time. These two conditions provide useful
guidelines for designers of the autonomous transportation systems. Particularly, condition
(i) suggests that the transportation authority should avoid embedding a Wheatstone net-

work structure in designating a subset of routes for the autonomous carpooling service. On
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the other hand, condition (ii) implies that rider groups that can be differentiated due to dif-
ferent levels of carpool disutilities should be allocated to differently sized autonomous cars.
These guidelines ensure that the socially optimal trips can be organized through this market
mechanism.

Our proof of Theorem has three parts: Firstly, we compute an integer route capacity

vector k* = (k) where R* 2 {R|k: > 0} is the set of routes that are assigned positive

reRs
capacity and k; is the integer capacity of each route r. We show that when the network
is series-parallel, any optimal trip vector for the sub-network with routes R* and capacity
vector k* is also an optimal trip vector for the original network (Lemma .

Secondly, we argue that mathematically the problem of trip organization on the sub-
network with capacity vector k* can be viewed as a problem of allocating goods in an
economy with indivisible goods, and the existence of integer optimal solution is equivalent
to the existence of Walrasian equilibrium in the economy (Lemmas and .

Thirdly, we show that when riders have homogeneous carpool disutility parameters, the
trip value functions satisfy gross substitutes condition. This condition is sufficient to ensure
the existence of Walrasian equilibrium in the equivalent economy (Lemmas and .

These three parts ensure that the trip organization problem on the sub-network with
capacity vector £* has an integer optimal solution, and this solution is also an integer optimal
solution of . From Theorem , we know that the existence of market equilibrium is
equivalent to the existence of integer optimal solution in . Therefore, we can conclude
that a market equilibrium exists.

The rest of this section presents the lemmas corresponding to each of the three parts.

The proofs of these lemmas are included in Appendix [C.1]

Part 1. We first compute the route capacity vector k* by a greedy algorithm (Algorithm .
The algorithm begins with finding a shortest route of the network r,,;,, and sets its capacity
as k; .~ = Mineg, , g., which is the maximum possible capacity that can be allocated to
Tmin- After allocating the capacity k; = to route 7, the residual capacity of each edge
ON Tpip is Teduced by £y . We then repeat the process of finding the next shortest route
and allocating the maximum possible capacity to that route until there exists no route with

positive residual capacity in the network.
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Note that in each step of Algorithm [I], the capacity of at least one edge is fully allocated
to the route that is chosen in that step. Therefore, the algorithm must terminate in less than
| E| number of steps. The algorithm returns the capacity vector k*, where R* = {R|k} > 0} is
the set of routes allocated with positive capacity, and the capacity of each r € R* is k. The
remaining routes in R\ R* are set with zero capacity. Since the network is series-parallel, the
total capacity given by the output of the greedy algorithm equals to the network capacity C'
(Bein et al|[1985]), i.e. Y 5. ki = C.

Moreover, the shortest path of the network in each step can be computed by Dijkstra’s
algorithm with time complexity of O(|N|?), where | N| is the number of nodes in the network.

Therefore, Algorithm |1| has time complexity of O(|N|?|E|).

ALGORITHM 1: Greedy algorithm for computing route capacity
Initialize: Set k. < q., Ve € E; k, < 0, Vr € R; E + E;

(timins Tmin) < Shortest Route(E);
while %, < oo do

*

S Mminee,, . l%e;
for e € r,,;, do
ke < ke — k2
if l%e = (0 then
‘ E« E \ {e};
end

9

end

(tmins Tmin) <— Shortest Route(E);
end
Return £*

Next, we consider the sub-network comprised of routes in R* with corresponding route

capacities given by k*. Analogous to (LP)), the linear relaxation of optimal trip organization

problem on this sub-network is given by:

max S(z) =30 3 V() (b)

beB reR*

st Y Y x(b) <1, Vme M, (LPk*.a)

reER b>m

D a(b) < kP, VreR, (LPE*.b)

beB
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z.(b) >0, Vbe B, VreR", (LPk*.c)

where (LPk*.al) ensures that each rider is in at most one trip, and (LPE*.b)) ensures that the

total number of trips in each route r does not exceed the route capacity k given by k*.

Lemma 5.1. If the network is series-parallel, then any optimal solution of (LPkY) is an
optimal solution of (LP).

To prove Lemma , we first prove that any feasible solution of is also a feasible
solution of by showing that the capacity vector k* computed from Algorithm |1| satisfies
Y rse ki < qe for all e € E. Thus, the optimal value of is no higher than that of
D).

Next, we argue that for a series-parallel network, the optimal value of is no less
than that of ; hence, any optimal solution of must also be an optimal solution
of . We prove this argument by showing that for any optimal solution z* of , there
exists another trip vector z* such that z* is feasible in (LPKY), and S(z*) > S(2*). Hence,
2* must be an optimal solution of , and the optimal value of is no less than that
of (LP).

The key step of the proof is to construct such x*. Given any optimal solution z* of ,
we denote B 2 B>, cr 2*(b) > 0} as the set of rider groups with positive weights in &*,
and f(D) 2 Y oreR 2*(b) is the flow of each rider group b € B given #*. From (5-2), we re-write
the trip value function as V,(b) = z(b) — g(b)t,, where z(b) = Y omeh (@™ =T — olb|, and
g(b) = Y meh (ﬁm + vm(|l;|)> + 6]b| can be viewed as group b’s time sensitivity.

We construct x* by re-assigning the flows of rider groups in B to routes in R*. The
re-assignment procedure selects rider groups in B one-by-one in decreasing order of time
sensitivity g(IA)) Flows of the selected rider groups are first assigned to the shortest routes
in R* until the capacity of the route given k* is fully used. Then, we proceed to assign the
flows of rider groups to the second shortest route in R*. This procedure is repeated until the
flows of all groups in B are assigned to routes in R*.

The constructed trip vector z* is a feasible solution of because rider groups are

assigned to the subnetwork with routes in R*, and the flow assigned to each route does not
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exceed the capacity given by k*. Moreover, the re-assignment procedure does not change
the set of organized rider groups B given by #* or the flow of these groups, but simply re-
distributing these flows on routes in R* in a way that enables rider groups with higher time
sensitivity to take shorter routes. We prove by mathematical induction that the constructed
x* satisfies the inequality S(z*) > S(Z) when the network is series-parallel: If the inequality
holds on any two series-parallel networks, then it also holds on the network that is constructed

by connecting the two sub-networks in series or in parallel. Thus, we can conclude that the

optimal value of (LPE*|) and (LP|) are equal, and any optimal solution of (LPk*) is also an
optimal solution of (LP)).
In part 1, Lemma ensures that if (LPE*|) has an integer optimal solution, then that

solution must be an optimal integer solution of (LP). It remains to show that (LPA*)) indeed

has an integer optimal solution.

Part 2. In this part, we first construct an augmented trip value function that is monotonic
in the rider group. Then, we construct an auxiliary network comprised of parallel routes
with unit capacities based on the set of routes given by k*. We show that has an
integer optimal solution if and only if the linear relaxation of the trip organization problem
on the auxiliary network with the augmented value function has integer optimal solution.
Moreover, the trip organization problem on the auxiliary network with the augmented value
function is equivalent to an allocation problem in an economy with indivisible goods. The
existence of optimal integer solution is equivalent to the existence of Walrasian equilibrium
in this economy.

To begin with, we introduce the definition of monotonic trip value function as follows:

Definition 5.3 (Monotonicity). For each r € R, the trip value function V, is monotonic if

for any b, € B, V.(bUl) > V,.(b).

Monotonicity condition requires that adding any rider group ' to a trip (b,7) does not
reduce the trip’s value. The monotonicity condition may not be always satisfied in general
because of two reasons: First, if the size of riders |b U 0’| > A, then the trip (bU,r) is
infeasible, and the trip value is not defined. Second, even when |b U | < A, the value

V.(bU V') may be less than V,.(b) when the carpool disutility is sufficiently high.
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We augment V : B x R — N to a monotonic value function V : B x R — N, where
B 2 2M s the set of all rider subsets (including the rider subsets with sizes larger than A).

The value of V,.(b) can be written as follows:

V,.(b)2 max V.(b), VreR, VbeB. (5.14)

bCbh, beB

That is, the value of any rider group b € B on route r equals to the maximum value of a
feasible trip (b,7) where rider group b is a subset of b. The augmented value function V

satisfies the monotonicity condition.

We refer h,.(b) 2 arg maxycj, pep Vo(b) as the representative rider group of b for route
r. From (5.2), we can re-write the augmented trip value function V as a linear function of

travel time:

V.0 = 3 @ ="t - 3 (7" (I G))t) - (0 +0t) h(G), VbeB, VrekR.

meh,(b) mehy(b)

Next, we construct an auxiliary network given the set of routes R* with capacity vector
k* output from Algorithm[I} Specifically, we convert each route r € R* with integer capacity
kr to the same number of parallel routes each with a unit capacity in the auxiliary network.
We denote the route set of the auxiliary network as L = U,ep+L,, where each set L, is k;

number of routes converted from route r.

We now consider the trip organization problem on the auxiliary network with the aug-
mented trip value function. For each [ € L and each b € B, we define (5, l) as an augmented
trip. In this trip, the rider group h,(b) takes route [ of the auxiliary network, while the
remaining riders m € b\ h,(b) are not included in the trip. We denote the augmented
trip vector as y = (yl(g))l_)eé,leK € {0, 1}‘B‘XL, where y;(b) = 1 if the augmented trip (13, l)

is organized, and y;(b) = 0 if otherwise. The value of the augmented trip is defined as

Wi(b) = V,.(b) for any b € B, any [ € L, and any r € R*.

For any y € {0,11B*L we can compute a trip vector for the original optimal trip
organization problem z = x(y) € {0, 1}/B*% such that the actually organized trips given

by x = x(y) are the same as that given by y. In particular, for each route r € R*, and
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each augmented trip (l_), l) € B x L, such that (b) = 1, we choose a representative rider
group b € h,(b) and set a:r(l;) = 1 for the original trip (l;, r> that represents the organized
augmented trip (Z_), l). We set z,.(b) = 0 for all other trips. Thus, the trip vector x = x(y)

can be written as follows:

Vr € R, YV (b,1) st.y(b) =1, 3b€ h,(b), s.t. 2,(b) =1, and 2,(b) = 0, Vb € B\ {b}
(5.15)

Hence, we write the linear relaxation of optimal trip organization problem on the auxiliary

network with the augmented trip value function as follows:

max S(y) = Z Z Wi(D)yi(b),

Y

beB leL
s.t. ZZyl(B) <1, Vme M, (LP-y.a)
leL b>m
> ub) <1, Ve, (LP-y.b)
beB
y(b) >0, Vbe B, VIie€L, (LP-y.c)

Lemma 5.2. The linear program has an integer optimal solution if and only if
has an integer optimal solution. Moreover, if y* is an integer optimal solution of
, then x* = x(y*) as in 18 an optimal integer solution of .

This lemma shows that finding an optimal integer solution of is equivalent to
finding an optimal integer solution of .

We finally show that the augmented trip organization problem is mathematically equiva-
lent to an economy G with indivisible goods, and the existence of market equilibrium in our
carpooling market is equivalent to the existence of Walrasian equilibrium of the economy.
In G, the set of indivisible “goods" is the rider set M and the set of agents is the route set
L in the auxiliary network. Each agent I’s value of any good bundle b € B is equivalent
to the augmented trip value function W;(b). Moreover, each good m’s price is equivalent to
rider m’s utility «™. The vector of good allocation is 3, where y;(b) = 1 if good bundle b

is allocated to agent [. Given any y, for each [ € L, we denote the bundle of goods that is
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allocated to [ as by, i.e. y(b;) = 1. If no good is allocated to I (i.e. Y ;.5%(b) = 0), then

by = 0. The Walrasian equilibrium of economy G is defined as follows:

Definition 5.4 (Walrasian equilibrium Kelso Jr and Crawford| [1982]). A tuple (y*,u*) is a

Walrasian equilibrium if

(i) For anyl € L, b € argmaxy.z W;(b) — > mep, W5 where by is the good bundle that is

allocated to | given y*

(it) For any m € M that is not allocated to any agent, (i.e. Y ,c; > 5amUi(b) = 0),

u™ = 0.

In fact, we can show that (LP-y|) has integer optimal solution if and only if Walrasian

equilibrium exists in this equivalent economy:

Lemma 5.3. The linear program has integer optimal solution if and only if a Wal-
rasian equilibrium (y*,u*) exists in the equivalent economy. Furthermore, y* is an integer
optimal solution of (LP-y), and z* = x(y*) as in is an optimal integer solution of
(LPE).

In part 2, from Lemmas [5.2] - .3 we turn the problem of proving the existence of
integer optimal solution in (LPA*)) to proving that the equivalent economy G has Walrasian

equilibrium.

Part 3. In this final part, we show that if the carpool disutility parameter 4™ is homogeneous
across all m € M, then Walrasian equilibrium exists in the economy G constructed in Part
2.

To begin with, we introduce the following definition of gross substitutes condition on

the augmented value function V. In this definition, we utilize the notion of marginal value

function V,.(b'|b) = V,.(bUb) — V,.(b) for all r € R and all b,b' C M.

Definition 5.5 (Gross Substitutes Reijnierse et al. [2002]). For each r € R, the augmented

trip value function V, is said to satisfy gross substitutes condition if

(a) For any b,b' C B such that b C b and anyi € M\V, V,(ilb') < V,.(i|b).
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(b) For all groups b € B and any i,j,k € M\ b,
Vi, 51b) + Vo (kIb) < max {V,.(i[b) + V. (4, kIb), V,(j|b) + V. (i, k[b)} . (5.17)

In Definition , (a) requires that the augmented value function V is submodular, i.e.
the marginal valuation of (Z_), 7’) decreases in the size of group b. Additionally, the gross sub-
stitutes condition also requires that the augmented value function satisfy (b). This condition
ensures that the sum of marginal values of {7, 5} and k is not strictly higher than that of
both i, {7, k} and j, {i, k}.

The following lemma shows that the augmented trip value function V satisfies gross

substitutes condition if all riders have a homogeneous carpool disutility.

Lemma 5.4. The augmented value function V, satisfies gross substitutes for all v € R if
all riders have homogeneous carpool disutility: v™(d) = v(d) for all d = 1,..., A and all
m € M.

In the economy G, since each agent I's value function W;(b) = V,.(b) for all b € B and
all [ € L,, the agents’ value functions W satisfy gross substitutes under the condition in
Lemmal5.4] Moreover, the value functions W are also monotonic. From the following result,
we know that a Walrasian equilibrium exists in economy with value functions that satisfy

monotonicity and gross substitutes conditions.

Lemma 5.5 (Bikhchandani and Mamer| [1997]). If W, satisfies the monotonicity and gross

substitutes conditions for all | € L, then Walrasian equilibrium (y*,u*) ezists.
Based on Lemmas [5.3] [5.4] and we conclude the following:

Lemma 5.6. The linear program (LPE*)) has an optimal integer solution if all riders have
homogeneous carpool disutilities, i.e. v"(d) = y(d) for allm € M and alld=1,..., A.

Lemma shows that has an optimal integer solution. From Lemma , we know
that this solution is also an optimal integer solution of . Therefore, we can conclude
Theorem [5.2) that market equilibrium exists when the network is series parallel and riders
have homogeneous carpool disutilities. In Sec. and [p.6] we assume that the sufficient
conditions in Theorem hold, and market equilibrium exists.
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5.5 Computing Market Equilibrium

In this section, we present an algorithm for computing the market equilibrium (z*, p*, 7).

The ideas behind the algorithm are based on Theorems [5.1] and their proofs.

Computing optimal trip vector x*. To begin with, one can obtain the optimal trip
vector z* following the proof of Theorem [5.2] In particular, we compute the route capacity
vector k* from Algorithm [I From Lemma we know that the optimal trip assignment
vector z* is an optimal integer solution of (LPK). Moreover, from Lemmas ~ .6 we
know that: (i) * can be derived from optimal solution y* on the auxiliary network with the
augmented trip value function W; and (ii) y* is the same as the optimal good allocation in
Walrasian equilibrium of the equivalent economy G. We introduce the following well-known

Kelso-Crawford algorithm (Algorithm [2)) for computing Walrasian equilibrium y*.

ALGORITHM 2: Kelso-Crawford Auction Kelso Jr and Crawford| [1982]

Initialize: Set v™ « 0 Vm € M; b, + 0, VIl € L;
while TRUE do
for € L do

| argmas ey, du(J1B) 2 {Wi(T UB) = Y 07— Sy (0 )}
if J; =0, VIl € L then
| break
else
Arbitrarily pick { with J;y # 0;
[_)[ — Z_)[ @) ‘]Z;
[_)lA<—ElA\JlA, Vi %ZA,
u™ —u" +€, Vm € J;.

Return (I_)l)

leL

Algorithm [2] begins with all riders having zero utilities v™ = 0 and all routes in the
auxiliary network being empty b; = (). In each iteration, we compute the set of riders .J;
who are currently not assigned to route | and maximize the function ¢;(.J;|b;), which equals
to the trip value minus the riders’ utilities when the set J; is added to b;. If there exists a
route | € L with J; # 0, then we choose one of such route [, and assign riders in J; to [. We
increase the utilities of these riders in J; by a small number e.

Algorithm [2] terminates when J; = ) for all [ € L. Given any € < when the

_1
2[M|?
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algorithm terminates, all routes are assigned with the rider set that maximizes its trip value

minus riders’ utilities. The trip vector based on (Bl)le ; 1s given by:

yi(b)=1, and vy (b)=0, Vbe B\{b}, VielL. (5.18)

The following lemma shows that y* is optimal under the conditions of monotonicity and

gross substitutes.

Lemma 5.7 (Kelso Jr and Crawford [1982]). For any € <
function W satisfies monotonicity and gross substitutes condition, then y* as in (5.18) is an

optimal integer solution of (LP-y]).

ﬁ; if the augmented value

Recall from Lemma [5.4] we know that when all riders have identical carpool disutility,
ie. y"(d) = v(d) for all d = 1,..., A, then the augmented trip value function V satisfies
gross substitutes condition. Since W;(b) = V,.(b) for all [ € L, and all r € R, W also satisfies
gross substitutes condition. Therefore, y* is a Walrasian equilibrium good allocation vector
in the equivalent economy G, and from Lemmas [5.1]~[5.3] the vector 2* = x(y*) as in (5.15)
is an optimal trip vector in market equilibrium.

In each iteration of Algorithm , we need to compute the set J; € arg max ;c g, Gi(Ji|by)
for each [ € L. Since the value function W;(b) is monotonic and satisfies gross substitutes
condition, J; can be computed by a greedy algorithm, in which riders are added to the set
J; one by one in decreasing order of the difference between the rider’s marginal trip value
Wi(mlb, U J)) = Wi({m} Ub, U J;) — Wy(b; U J;) and their utility «™ (Kelso Jr and Crawford
[1982]). Since Wy(b) = V,(b) as in (5.14)), and all riders have identical carpool disutility

parameter, we can write W;(b) as follows:

W) =V,(0)= > (a"=p"t)— > (x(|h(B)]) + 7(|he(B))tr) — (o + 6t,) [ (B)]

mehr(b) mEhr(T))

- 3 =0 ®)), VieL. VheB,

m&hr(b)

A — — — — —
where ™ = o™ — 8™¢,, and 0(|h,(b)[) = (7(|h(b)]) + o) [ B)| + (v(|Rr (D)]) + 6) | A (D)2
The representative rider group h,.(b) for any trip (B, 7“) € B x R can be constructed by
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selecting riders from b in decreasing order of ™, and the last selected rider 7 (i.e. the rider

in h,(b) with the minimum value of ") satisfies:

= 0(|he (0)]) — O(|he (D)] — 1)

Thus, adding rider m to the set h,.(b) \ {/} increases the trip value, but adding any other

riders decrease the trip value, i.e.

0 < 00k ()] + 1) = 6k B)).  Vm €5\ Ry (D).

Therefore, the set h,(b) includes all riders with ™ > 7™ in b.

We can compute the set J; < argmax ;c g, &1(J |b;) in each iteration of Algorithm
using Algorithm [3] In this algorithm, we first compute the size of the representative rider
group h = |h.(b)|, then we add riders not in b; into J; greedily according to their marginal
trip value minus utility. Note that for computing marginal trip value, we do not need to

compute the augmented trip value function W;(b), but simply need to keep track of the

representative rider group size h.

ALGORITHM 3: Computing J,
Initialize: Set J; < 0, h < 0, b < by;
while TRUFE do

m <— arg max,, j, "

if n" < (9(5 +1)— H(iL)) t; then
| break

else

| B h41, b« b\ {m}
while TRUFE do ‘

J + arg MaX;e\ (5u.,) n — u;

if pl —u < (9(}3 1) 9(71)) #; then
| break

else~ )
| A h+1, J « JU{j}

l:ieturn J

We next discuss the time complexity of Algorithm [2} The time complexity of computing
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J; as in Algorithm [3is O(| M) for each I € L (each rider is counted at most once in Algorithm
. Additionally, we know from Sec. that the sum of route capacities given k* equals to
the maximum capacity of the network C'. Thus |L| = C, and the time complexity of each
iteration of Algorithm [2|is O(|M|C). Moreover, riders’ utilities are non-decreasing and at
least one rider increases their utility by € in each iteration. Besides, riders’ utilities can not
exceed the maximum trip value V},,., because otherwise J; = () for all [ € L regardless of
the assigned set b;; thus Algorithm [2l must terminate before the utility exceeds V.. We
can conclude that Algorithm [2 terminates in less than MV}, /e iterations, and its time
complexity is O (Yze=|M?C).

We summarize that z* is computed in the following two steps:
Step 1: Compute the optimal route capacity vector £* from Algorithm . |§|
Step 2: Compute y* from Algorithm [2] Derive the optimal trip organization vector z* =
X(y")-
Computing equilibrium payments p* and toll prices 7*. Given the optimal trip
vector x*, we compute the set of rider payments p* and toll prices 7* such that (z*, p*, 7*) is
a market equilibrium. Recall from Theorem the riders’ utilities and toll prices (u*, 7*) in
any market equilibrium are optimal solutions of the dual program @ Sec. constructed
the augmented trip value function V, which satisfies monotonicity and gross substitutes
conditions. Following the same proof ideas as in Theorem we can show that the utility
vector u* and toll prices 7* also can be solved from the following dual program with the

augmented trip value function:

min  U(u,7) = Z um—l-quTe

meM eceE
s.t. Zum + ZTe >V,.(b), Vbe B, VreR, (D.a)
meb eer
u" >0, 7,20, YmeM, VeelL. (B.b)

The linear program has |M|+|E| number of variables and | R| x | B| number of constraints.

This linear program can be solved by the ellipsoid method. In each iteration of this method,

91f the network is parallel, then this step can be omitted, and the vector k* = (@) rer-
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we need to solve a separation problem to decide whether or not a solution (u, 7) is feasible,
and if not find the constraint that it violates. Since the trip value function V' is monotonic and
satisfies the gross substitutes condition, we can solve the separation problem using Algorithm
. For each route r € R, we compute b, € argmaxcz{V,(b) — >, u™} = argmaxy.
using the same greedy algorithm as in Algorithm Then, by checking whether or not
> e, W D e, Te = Vi(by), we can determine if the constraint is satisfied for all
route r € R. In this way, we solve the separation problem in time polynomial in |M| and |R).
Thus, the optimal solution of can also be solved by ellipsoid method in time polynomial
in |[M| and |R)|.

Finally, given any optimal solution (u*, 7*), the riders’ payment vector p* can be obtained
from (5.4). Thus, we obtain (z*,p*, 7*) as a market equilibrium.

Notice that the set of equilibrium utility and toll prices (u*,7*) may not be single-
ton. From strong duality theory, we know that the sum of riders’ equilibrium utilities and
toll prices, must equal to the optimal social welfare given the organized trips in z*, i.e.
Yomem WY cpet; = S(2*). Therefore, different market equilibria can result in differ-
ent splits of social welfare between the riders’ utilities and the collected toll prices. Next, we
highlight a specific market equilibrium that provides the maximum share of social welfare to

riders and collects the minimum tolls.

5.6 Strategyproofness and Maximum Rider Utilities

In this section, we consider the situation where the market is facilitated by a platform that
implements a market equilibrium based on the reported preferences of each rider. Two
questions arise in this situation: The first is whether or not riders truthfully report their
preference parameters to the platform. The second is which market equilibrium is imple-
mented and how it determines the splits between riders’ utilities and collected tolls. We
show that there exists a strategyproof market equilibrium under which riders truthfully re-
port their preferences. Moreover, this market equilibrium also achieves the maximum utility
for all riders and the total toll is the minimum.

We first introduce the definition of strategyproofness. To distinguish between the true
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preference parameters and the reported preference parameters, we denote the reported pa-
rameters as o and B/ The corresponding market equilibrium is denoted (a:*/,p*/,T*/).
The utility vector under market equilibrium with the true preference parameters (resp. re-
ported preference parameters) u* (resp. u*) can be computed as in (5-4). We say that a
market equilibrium is strategyproof if no rider can gain higher utility by mis-reporting their

preference parameters.

Definition 5.6 (Strategyproofness). A market equilibrium (z*, p*, 7*) is strategyproof if for

any preference parameters o # o and 8 # B, u™ > u™ for allm € M.

We next define the Vickery-Clark-Grove (VCG) Payment vector. For each m € M,
we denoted x~™* as the optimal trip vector when rider m is not present. The social wel-

fare for riders in M \ {m} given the optimal trip vector x=™* is denoted S~ (x~™*) =

Y ven 2orer Vr(b)z,™(b) , and the social welfare for riders in M \ {m} with z* is S_,,(z*) =
S(2%) = 2bom 2orer 0 (0)27 (D).

Definition 5.7. A VCG payment vector pt = (me) 15 given by:

meM

p™ =S (7™ = S_n(z%), Vm € M. (5.20)

In VCG payment vector ([5.20]), each rider m’s payment is the difference of the total trip
values for all other riders with and without rider m, i.e. p™ is the externality of each rider
m on all other riders. Under the optimal trip vector z* and the VCG payment vector p', the

utility vector ul = (umT)me A 18 given by:
wt S S o) v D s - 5,6, vmeM (521
bo>m reR

That is, the utility of each rider m € M is the difference of the optimal social welfare with

and without rider m.

Lemma 5.8 (Vickrey| [1961]). A market equilibrium is strategyproof if the payment vector
is pt.

10We assume that riders have homogeneous carpool disutility that is known by the platform.
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The next theorem shows that there exists a strategyproof market equilibrium (x*, o, TT),
in which the equilibrium payment vector is p' and the riders’ utility vector is . Moreover, all
riders’ utilities in this equilibrium are higher than that under any other market equilibrium,

and the total collected tolls is the minimum.

Theorem 5.3. A strategyproof market equilibrium (:v*, pT,TT) exists, and the equilibrium

utility vector is u'. Moreover, given any other market equilibrium (x*,p*, 7%),

u™ > u™, Yme M, and quﬂ < quT:.
c€E c€E

We denote the set of u* in the optimal solutions of the dual problem @ as U*. From
Theorem [5.1, we know that the strategyproof equilibrium exists if and only if there exists a
toll price vector 71 such that (uT, TT) is an optimal solution of @, i.e. u' given by
is in U*. Moreover, to show that u' achieves the maximum equilibrium utility, we need to
further prove that u' is the maximum component in the set U*.

We proceed in three steps: Firstly, Lemma [5.9 shows that the set U* is equivalent to the
set of utility vectors in the optimal solution set of the dual program of . Secondly,
the set of optimal utility vectors in the dual program of is the same as the set of
prices in Walrasian equilibrium of the equivalent economy constructed in Sec. H (Lemma
. Finally, the set of good prices in Walrasian equilibrium is a complete lattice, and the
maximum component is u' as in (5.21)) (Lemma [5.11)). Therefore, we can conclude that U*
is a complete lattice, and u! is the maximum component in U*.

We now present the formal statements of these lemmas and their proof ideas. The proofs

are included in Appendix [C.3]

Lemma 5.9. A utility vector u* € U* if and only if there exists vector X* = (X)), p such

that (u*, \*) is an optimal solution of the following linear program:

mi)\n Z u™ 4 Z kXA,

meM reR*

st. Y u"+ A\ >V,(b) VreR, VbeB, (Dk*.a)
meb
u™ >0,\>0, VmeM, VreR", (DEk*.b)
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where A, s the dual variable of constraint (LPk*.b|) for each r € R.

In , the dual variable )\, can be viewed as the toll price set on each route r € R*.
We note that is less restrictive than @, which is the dual program on the original
network, in two respects: Firstly, constraints are only set for the set of routes R* of
the sub-network rather than on all routes in the whole network. Secondly, the toll prices
A in are set on routes instead of on edges as in 7 of @ Any edge toll price vector
can be equivalently represented as toll prices on routes by summing the tolls of all edges on
7, for

any route. Therefore, given any feasible solution (u,7) of (D)), (u, A) where A, = 3
each r € R* is also feasible in (DE)).

ecr

We can check that for any optimal solution (u*,7*) of (D)), the vector (u*, \*) — where
A =3, 72 for each r € R* — must also be optimal in (DE¥). That is, the set U* is a subset
of the optimal utility vectors in . This result follows from strong duality theory and
Lemma [5.1; From the strong duality theory, the optimal values of the objective function in
(Dk*) (resp. (LP))) equals to the optimal value of the primal problems (LP)) (resp. (LPEY)).
From Lemma [5.1] we know that the optimal trip organization vector is the same in both

[LP) and (CPY). Thus, the optimal value of (D)) is the same as that of (LPEY). Since

the value of the objective function with (u*,7*) equals to that with (u*, \*), we know that
(u*, \*) must be an optimal solution of (DE¥).

Furthermore, we can show that for any optimal solution u* of , there must exist an
edge toll vector 7% such that (u*,7*) is an optimal solution of . That is, any equilibrium
utility vector with route toll prices on the sub-network can also be induced by edge toll prices
on the original network. This result relies on the fact that the network is series parallel, and
it is proved by mathematical induction.

Lemma [5.9 enables us to characterize the riders’ utility set U* using the less restrictive
dual program (DE*). Recall that in Sec. , we have shown that the trip organization prob-
lem on the constructed augmented network with the augmented value function is equivalent
to an economy with indivisible goods (Lemma . The next lemma shows that the set U*

is the same as the set of Walrasian equilibrium prices in the equivalent economy.

Lemma 5.10. A utility vector u* € U* if and only if there exists y* such that (y*,u*) is a
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Walrasian equilibrium of the economy.

Moreover, since the augmented trip value function W is monotonic and satisfies gross
substitutes condition, the set of Walrasian equilibrium price vectors is a lattice, and has a

maximum component.

Lemma 5.11 (Gul and Stacchetti [1999]). If the value function W satisfies the monotonicity
and gross substitutes conditions, then the set of Walrasian equilibrium prices is a lattice and

has a maximum component ul = (umT)meM as in (5.21)).

From Lemmas — b.11] we know that u' is the maximum component in the set U*.
That is, there exists a toll price vector 71 = (TT) ek such that (uT, TT) is an optimal solution
of @, and hence (x*, pl, TT) is a market equilibrium. From Lemma , we know that this
market equilibrium is strategyproof. Moreover, all riders achieve the maximum equilibrium
utilities in the equilibrium. Since )\, u™ 4> .5 qe7; = S(z*) for any market equilibrium
(z*,u*,7*), this also implies that the total amount of tolls > . ¢e7! that is collected in
market equilibrium (z*,pf, 77) is the minimum. We thus conclude Theorem .

Finally, we discuss the computation of the market equilibrium (x*, pf, TT). In particular,
the optimal trip assignment z* can be computed in two steps described in Sec. using
Algorithms [1] -2} Then, we re-run Algorithm [2] given &* and rider set M \ {m} to compute
x~™ for each m € M. We compute the utility vector u' (resp. payment vector p') as in
(5.21)) (resp. ((5.20))).

For any e € E, weset 7] =0if Y, 5> -, z5(b) < ¢e. From . we know that 77 is any

7‘96

vector that satisfies the following constraints:

ZT rglagiv ZumT Vr € R*,
S

eer meb (5.23)
Y orl>maxV,(b) - > uwm, VreR\ R
eecr beB meb

Finding a vector 7' that satisfies constraints in ([5.23)) is equivalent to solving a linear program
with a constant objective function and feasibility constraints (5.23)). This linear program can
be computed by the ellipsoid method, in which the separation problem in each iteration is to

check whether or not the toll price vector 7' satisfies the feasible constraints in (5.23). Since
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the augmented trip value function V satisfies monotonicity and gross substitutes condition,
we can compute the right-hand-side value of the constraint in using Algorithm [3] in
time O(|M|) for each r € R. That is, the separation problem in each iteration can be
computed in polynomial time of |M| and |R|. Therefore, a toll vector 7' that satisfies

can be computed in polynomial time of |M| and |R|.

5.7 Discussion

In this chapter, we studied the existence and computation of market equilibrium for organiz-
ing socially efficient carpooled trips over a transportation network using autonomous cars.
We also identified a market equilibrium that is strategyproof and maximizes riders’ utilities.
Our approach can be used to analyze incentive mechanisms for sharing limited resources in
networked environment.

One interesting direction for future work is to characterize equilibrium in a transporta-
tion market when riders belong to different classes that are differentiated by their carpool
disutility levels. In this situation, riders with different carpool disutilies may be grouped
into trips that are organized using different vehicle sizes to reflect the riders’ car sharing
preferences.

A more general problem is to design market with both autonomous and human-driven
carpooled trips, wherein riders may have different preferences of over these service types. A
pre-requisite to the design of such a market is quantitative evaluation of how autonomous and
human-driven vehicles differ in terms of their utilization of road capacity and the incurred
route travel times [Jin et al.| [2020]. Analysis of differentiated pricing and tolling schemes
corresponding to trip assignments between the two service types is an interesting and relevant
problem for future work.

Finally, the study of equilibrium outcomes and welfare implications when the autonomous
carpooling market is not perfectly competitive is important from both market design and
implementation viewpoints. When a few major entities (or platforms) control the provision
of autonomous mobility services, it is important to study how the competition among these

platforms affects the usage of road capacity, efficiency of carpooled trips, and toll prices
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needed to relieve network congestion. The results presented here can serve as a benchmark
for evaluating the impacts of imperfect market competition in transportation markets enabled

by autonomous cars.
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Chapter 6

Security Analysis of Transportation

Systems

6.1 Introduction

Transportation systems are undergoing a paradigm shift, thanks to the advances in comput-
ing and networking technologies that have enabled a range of functionalities for both infras-
tructure operators and travelers. The operations of information technologies and platform-
based services featured in Chapters [2[ —[5| rely on ubiquitous sensing and actuation capabil-
ities, mobile and embedded computing with smartphones, and deep penetration of wireless
communications networks. However, a significant drawback of information modernization is
lowered security of transportation systems, caused by the exposure to cyber insecurities.

In recent years, several hacking incidents have been reported on transportation systems.
For example, in December 2011, hackers executed an attack on the Northwest railway system
for two days according to an official agency memo (Zetter| [2017]). Hacking incidents to sub-
way systems (both real and staged) have been also reported on the Toronto transit message
system (Rosencrance| [2006]), the ticketing systems on the Moscow subway (Owanal [2012])
and the Bay Area Transit Systems (Hackett| [2016]). More recently, successful cyber attacks
have been demonstrated on traffic monitoring sensors (Zetter| [2017], Reilly et al.| [2015]),
dynamic message signs (Mettler| [2016]), traveler information systems (Bonaventure| [2016]),

and signal controllers (Jacobs [2014], Ghena et al.| [2014]). Additionally, the emergence of
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network-based, (semi-)autonomous vehicle applications is expected to bring such threats to
the forefront (Lowy| [2015], Petit and Shladover| [2015]), especially since most automobile
manufacturers currently lack the capability to fully protect vehicle control systems against
hacking.

Two of the well-recognized security concerns faced by infrastructure operators are: (i)
How to prioritize investments among facilities that are heterogeneous in terms of the impact
that their compromise can have on the overall efficiency (or usage cost) of the system? and
(ii) Whether or not an attacker can be fully deterred from launching an attack by proactively
securing some of the facilities?

In this chapter, we address these questions by focusing on the most basic form of strate-
gic interaction between the system operator (defender) and an attacker. In particular, the
attacker incurs a cost in compromising a facility and chooses among a set of critical facil-
ities, possibly in a randomized manner. On the other hand, the defender faces the choice
of which facilities to secure and with what level of security investment cost. The costs
of attack/defense reflect the attacker/defender’s technological capabilities in launching an
attack/defense. If an undefended facility is targeted by the attacker, its functionality is
compromised, and the outcome is evaluated as a reduction in the overall user welfare of the
physical infrastructure system. Naturally, the defender aims to maintain a low usage cost,

while the attacker wishes to increase the usage cost.

We model the attack and defense as a normal form (simultaneous) or a sequential (Stack-
elberg) game. The normal form game is relevant to situations in which the attacker cannot
directly observe the chosen security plan, whereas the sequential game applies to situations
where the defender proactively secures some facilities, and the attacker can observe the de-
fense strategy. In both games, we provide a complete characterization of the equilibrium
structure in terms of the relative vulnerability of different facilities and the costs of de-
fense/attack. These results add value to the study on the allocation of defense resources on
facilities against strategic adversaries (Powell [2007], Bier et al.| [2007], Bell et al.| [2008], Bier
and Hausken| [2013|, |Alderson et al.| [2011], and Brown et al.| [2006]).

Furthermore, we find that the defender’s utility in the sequential game is no less than

that in the normal form game. This phenomena has been long identified as the first mover
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advantage in two player games with mixed strategies (Basar and Olsder| [1998]| (pp. 126),
Von Stengel and Zamir| [2004]). We characterize the precise conditions on the attack and
defense costs for which the first mover advantage for the defender is strictly positive. That is,
we identify situations in which the defender can secure better system performance against the
attacker or even completely deter the attack by proactively allocating security investments
according to the equilibrium strategy.

The chapter is structured as follows: In Sec. [6.2], we introduce the model of both games,
and discuss the modeling assumptions. We provide preliminary results to facilitate our
analysis in Sec. [6.3] Sec. characterizes NE, and Sec. characterizes SPE. Sec.
compares both games. All proofs are included in Appendix [D]

6.2 Model

6.2.1 Attacker-Defender Interaction: Normal Form versus Sequen-

tial Games

Consider an infrastructure system modeled as a set of components (facilities) E. To defend
the system against an external malicious attack, the system operator (defender) can secure
one or more facilities in £ by investing in appropriate security technology. The set of facili-
ties in question can include cyber or physical elements that are crucial to the functioning of
the system. These facilities are potential targets for a malicious adversary whose goal is to
compromise the overall functionality of the system by gaining unauthorized access to certain
cyber-physical elements. The security technology can be a combination of proactive mecha-
nisms (authentication and access control) or reactive ones (attack detection and response).
Since our focus is on modeling the strategic interaction between the attacker and defender
at a system level, we do not consider the specific functionalities of individual facilities or the
protection mechanisms offered by various technologies.

We now introduce our game theoretic model. Let us denote a pure strategy of the
defender as sy C E, with s; € S; = 2%, The cost of securing any facility is given by the

parameter p; € R.o. Thus, the total defense cost incurred in choosing a pure strategy sq is
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|s4| - pa, where |s4| is the cardinality of sy (i.e., the number of secured facilities). The attacker
chooses to target a single facility e € E or not to attack. We denote a pure strategy of the
attacker as s, € S, = EU{0}. The cost of an attack is given by the parameter p, € Ry,
and it reflects the effort that attacker needs to spend in order to successfully targets a single
facility and compromise its operation.

We assume that prior to the attack, the usage cost of the system is Cjy. This cost
represents the level of efficiency with which the defender is able to operate the system for its
users. A higher usage cost reflects lower efficiency. If a facility e is targeted by the attacker
but not secured by the defender, we consider that e is compromised and the usage cost of
the system changes to C.. Therefore, given any pure strategy profile (sg4, s,), the usage cost
after the attacker-defender interaction, denoted C/(sq, s4), can be expressed as follows:

C., if s, = e, and s4 Z e,

C(Sa, Sq) = (6.1)
Cy, otherwise.

To study the effect of timing of the attacker-defender interaction, prior literature on
security games has studied both normal form game and sequential games (Alpcan and Baysar
[2010]). We study both models in our setting. In the normal form game, denoted I', the
defender and the attacker move simultaneously. On the other hand, in the sequential game,
denoted f, the defender moves in the first stage and the attacker moves in the second stage
after observing the defender’s strategy. We allow both players to use mixed strategies. In I,

we denote the defender’s mixed strategy as o = (0a(s4)) € A(Sq), where o4(sq) is the

$4€S4
probability that the set of secured facilities is s4. Similarly, a mixed strategy of the attacker
is o, 2 (0a(8a)),,es, € A(Sa), where o4(s,) is the probability that the realized action is
Sq. Let 0 = (04,0,) denote a mixed strategy profile. In I, the defender’s mixed strategy
5.2 (0a(84)),,es, € A(Sa) is defined analogously to that in I The attacker’s strategy is a
map from A(Sy) to A(S,), denoted by 7,(c4) 2 (0a(84:04)),,cs, € A(Sa), where 74(54,04q)
is the probability that the realized action is s, when the defender’s strategy is g4. A strategy
profile in this case is denoted as 0 = (04, 04(74)).

The defender’s utility is comprised of two parts: the negative of the usage cost as given

in (6.1]) and the defense cost incurred in securing the system. Similarly, the attacker’s utility
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is the usage cost net the attack cost. For a pure strategy profile (sq,s,), the utilities of

defender and attacker can be respectively expressed as follows:
Uq(Sd; 8a) = —C(84,8a) = P~ |8dl;  Ua(Sd; 8a) = C (845 8a) — Pa - 1{5a # @}-

For a mixed strategy profile (o4, 0,), the expected utilities can be written as:

1(00,00) = > Y ua(54,50) - 0alSa) - 0a(5a) = —Eo[C] = pa - Eo,[sall, (6.2a)
SqESY Sa €Sa
(00,00) = Y > ua(54,50) - 0a(5a) - 0a(84) = Eo[C] = pa - B[] 0], (6.2b)

SqESY Sa €Sa

where E,[C] is the expected usage cost, and E,,[|s4|] (resp. E,,[|s4]]) is the expected number
of defended (resp. targeted) facilities, i.e.:

— Z Z C(Sa, Sa) - 0a(Sa) - a(8a),

8a€8Sa 84€Sq
0' ’3d’ ‘Sd‘ad Sd cra |5a| Ua
d

$4€S4 e€E

An equilibrium outcome of the game I is defined in the sense of Nash Equilibrium (NE).

A strategy profile o* = (0, 0}) is a NE if:

Ud(Ud, ) > Ud((fd, Z) VO’d € A(Sd),
Ua(0y,03) > Ua(0y,04), Vou € A(S,).

In the sequential game f, the solution concept is that of a Subgame Perfect Equilibrium
(SPE), which is also known as Stackelberg equilibrium. A strategy profile " = (¢}, 7%(74))
is a SPE if:

Ua(0g,04(03)) = Ua(Ga, 54(04)), Voa € A(Sa), (6.3a)
Ua(5d75;(5d)) > Ua(?id,&a(?rd)), ng € A(Sd), Vga(gd) € A(Sa) (63b)

Since both S; and S, are finite sets, and we consider mixed strategies, both NE and SPE
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exist.

6.2.2 Model Discussion

One of our main assumptions is that the attacker’s capability is limited to targeting at
most one facility, while the defender can invest in securing multiple facilities. Although this
assumption appears to be somewhat restrictive, it enables us to derive analytical results
on the equilibrium structure for a system with multiple facilities. The assumption can be
justified in situations where the attacker can only target system components in a localized
manner. Thus, a facility can be viewed as a set of collocated components that can be
simultaneously targeted by the attacker. For example, in a transportation system, a facility
can be a vulnerable link (edge), or a set of links that are connected by a vulnerable node (an
intersection or a hub). In Sec. (6.7, we briefly discuss the issues in solving a more general
game where multiple facilities can be simultaneously targeted by the attacker.

Secondly, our model assumes that the costs of attack and defense are identical across
all facilities. We make this assumption largely to avoid the notational burden of analyzing
the effect of facility-dependent attack/defense cost parameters on the equilibrium structures.
In fact, as argued in Sec. the qualitative properties of equilibria still hold when cost
parameters are facility-dependent. However, characterizing the equilibrium regimes in this
case can be quite tedious, and may not necessarily provide new insights on strategic defense
investments.

Thirdly, we allow both players to choose mixed strategies. Indeed, mixed strategies are
commonly considered in security games as a pure NE may not always exists. A mixed
strategy entails a player’s decision to introduce randomness in her behavior, i.e. the manner
in which a facility is targeted (resp. secured) by the attacker (resp. defender). Consider for
example, the problem of inspecting a transportation network facing risk of a malicious attack.
In this problem, a mixed strategy can be viewed as randomized allocation of inspection effort
on subsets of facilities. Mixed strategy of the attacker can be similarly interpreted.

Fourthly, we assume that the defender has the technological means to perfectly secure
a facility. In other words, an attack on a secured facility cannot impact its operation. As

we will see in Sec. [6.3] the defender’s mixed strategy can be viewed as the level of security
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effort on each facility, where the effort level 1 (maximum) means perfect security, and 0
(minumum) means no security. Under this interpretation, the defense cost p, is the cost
of perfectly securing a unit facility (i.e., with maximum level of effort), and the expected

defense cost is pg scaled by the security effort defined by the defender’s mixed strategy.

Fifthly, we do not consider a specific functional form for modeling the usage cost. In our
model, for any facility e € E, the difference between the post-attack usage cost C,. and the
pre-attack cost Cj represents the change of the usage cost of the system when e is compro-
mised. This change can be evaluated based on the type of attacker-defender interaction one
is interested in studying. For example, in situations when attack on a facility results in its
complete disruption, one can use a connectivity-based metric such as the number of active
source-destination paths or the number of connected components to evaluate the usage cost
(Dziubinski and Goyal [2013] and |Dziubinski and Goyal [2017]). On the other hand, in situ-
ations when facilities are congestible resources and an attack on a facility increases the users’
cost of accessing it, the system’s usage cost can be defined as the average cost for accessing
(or routing through) the system. This cost can be naturally evaluated as the user cost in
a Wardrop equilibrium (Bier and Hausken [2013]), although socially optimal cost has also
been considered in the literature (Alderson et al. [2017]).

Finally, we note that for the purpose of our analysis, the usage cost as given in (6.1))
fully captures the impact of player’ actions on the system. For any two facilities e,e € E,
the ordering of C. and C, determines the relative scale of impact of the two facilities. As
we show in Sec. [6.46.5] the order of cost functions in the set {C.}.ce plays a key role in
our analysis approach. Indeed the usage cost is intimately linked with the network structure
and way of operation (for example, how individual users are routed through the network and
how their costs are affected by a compromised facility). Barring a simple (yet illustrative)
example, we do not elaborate further on how the network structure and/or the functional
form of usage cost changes the interpretations of equilibrium outcome. We also do not discuss

the computational aspects of arriving at the ordering of usage costs.
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6.3 Rationalizable Strategies and Aggregate Defense Ef-
fort

We introduce two preliminary results that are useful in our subsequent analysis. Firstly,
we show that the defender’s strategy can be equivalently represented by a vector of facility-
specific security effort levels. Secondly, we identify the set of rationalizable strategies of both
players.

For any defender’s mixed strategy o4 € A(Sy), the corresponding security effort vector

is p(0q) = (pe(04)).cp, Where p.(04) is the probability that facility e is secured:

pe(0a) = 0alsa)- (6.4)

sade
In other words, p.(c4) is the level of security effort exerted by the defender on facility
e under the security plan o4. Since o4(sq) > 0 for any s; € Sy, we obtain that 0 <
Pe(0a) = D, 5e Ta(8a) < D2, s, 0a(sa) = 1. Hence, any o4 induces a valid probability vector
p € [0,1)/Fl. In fact, any vector p € [0,1]/F! can be induced by at least one feasible o4. The

following lemma provides a way to explicitly construct one such feasible strategy.

\El Let m be the number

Lemma 6.1. Consider any feasible security effort vector p € [0, 1]
of distinct positive values in p, and define pyy as the i-th largest distinct value in p, i.e.

Py > -+ > pimy. The following defender’s strategy is feasible and induces p:

oa({e € Elpe 2 piy }) = pi) = pasy, Vi=1,....m—1 (6.5a)
ai({e € Elpe = pum) }) = pim), (6.5b)
O'd(m) =1- ,0(1). (6.50)

For any remaining sq € Sq, 04(sq) = 0.

We now re-express the player utilities in (6.2)) in terms of (p(04),0,) as follows:

Ua(0a,00) == ) _ (Z Ud(sd)0(3d75a>> 0a(Sa) — (Z |8d|0d(8d)> Pd

Sa€ESq S4ESq SqESY
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- _ Z ( Z oa(54)C (54, e)) aa(e) — Cyoy (D) — (Z m(%)) Pd

e€E \s4€S, e€E

sqde sq2e eckE

Z C@ - Ce) Ua(e) + pd) + Cega(e)) - O@Ua<®)> (66&)

e

Uu(0a,04) = Z (pe(04) (Cyp — Ce) 04(e) + Ceayle)) + Cyo(0) — <Z aa(e)> Da- (6.6b)

ecE

eeE
S

Thus, for any given attack strategy and any two defense strategies, if the induced security
effort vectors are identical, then the corresponding utility for each player is also identical.
Henceforth, we denote the player utilities as Uy(p, 0,) and U,(p, 04), and use o4 and p.(oq)
interchangeably in representing the defender’s strategy. For the sequential game f, we anal-
ogously denote the security effort vector given the strategy o, as p(d4), and the defender’s

utility (resp. attacker’s utility) as Uy(p, 7,) (resp. Ua(p,5,)).

We next characterize the set of rationalizable strategies. Note that the post-attack usage
cost C, can increase or remain the same or even decrease, in comparison to the pre-attack
cost Cy. Let the facilities whose damage result in an increased usage cost be grouped in the
set £. Similarly, let E denote the set of facilities such that a damage to any one of them has

no effect on the usage cost. Finally, the set of remaining facilities is denoted as E. Thus:

E2 {eeEB|C, > Cy}, (6.7a)
E 2 {ee€ E|C, = Cy}, (6.7b)
E2 {eeE|C. < Cy}. (6.7¢)

Clearly, £ U EUE = E. The following proposition shows that in a rationalizable strategy
profile, the defender does not secure facilities that are not in E, and the attacker only

considers targeting the facilities that are in E.

Proposition 6.1. The rationalizable action sets for the defender and attacker are given by

2F and E U {0}, respectively. Hence, any equilibrium strategy profile (p*,0k) in T' (resp.
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(5%,57) inT') satisfies:

pi=0i(e) =0, VeeE\E,

pr=04(e,p) =0, Yee E\E, Vpel01]”.

If £ = (), then the attacker/defender does not attack/secure any facility in equilibrium.
Henceforth, to avoid triviality, we assume £ # (. Additionally, we define a partition of
facilities in F such that all facilities with identical C. are grouped in the same set. Let the
number of distinct values in {C.}.c5 be K, and C;) denote the k-th highest distinct value

in the set {C.}.cgz. Then, we can order the usage costs as follows:
C(l) > O(g) > e > C(K) > C@. (6.8)

We denote E(k) as the set of facilities such that if any e € E(k) is damaged, the usage
cost Coc = Cpy, ie. E(k) 2 {e € E|C, = C(k)}. We also define 2 \E(k)]. Clearly,
UK By = E, and K Ey = |E|. Facilities in the same group have identical impact on

the infrastructure system when compromised.

6.4 Normal Form Game I

In this section, we provide complete characterization of the set of NE for any given attack and
defense cost parameters in game I'. In Sec. [6.4.1], we show that T is strategically equivalent
to a zero-sum game, and hence the set of attacker’s equilibrium strategies can be solved by
a linear program. In Sec. we show that the space of cost parameters (p,,ps) € R%,

can be partitioned into qualitatively distinct equilibrium regimes.

6.4.1 Strategic Equivalence to Zero-Sum Game

Our notion of strategic equivalence is the same as the best-response equivalence defined
in Rosenthal [1974]. If T and another game I'° are strategically equivalent, then given

any strategy of the defender (resp. attacker), the set of attacker’s (resp. defender’s) best
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responses is identical in the two games. This result forms the basis of characterizing the set
of NE.

We define the utility functions of the game I'° as follows:

Ud(04,04) = —Eo[C] = Eq,[sdl] - pa + Pa  Eo, [|5all, (6.9a)

Ua(04,04) = Eo[C] + Eo,[|sal] - pa — pa + Eo,[]sal]. (6.9b)

Thus, T'? is a zero-sum game. We denote the set of defender’s (resp. attacker’s) equilibrium

strategies in T'? as X9 (resp. 2Y).

Lemma 6.2. The normal form game 1" is strategically equivalent to the zero sum game
[% The set of defender’s (resp. attacker’s) equilibrium strategies in T' is X5 = X9 (resp.
¥r =3X0). Furthermore, for any 0% € 35 and any 0% € 37, (0, 0%) is an equilibrium strategy

profile of T'.

Based on Lemma [6.2] the set of attacker’s equilibrium strategies X} can be expressed as

the optimal solution set of a linear program.

Proposition 6.2. The set ¥ is the optimal solution set of the following optimization prob-

lem:

st. V(oa) = Z min {o4(e) - (Cp — pa) + pa, 0a(€) - (Ce —pa)} +0a(0) - Cp,  (6.10a)

eck
> oale) +0a(0) =1, (6.10D)
eckE
0.(0) >0, o4.(e) >0, VeckE. (6.10¢)

Furthermore, (6.10) is equivalent to the following linear optimization program:

max Zve + 0q(0) - Cy

Oa,V -
ecE

sit. au(e) - (Cp—pa) +pi—ve >0, Ve€E, (6.11a)
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oa(e) (Co—py) —v. >0, Ve€E, (6.11b)
Z%(@) +0,(0) =1, (6.11c)

.(0) >0, o4.e)>0, Veek. (6.11d)

where v = (ve),.j s an |E|-dimensional variable.

In Proposition [6.2 the objective function V(o) is a piecewise linear function in o,.

Furthermore, given any o, and any e € F, we can write:

min {o,(e) - (Cp — pa) + Pa, 0a(e) - (Ce —pa)}

Pa

oa(€) - (Co—pa) +pa  if 0ule) > 2, (6.12)

>
0'a(€) : (Ce - pa) if Ua(e) S Cep_dcw'

Thus, we can observe that if o,(e) equals to pg/ (Ce — Cy), then —o,(e)-Cyp—pg = —04(€)-Ce,
i.e. if a facility e is targeted with the threshold attack probability pg/(C.—Cjy), the defender is
indifferent between securing e versus not. The following lemma analyzes the defender’s best
response to the attacker’s strategy, and shows that no facility is targeted with probability
higher than the threshold probability in equilibrium.

Lemma 6.3. Given any strategy of the attacker o, € A(S,), for any defender’s security
effort p that is a best response to o,, denoted p € BR(0,), the security effort p. on each
facility e € E satisfies:

— 0, ve € { Elou(e) < g2 JUBUE,
[ _ _D
ped €[0,1, Vee {Eyaa(e> - Ce—d(}@}’ (6.13)
— 1, Ve € {E|Ja(e) > cﬁc@} .

Furthermore, in equilibrium, the attacker’s strategy o’ satisfies:

Pd
C.—Cy’

or(e) =0, Vee E\ E. (6.14b)

ore) <

a

Ve € E, (6.14a)
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Lemma highlights a key property of NE: The attacker does not target at any facility
e € E with probability higher than the threshold py/(C. — Cp), and the defender allocates a
non-zero security effort only on the facilities that are targeted with the threshold probability.

Intuitively, if a facility e were to be targeted with a probability higher than the threshold
pa/(Ce — Cy), then the defender’s best response would be to secure that facility with prob-
ability 1, and the attacker’s expected utility will be —Cy — p,0,(€), which is smaller than
—Cp (utility of no attack). Hence, the attacker would be better off by choosing the no attack

action.

Now, we can re-write V' (o,) as defined in (6.10]) as follows:

Vie,) 3 a(€) (Co = pa) + Cy - 04(0), (6.15)

ee{Eloa(e)< 5}

and the set of attacker’s equilibrium strategies maximizes this function.

6.4.2 Equilibrium Characterization

We are now in the position to introduce the equilibrium regimes. Each regime corresponds
to a range of cost parameters such that the qualitative properties of equilibrium (i.e. the set

of facilities that are targeted and secured) do not change in the interior of each regime.

We say that a facility e is vulnerable if C, — p, > Cy. Therefore, given any attack cost
Pa, the set of vulnerable facilities is given by {E|C. — p, > Cy}. Clearly, only vulnerable
facilities are likely targets of the attacker. If p, > C(;) — Cp, then there are no vulnerable
facilities. In contrast, if p, < C(1) — Cp, we define the following threshold for the per-facility
defense cost:

_ A 1
pd(pa) =

— (6.16)
Zee{E\Ce—pa>Cm} Ce—Cy

We can check that for any ¢ = 1,..., K — 1 (resp. i = K), if C;11) — Cp < po < Cpyy — Gy
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(resp. 0 < p, < C(xy — Cp), then

. —1
_ - E
pd<pa) = (Z m) . (6.17)
k=1

Recall from Lemma that o (e) is upper bounded by the threshold attack probability

pa/(Ce — Cp). If the defense cost py < Pa(pa.), then 22:1 C?;flpg@ < 1, which implies that
even when the attacker targets each vulnerable facility with the threshold attack probability,
the total probability of attack is still smaller than 1. Thus, the attacker must necessarily
choose not to attack with a positive probability. On the other hand, if p; > pa(p.), then the
no attack action is not chosen by the attacker in equilibrium.

Following the above discussion, we introduce two types of regimes depending on whether
or not pq is higher than the threshold py(p,). In type I regimes, denoted as {A’|i = 0,..., K},
the defense cost pg < pa(pa), whereas in type II regimes, denoted as {A;|j = 1,..., K}, the
defense cost py > pa(p.). Hence, we say that py is “relatively low” (resp. “relatively high”) in
comparison to p, in type I regimes (resp. type II regimes). We formally define these 2K + 1

regimes as follows:
1. Type I regimes A%, i =0,..., K:
-Ifi=0:
Pa > C1y — Cp, and pg > 0 (6.18)
SIfi=1,... K —1:
i E -1
C(i+1) —Ch < p, < C(i) —Cy, and 0 < pg < <Z ﬁ) (6.19)
- Ifi = K:
K g -1
(k)
0<pa<Cirry—Cy, and 0 < pg < T ——— 6.20
p (K) ¢, an Da <Z O — C@> ( )

k=1 (k)
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2. Type Il regimes, A;, j=1,..., K:

-Ifj=1:

E _1
0 <pa < Cpny—Cp, and pg > <¢) (6.21)
Cay — Cy

-Ifj=2,... K:

, -1
J
E)
0 < pa < Cjy — Cy, and <§ —) < pg < (§ ) (6.22)
= Ciry — Cy Ciry —

We now characterize equilibrium strategy sets ¥} and X in the interior of each regime.ﬂ
Theorem 6.1. The set of NE in each regime is as follows:

1. Type I regimes A*:

- Ifi=0,
p. =0, VeeFE (6.23a)
ol (0) = 1. (6.23D)
_Ifi=1,...,K,
Ciry — pa — Cp - .
.= , Ve € By, Vk=1,...,i 6.24a
p Coo—Ca k) (6.24a)
pi =0, Ve e E\ (U Ew) (6.24b)
. Pd = .
o,(e) = =, Vee Eygy, VYk=1,...,1 6.24c
(e) Con—Co (k) (6.24¢)
a@®=1- Y oaie) (6.24d)

eEU};:l E(k)

2. Type II regimes A;:

'For the sake of brevity, we omit the discussion of equilibrium strategies when cost parameters lie exactly
on the regime boundary, although this case can be addressed using the approach developed in this article.
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p. =0, Vee & (6.25a)
Pa =
0<o*(e) < Ve e E 6.25b
= Ua(e) C(l) _ C@ €c (1)s ( )
> oie)=1 (6.25¢)
eEE(l)
-7=2,....K
Cw — C) - .
.= , Yee Ey, Vek=1,...,j—1 6.26a
Pe = T —Co %) J (6.26a)
pr =0, Ve e E\ (U Ew) (6.26b)
Pd . .
oi(e) = , Vee€ Eyy, Vk=1,...,7—1 (6.26¢
(e) Cin - Co (k) J ( )
DPa =
0<o,(e) < , Ve € E; 6.26d
(e) Cor—Co () ( )
j_l . E
3 o) =1- é’d—%. (6.26¢)
€€E<j) k=1 (k) N 0

Let us discuss the intuition behind the proof of Theorem [6.1]

Recall from Proposition [6.2] and Lemma [6.3] that the set of attacker’s equilibrium strate-
gies ¥* is the set of feasible mixed strategies that maximizes V' (o,) in (6.15)), and the attacker
never targets at any facility e € £ with probability higher than the threshold py/(C. — Cp).
Also recall that the costs {C’(k)}szl are ordered according to (6.8). Thus, in equilibrium,
the attacker targets the facilities in E(k) with the threshold attack probability starting from
k =1 and proceeding to k = 2,3, ... K until either all the vulnerable facilities are targeted
with the threshold attack probability (and no attack is chosen with remaining probability),
or the total attack probability reaches 1.

Again, from Lemma [6.3, we know that the defender secures the set of facilities that are
targeted with the threshold attack probability with positive effort. The equilibrium level of
security effort ensures that the attacker gets an identical utility in choosing any pure strategy

in the support of o}, and this utility is higher or equal to that of choosing any other pure
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strategy.

The distinctions between the two regime types are summarized as follows:

1. In type I regimes, the defense cost py < p4(p.). The defender secures all vulnerable
facilities with a positive level of effort. The attacker targets at each vulnerable facility
with the threshold attack probability, and the total probability of attack is less than
1.

2. In type II regimes, the defense cost pg > pa(p.). The defender only secures a subset
of targeted facilities with positive level of security effort. The attacker chooses the
facilities in decreasing order of C, — (Y, and targets each of them with the threshold
probability until the attack resource is exhausted, i.e. the total probability of attack

is 1.

6.5 Sequential game r

In this section, we characterize the set of SPE in the game T for any given attack and defense
cost parameters. The sequential game [ is no longer strategically equivalent to a zero-sum
game. Hence, the proof technique we used for equilibrium characterization in game I' does
not work for the game [. In Sec. 6.5.1), we analyze the attacker’s best response to the
defender’s security effort vector. We also identify a threshold level of security effort which
determines whether or not the defender achieves full attack deterrence in equilibrium. In
Sec. [6.5.2] we present the equilibrium regimes which govern the qualitative properties of

SPE.

6.5.1 Properties of r

By definition of SPE, for any security effort vector 5 € [0, 1]/¥! chosen by the defender in the
first stage, the attacker’s equilibrium strategy in the second stage is a best response to p,

i.e. 0i(p) satisfies (6.3b]). As we describe next, the properties of SPE crucially depend on a
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threshold security effort level defined as follows:
Ve € E. (6.27)

The following lemma presents the best response correspondence BR(p) of the attacker:

Lemma 6.4. Given any p € [0,1]\F!, if 5 satisfies po > pe, for all e € {E|C. — pa > Cp},
then BR(p) = A(E* U {0}), where:

E*2{E|C.—pa>Cp pe=p)- (6.28)

Otherwise, BR(p) = A(E®), where:

E°2  argmax  {5.Cyp+ (1—p.)C.}. (6.29)

e€{E|Ce—pa>Cy}

In words, if each vulnerable facility e is secured with an effort higher or equal to the
threshold effort p, in , then the attacker’s best response is to choose a mixed strategy
with support comprised of all vulnerable facilities that are secured with the threshold level
of effort (i.e., E* as defined in (6.28))) and the no attack action. Otherwise, the support of
attacker’s strategy is comprised of all vulnerable facilities (pure actions) that maximize the
expected usage cost (see (6.29))). In particular, no attack action is not chosen in attacker’s

best response.

Now recall that any SPE (p*,0%(p*)) must satisfy both and (6.3D]). Thus, for an
equilibrium security effort p*, an attacker’s best response 7,(p*) € BR(p*) is an equilibrium
strategy only if both these constraints are satisfied. The next lemma shows that depending
on whether the defender secures each vulnerable facility e with the threshold effort p, or not,
the total attack probability in equilibrium is either 0 or 1. Thus, the defender being the first
mover determines whether the attacker is fully deterred from conducting an attack or not.
Additionally, in SPE, the security effort on each vulnerable facility e is no higher than the
threshold effort p., and the security effort on any other edge is 0.
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Lemma 6.5. Any SPE (p*,5%(p*)) of the game r satisfies the following property:

0, if Py > Pe, Vec {E’O€ — Pa > C(Z)}a

> Gl 7)) = ,
ech 1, otherwise.
Additionally, for any e € {E|C, — po > Cy}, pt < po. For any e € E\ {E|C, — p, > Cy},

)

The proof of this result is based on the analysis of following three cases:

Case 1: There exists at least one facility e € {E|C, — p, > Cp} such that §* < p,. In this
case, by applying Lemma [6.4] we know that %(5*) € BR(p*) = A(E®), where E° is defined
in . Hence, the total attack probability is 1.

Case 2: For any e € {E|C, — p, > Cy}, pf > pe. In this case, the set E* defined in is
empty. Hence, Lemma [6.4] shows that the total attack probability is 0.

Case 3: For any e € {E|C, — pa > Cy}, p* > pe, and the set E* in is non-empty.
Again from Lemma [6.4] we know that 5(5*) € BR(p*) = A(E* U {0}). Now assume that
the attacker chooses to target at least one facility e € E* with a positive probability in
equilibrium. Then, the defender can deviate by slightly increasing the security effort on each
facility in £*. By introducing such a deviation, the defender’s security effort satisfies the
condition of Case 2, where the total attack probability is 0. Hence, this results in a higher

et S

utility for the defender. Therefore, in any SPE (p*,0%(p*)), one cannot have a second stage
outcome in which the attacker targets facilities in £*. We can thus conclude that the total

attack probability must be 0 in this case.
In both Cases 2 and 3, we say that the attacker is fully deterred.

Clearly, these three cases are exhaustive in that they cover all feasible security effort
vectors, and hence we can conclude that the total attack probability in equilibrium is either
0 or 1. Additionally, since the attacker is fully deterred when each vulnerable facility is
secured with the threshold effort, the defender will not further increase the security effort
beyond the threshold effort on any vulnerable facility. That is, only Cases 1 and 3 are

possible in equilibrium.
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6.5.2 Equilibrium Characterization

Recall that in Sec. type I and type II regimes for the game I' can be distinguished based
on a threshold defense cost pg(p,). It turns out that in T, there are still 2K + 1 regimes.
Again, each regime denotes distinct ranges of cost parameters, and can be categorized either
as type Tor type IL. However, in contrast to I', the regime boundaries in this case are more
complicated; in particular, they are non-linear in the cost parameters p, and py.

To introduce the boundary py(p,), we need to define the function pfij (pg) for each i =
1,...,K and j =1,...,1 as follows:

(

PaE(k) ’ lfj = 17
ke 1B~ k=1 Cr—Co
iJ —
Py (pa) = (6.30)
Cii—C -
o il V’Z_ B itg=2...,1
\ (C=Ca)- (Zk 1T~ C®)+Zk:j Ek)y =2 k=1 eReen

Foranyi =1,..., K, and any attack cost C(i;1)—Cp < po < Ci)—Cp, but 0 < p, < Cry—Cl
if i = K, the threshold py(p,) is defined as follows:

Skejr1 B ks B : :
1fJ—E(k)_pa +(k>andj:1,...,z—1,

Zk 1 C C@ Zk 1 C C@
P (Pa), if 0 <p, < #

k=1 C(x)—Cp

P (Pa),

Pa(pa) = (6.31)

Lemma 6.6. Given any attack cost 0 < p, < C(1y — Cy, the threshold py(pa) is a strictly
increasing and continuous function of pq.

Furthermore, for any 0 < p, < Cay — Cy, Pa(Pa) > Pa(Pa). If P = 0, pa(0) = pa(0). If
Pa = C1) = Cy, Palpa) = +00.

Since py(p,) is a strictly increasing and continuous function function of p,, the inverse
function p;'(p4) is well-defined. Now we are ready to formally define the regimes for the

game I

1. TypeTregimes Ki, 1=0,..., K:
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-Ifi=0:

Pa > Cay — Cp, and  pg > 0. (6.32)
CTfi=1,... K — 1
Clit1) — Cp < pa < Cyy — Cp, and 0 < pg < pa(pa)- (6.33)
-Ifi = K:
0<ps <Ciy—Cp, and 0 < pg < pa(pa)- (6.34)

2. Typeﬁregimes /N\j,jzl,...,K:
-If =1

. Eqy -
0 < pa < P74 (pa), and > (4) 6.35
Pa <Py (pd) P>\ e —c (6.35)

-Ifj=2,... K:

LBy ) SoEy
0 < pa <Py (pg), and — < pa < Y
a (pd) ; Cuy — Ciy I Cuy — Cy

(6.36)

Analogous to the discussion in Section , we say pq is ‘relatively low” in typeTregimes,
and ‘“relatively high” in type Il regimes. We now provide full characterization of SPE in each

regime.

Theorem 6.2. The defender’s equilibrium security effort vector p* = (p}).cp is unique in

each regime. Specifically, SPE in each regime is as follows:

1. Type 1 regimes Al
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S Ifi=0,

pe=0, VeeE, (6.37a)
a(0,p) =1, Ypelo,1]E. (6.37b)
S Ifi=1,... K,
 Cuwy—pa—Cp = .
P = Vee Eyy, Vk=1,... 6.38
Pe C(k;) _ C@ ) ENS (k)» ; ) ( a)
pr =0, Vee E\ (Ui Ew) , (6.38b)
G0, ") = 1, (6.38¢)
5.(p) € BR(p), v € [0, 1)1\ 5. (6.38d)
2. Type II regimes Kj :
- ]f] = 17
g =0, Ve € E, (6.39a)
7, (0") € A(Eq)), (6.39b)
5:(p) € BR(p), Vpe0,1)\ 5 (6.39c)
SIfj=2,... K,
. Cw — Oy = .
= U eeEy, Ve=1,...,j—1, 6.40a
Pe Cry — Ci (k) J ( )
pr =0, vee E\ (UL Ew) , (6.40b)
G4(0") € A (Ui Ewy) (6.40c)
.(p) € BR(p), vp e [0, 1171\ 5. (6.40d)

In our proof of Theorem (see Appendix |D.3)), we take the approach by first construct-
ing a partition of the space (p,,ps) € R%, defined in (D.7), and then characterizing the SPE
for cost parameters in each set in the partition (Lemmas D.2). Theorem follows
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directly by regrouping/combining the elements of this partition such that each of the new
partition has qualitatively identical equilibrium strategies.

From the discussion of Lemma [6.5] we know that only Cases 1 and 3 are possible in
equilibrium, and that in any SPE, the security effort on each vulnerable facility e is no higher
than the threshold effort p.. It turns out that for any attack cost, depending on whether
the defense cost is lower or higher than the threshold cost ps(p,), the defender either secures
each vulnerable facility with the threshold effort given by (type 1 regime), or there
is at least one vulnerable facility that is secured with effort strictly less than the threshold

(type II regimes):

1. In type 1 regimes, the defense cost p; < pa(p.). The defender secures each vulnerable

facility with the threshold effort p.. The attacker is fully deterred.

2. In type Il regimes, the defense cost p; > py(p.). The defender’s equilibrium security
effort is identical to that in NE of the normal form game I'. The total attack probability

s 1.

6.6 Comparison of I' and r

Sec. deals with the comparison of players’ equilibrium utilities in the two games. In
Sec. [6.6.2] we compare the equilibrium regimes and discuss the distinctions in equilibrium
properties of the two games. This leads us to an understanding of the effect of timing of
play, i.e. we can identify situations in which the defender gains by proactively investing in

securing all of the vulnerable facilities at an appropriate level of effort.

6.6.1 Comparison of Equilibrium Utilities

The equilibrium utilities in both games are unique, and can be directly derived using Theo-
rems [6.1] and [6.2] We denote the equilibrium utilities of the defender and attacker in regime
A? (resp. A;) as U} and UM (vesp. Ué\j and Us27) in T, and 175‘ and UM (resp. ﬁg\j and
ﬁgj) in regime A’ (resp. A;) in T
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Proposition 6.3. In both I' and f, the equilibrium utilities are unique in each regime.

Specifically,
1. Type I (1) regimes A (AY):

S Ifi=0:

Ul =N = —Cy, and UM =T =,

S Ifi=1,..., K:

Udi = _CQ) - <Z E(k)) Pa, and U;\l = C@a

k=1

~Ni Ce — Pa — C E ~Ni
U =-Cp— <Z( é) —C’;) (k)> pa, and UM = Cy.

k=1

s |

2. Type II (11) regimes A; (A;):

S Ifj=1:
Up = U0 = ~Cpy, and - UM = UM = Cpy —pa.
S Ifj=2,... ,K:
Uy =0y = ~Cp) — > (C(k)C_(k)C(i)g;dE(k)’ and U = U = C) — pa
k=1

From our results so far, we can summarize the similarities between the equilibrium out-
comes in ' and I'. While most of these conclusions are fairly intuitive, the fact that they
are common to both game-theoretic models suggests that the timing of defense investments

do not play a role as far as these insights are concerned. Firstly, the support of both players
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equilibrium strategies tends to contain the facilities, whose compromise results in a high us-
age cost. The defender secures these facilities with a high level of effort in order to reduce the
probability with which they are targeted by the attacker. Secondly, the attack and defense
costs jointly determine the set of facilities that are targeted or secured in equilibrium. On
one hand, the set of vulnerable facilities increases as the cost of attack decreases. On the
other hand, when the cost of defense is sufficiently high, the attacker tends to conduct an at-
tack with probability 1. However, as the defense cost decreases, the attacker randomizes the
attack on a larger set of facilities. Consequently, the defender secures a larger set of facilities
with positive effort, and when the cost of defense is sufficiently small, all vulnerable facilities
are secured by the defender. Thirdly, each player’s equilibrium payoff is non-decreasing in
the opponent’s cost, and non-increasing in her own cost. Therefore, to increase her equi-
librium payoff, each player is better off as her own cost decreases and the opponent’s cost

increases.

6.6.2 First Mover Advantage

We now focus on identifying parameter ranges in which the defender has the first mover
advantage, i.e., the defender in SPE has a strictly higher payoff than in NE. To identify the
first mover advantage, let us recall the expressions of type I regimes for I' in —
and type 1 regimes for Iin f. Also recall that, for any given cost parameters p,
and pg, the threshold py(p,) (resp. pa(pa.)) determines whether the equilibrium outcome is
of type I or type II regime (resp. type TorII regime) in the game I" (resp. f) Furthermore,
from Lemma we know that the cost threshold py(p,) in I' is smaller than the threshold
Pa(pa) in [. Thus, for all i = 1,..., K, the type I regime A’ in I' is a proper subset of the
type 1 regime AlinT. Consequently, for any (pa, ps) € R?,, we can have one of the following

three cases:

(a) 0 < pg < pa(pa): The defense cost is relatively low in both I' and I'. We denote the set

of (pa, pa) that satisfy this condition as L (low cost). That is,

L2 {(pa,pa) |0 < pa < Palpa)} = UK A" (6.41)
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(b) Pa(pa) < pa < pa(pa): The defense cost is relatively high in I', but relatively low in I.
We denote the set of (p,, pq) that satisfy this condition as M (medium cost). That is,

M 2 {(pa, pa) 15a(pa) < pa < Pa(pa)} = UK, (K@' \ AZ’) : (6.42)

(¢) pa > pa(pa): The defense cost is relatively high in both I" and . We denote the set of
(Pa, pa) that satisfy this condition as H (high cost). That is,

{(Pas Pa) [Pa > Pa(pa)} = UL A5

1>

H

We next compare the properties of NE and SPE for cost parameters in each set based on

Theorems and [6.2] and Propositions [6.3]

- Set L:

Attacker: In T', the total attack probability is nonzero but smaller than 1, whereas in
f, the attacker is fully deterred. The attacker’s equilibrium utility is identical in both

games, i.e., U, = U,.

Defender: The defender chooses identical equilibrium security effort in both games,

i.e. p* = p*, but obtains a higher utility in in comparison to that in I'; i.e., Uy < U,.
- Set M:

Attacker: In T', the attacker conducts an attack with probability 1, whereas in T the
attacker is fully deterred. The attacker’s equilibrium utility is lower in [ in comparison

to that in T, i.e., U, > U,.

Defender: The defender secures each vulnerable facility with a strictly higher level of
effort in T than in T, i.e. 5% > p? for each vulnerable facility e € {E|C.—p, > Cy}. The

defender’s equilibrium utility is higher in Iin comparison to that in I'; i.e., Uy < lN]d.

- Set H:

Attacker: In both games, the attacker conducts an attack with probability 1, and

obtains identical utilities, i.e. U, = U,.
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Defender: The defender chooses identical equilibrium security effort in both games,

i.e., p* = p*, and obtains identical utilities, i.e. Uy = ﬁd.

Importantly, the key difference between NE and SPE comes from the fact that in f, the
defender as the leading player is able to influence the attacker’s strategy in her favor. Hence,
when the defense cost is relatively medium or low (both sets M and L), the defender can
proactively secure all vulnerable facilities with the threshold effort to fully deter the attack,
which results in a higher defender utility in [ than in T Thus, we say the defender has the
first-mover advantage when the cost parameters lie in the set M or L. However, the reason

behind the first-mover advantage differs in each set:

- In set M, the defender needs to proactively secure all vulnerable facilities with strictly

higher effort in [ than that in T to fully deter the attacker.

- In set L, the defender secures facilities in [ with the same level of effort as that in I,

and the attacker is still deterred with probability 1.

On the other hand, in set H, the defense cost is so high that the defender is not able
to secure all targeted facilities with an adequately high level of security effort. Thus, the
attacker conducts an attack with probability 1 in both games, and the defender no longer
has first-mover advantage.

Finally, for the sake of illustration, we compute the parameter sets L, M, and H for
transportation network with three facilities (edges); see Fig. [6-1] If an edge e € E is not
damaged, then the cost function is /.(w,), which increases in the edge load w,. If edge e is
successfully compromised by the attacker, then the cost function changes to ¢2(w.), which is
higher than /. (w,) for any edge load w, > 0. The network faces a set of non-atomic travelers
with total demand D = 10. We define the usage cost in this case as the average cost of
travelers in Wardrop equilibrium |Correa and Stier-Moses [2011]. Therefore, the usage costs
corresponding to attacks to different edges are C; = 20, Cy, = 19, C3 = 18 and the pre-attack
usage cost is Cp = 17. From (6.8), K = 3, and Eq) = {e1}, E) = {e2} and E5) = {es}.
In Fig. [6-2, we illustrate the regimes of both I' and f, and the three sets H, M, and L
distinguished by the thresholds pg(p,) and py(pa)-
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Figure 6-1: Three edge network

Figure 6-2: (a) Regimes of NE in T', (b) Regimes of SPE in I, (¢c) Comparison of NE and
SPE.

6.7 Model Extensions and Discussion

In this section, we discuss how relaxing our modeling assumptions influence our main results.
Our discussion centers around extending our results when the following modeling aspects are
included: facility-dependent cost parameters, less than perfect defense, and attacker’s ability

to target multiple facilities.

Facility-dependent attack and defense costs. Our techniques for equilibrium characterization
of games I' and [ — as presented in Sections and respectively — can be generalized
to the case when attack/defense costs are non-homogeneous across facilities. We denote
the attack (resp. defense) cost for facility e € E as p,. (resp. pa.). However, an explicit
characterization of equilibrium regimes in each game can be quite complicated due to the
multidimensional nature of cost parameters.

In normal form game I, it is easy to show that the attacker’s best response correspondence
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in Lemma holds except that the threshold attack probability for any facility e € E now
becomes pg./(Ce — Cp). The set of vulnerable facilities is given by {E|C. — po. > Cy}.
The attacker’s equilibrium strategy is to order the facilities in decreasing order of Ce — py.e,
and target the facilities in this order each with the threshold probability until either all
vulnerable facilities are targeted or the total probability of attack reaches 1. As in Theorem
[6.1] the former case happens when the cost parameters lie in a type I regime, and the latter
case happens for type II regimes, although the regime boundaries are more complicated to
describe. In equilibrium, the defender chooses the security effort vector to ensure that the
attacker is indifferent among choosing any of the pure actions that are in the support of

equilibrium attack strategy.

In the sequential game f, Lemmas and can be extended in a straightforward
manner except that the threshold security effort for any vulnerable facility e € { E|C. — Cp >
Dae} is given by p. = (Ce — pae — Cpy)/(Ce — Cy). The SPE for this general case can be
obtained analogously to Theorem [6.2] i.e. comparing the defender’s utility of either securing
all vulnerable facilities with the threshold effort to fully deter the attack, or choosing a
strategy that is identical to that in I'. These cases happen when the cost parameters lie
in (suitably defined) Type T and Type Il regimes, respectively. The main conclusion of
our analysis also holds: the defender obtains a higher utility by proactively defending all

vulnerable facilities when the facility-dependent cost parameters lie in type 1 regimes.

Less than perfect defense in addition to facility-dependent cost parameters. Now consider
that the defense on each facility is only successful with probability v € (0,1), which is an
exogenous technological parameter. For any security effort vector p, the actual probability
that a facility e is not compromised when targeted by the attacker is yp.. Again our results
on NE and SPE in Sec. [6.4 — Sec. can be readily extended to this case. However,
the expressions for thresholds for attack probability and security effort level need to be
modified. In particular, for I', in Lemma the threshold attack probability on any facility
e € Eis pge/v(C. — Cy). For T, the threshold security effort p, for any vulnerable facility
e € {E|C. — Cp > pae} i8 (Ce — pae — Cy)/7(Ce — Cp). If this threshold is higher than 1 for

a particular facility, then the defender is not able to deter the attack from targeting it.
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Attacker’s ability to target multiple facilities. If the attacker is not constrained to targeting
a single facility, his pure strategy set would be S, = 2¥. Then for a pure strategy profile
(84,54), the set of compromised facilities is given by s, \ sq, and the usage cost C;,\s,-
Unfortunately, our approach cannot be straightforwardly applied to this case. This is because
the mixed strategies cannot be equivalently represented as probability vectors with elements
representing the probability of each facility being targeted or secured. In fact, for a given
attacker’s strategy, one can find two feasible defender’s mixed strategies that induce an
identical security effort vector, but result in different players utilities. Hence, the problem
of characterizing defender’s equilibrium strategies cannot be reduced to characterizing the
equilibrium security effort on each facility. Instead, one would need to account for the
attack /defense probabilities on all the subsets of facilities in £. This problem is beyond the
scope of our paper, although a related work Dahan and Amin|[2015] has made some progress
in this regard.

Finally, we briefly comment on the model where all the three aspects are included. So
long as players’ strategy sets are comprised of mixed strategies, the defender’s equilibrium
utility in ' must be higher or equal to that in I'. This is because in f, the defender can
always choose the same strategy as that in NE to achieve a utility that is no less than
that in I'. Moreover, one can show the existence of cost parameters such that the defender
has strictly higher equilibrium utility in SPE than in NE. In particular, consider that the
attacker’s cost parameters (pgc),. in this game are such that there is only one vulnerable
facility e € E such that C; — Cp > p,e, and the threshold effort on that facility p; =
(Ce — pae — Cp) /7(Ce —Cy) < 1. In this case, if the defense cost pg is sufficiently low, then
by proactively securing the facility e with the threshold effort pz, the defender can deter the
attack completely and obtain a strictly higher utility in [ than that in T Thus, for such

cost parameters, the defender gets the first mover advantage in equilibrium.
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Chapter 7

Aggregate Demand Prediction in

Transportation Networks

7.1 Introduction and Problem Formulation

Chapters [2|-[6| have focused on building analytical models and tools that study the incentives
and strategic interactions of humans in transportation networks. In this chapter, we develop
empirical tools for predicting the aggregate demand in multi-model transportation networks.

Consider the setting, where travelers commute from one region, denoted as A, to another
region, denoted as B, either by driving or taking public transit such as bus or subway (see
Fig. . The two regions can be two city centers or one city center and one suburban
area, where travelers regularly commute between them. Each region is covered by a highway
network and a public transit network, and the two regions are connected by one or several
roads and transit lines.

The goal of our study is to predict the aggregate fraction of driving demand compared
to the demand of taking public transit from region A to B. In particular, we predict how the
demand fraction changes with the travel time of the multimodal transportation networks,
which often fluctuates due to recurrent and non-recurrent disruptions. This demand fraction
is useful for the transportation authority to anticipate the aggregate change of demand in
response to the travel time fluctuation, and to efficiently manage traffic lows and transit

schedules.
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Traffic road
Transit route

Figure 7-1: Regions A and B connected by highways and transit networks.

The challenge of predicting the aggregate demand fraction is two fold: First, we do not
have individual-level data including the origins and destinations of trips, choices between
driving and taking transit, and choices of routes in each mode. Instead, our prediction only
relies on the aggregate traffic flow measurement that are collected from embedded sensors
at specific locations of the network. Second, the prediction of demand fraction relies on the
high-dimensional data of travel time costs on all segments in both the highway network and
the transit network. Our prediction needs to account for the heterogeneous impact of travel

time on these segments on the aggregate demand fraction.

Our machine learning method tackles these two challenges, and achieve high accuracy in
an empirical study of driving and transit demand prediction in San Francisco Bay area. We
present the prediction model and machine learning methods in Sec. and demonstrate
the empirical result in Sec. [7.3] We also provide a behavioral justification of our prediction

model in Appendix [E]

7.2 Prediction Model

We consider a set of days I. For each day i € I, we divide the time period of our study
into T intervals, where each ¢ € T refers to the time interval |1y, 7441]. The interval length
Tiy1 — T¢ 1s identical for all £ € T'. For each day ¢ € I and each time interval t € T, the

aggregate demand of transit ridership from region A to B is ¢¥;, and the aggregate demand
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of driving is ¢&. The demand fraction of driving in time interval ¢t € T on day i € I is:

d
di;
Yti = L

= -, (7.1)
q + qb;

Given 4, we directly obtain the demand fraction of transit as 1 — ;.

We predict the driving fraction y,; using the travel time of segments in the traffic network
and the public transit network. In the traffic network, each segment is defined as the range
from an on-ramp to the next off-ramp. In the transit network, each segment is defined as
a single stop. We denote the set of all segments as N = N4 U N° where N? (resp. N°) is
the set of segments in the traffic (resp. transit) network. For each ¢ € I and each ¢t € T, the
average travel time of segment n € N is z}.. Then, the vector of average travel time of all
segments for 7 and ¢ is x4 = (2;),,c -

Our prediction model is trained separately for each time interval ¢ € T" because the sets
of travelers are different for different time intervals, and their demand patterns are also
different. For each t € T, we predict the driving demand ratio y;; as in (7.1]) using the
average travel time vector in time intervals ¢,¢ — 4, ..., t — kd, where § > 0 is a positive time
lag, time interval ¢ — jo corresponds [, — jd, 7441 — jd] for any j = 0,...,k, and k is the
maximum number of time lags that are incorporated in the model. We denote the travel
time vector for time interval ¢ — jo in day @ as zy—js);-

We use a kernel function ¢(-) : R'Z]\Q(’“* 1)

— R that transforms the travel time vector
(a:m-, T(t—5)i» - - - ,x(t_k(;)i) into a real-valued number. We predict the driving fraction y;; as
a logistic function of the kernel value ¢, (xti, T(t—8)ir - - - ,x(t_k(;)i) plus a noise term 1; with

identical and independent distribution.

1
L4 exp { ¢ (Tui, Ta—syis - - - Ta—ko)i) }

Our prediction model is motivated by the behavioral foundation of binary choice model
for individual travelers (Ben-Akiva and Bierlaire [1999]), see Appendix [E| for behavioral
justification of our model. The difference between our prediction and choice modeling is that
we focus on predicting the aggregate demand fraction instead of individual mode choices.

Additionally, we only use data on aggregate demand of driving and transit. We do not
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observe the mode choices at individual level.

We can re-write ((7.2) equivalently as follows:

b

q;\ 1) 1

log ( il) © o (y_ N 1) = b1 (Tris Ta—syis - -+ » T(t—ko)i) + €ty (7-3)
ti t

where ¢ is also identically and independently distributed for all ¢ € I.

The input vector of the kernel function (xm-, T(t—8)ir - - - ,x(t_k(;)i) has in total |N|(k + 1)
variables, where | V| is the number of segments in driving and transit networks, and k is the
maximum number of time lags. To avoid over-fitting and improve the prediction accuracy,
we employ a class of dimension reduction methods to train the kernel function. In particular,
we consider (i) naive subset variable regression; (7i) ridge regression; (7ii) LASSO regression;

(iv) principal components regression; (v) random forest method.

In methods (i) — (iv), we adopt a linear kernal function:

k
0N (iUti, T(t—8)iy - - - ax(tfké)i) =M+ Z(@g)/ * L (t—j8)i- (7-4)
j=0

(i) Naive subset variable regression: For each t € T', we select a subset of regressors I, 35,

where j is a single selected time lag in {0,1,...,k}, and T(;_js); 1s a sub-vector of z,_z, that
only includes segments within r distance to the middle point between region A and B. In
(7.4), we estimate ; and the coefficients that correspond to the selected variables T (1_56);
using ordinary least square. We set the rest of the parameters as zero. In naive subset
variable regression, the hyper-parameter is (o, ), where o governs the chosen time lag of

the model and r governs the number of segments included in the regression.

(7i) Ridge regression: For each t € T, the ridge regression coefficients minimizes the sum of

K
least squares error and an L-2 norm regularization of the coefficients 3, = (5f)j:0:

b k ?
. qy; i
min (log (q—td) — Y — E (ﬁi) w(t-jd)i) + 617
iel

VBt i s

The hyper parameter A > 0 governs the weight of the regularization term — the sum of
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squares of the coefficients ;.

(111) LASSO regression: For each t € T, the lasso coefficients minimizes the sum of least

squares error and an L-1 norm regularization of the coefficients ;

b k 2
. d; N
min <log <—td> — M — E (55) x(tjA)i) + Al Bel1
iel =0

e8¢ b :

and A is the hyper parameter that governs the weight of the regularization term.

(iv) Principal components regression (PCR). We consider the following transformed linear

regression:

b.
log (%) =Y + Z NeeZte, (7.5)

ti LeL

where (ztg)L,L:l is the first L principal component vectors constructed from the original input
(xti, T(1—8)is - - - ,x(t,k(g)i).T he principal component vectors are constructed sequentially: the
first principal vector z;; = (.Tti, T(t—5)i» - - - ,w(t,k(;)i)/ -vy is the projection of the original vector
(q:n-, T(t—5)iy - - - ,x(t_k(g)i) onto the direction v;; such that the variance of z;; is maximized. For
each ¢ = 2, ..., L, after constructing the first /—1 principal vectors, we construct the ¢-th vec-
tor by finding a vy, that is orthogonal to vy, ..., v_1, and zy = (Lm-, T(t—8)is - - - ,m(t,kg)i)/ Vpe
achieves the maximum variance.

The total number of the principal vectors included in the regression L is the hyper
parameter, and L is smaller than the total number of original regressors |N|(k+ 1) in (7.2]).
Moreover, the coefficient 7, in the transformed regression is the same as that in ([7.3)),
and the PCR coefficients in the original regression 8, = (87, 5},...,5F) can be computed

from the transformed coefficients 1, = (m1, ..., 7:1) as follows:

By Zﬁ;‘vt-

and vy = (V1. ., 041)-

(v) Random forest. For each hour t, given any hyper parameters M and L, we compute the

random forest regression as follows:
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1. Select M data points <log (q“> s Tty T(4—8)iy - - - ,x(t_k(;),-) randomly out of the train-
ieM

ing set to build a regression tree
2. Repeat step 1 for L times to build L trees

3. For a new data point, predict the dependent variable use each one of the L trees, and

compute the average of the L outcomes.

Cross validation. We select the optimal hyper parameter in each one of the four methods
using 10-fold cross validation. For each time interval t € T, we partition the data set
{qb, ¢, 24 }icr into 10 equal-size folds at random. We train our model using 9 out of 10
folds of data, and test the trained model on the remaining one fold. For any given hyper-
parameter, we iterate this process over all folds, and compute the root-mean-square error

(RMSE) as the square root of the squared test error:

Z 7 1 ) (7.6)

RMSE =
10 Z ‘ f‘ i€ly 1 + eXp{¢t (*Tti; T(t—5)iy - -+ 7$(t—k§)i)}

where {I;}}2, is the 10-fold partition of the set I and o7 (T4, T(=6)is - - - » T(t—koy) 18 the
kernel function trained using all but the f-th fold I \ I; as the training data set. For each

regression method, we compute the optimal hyper parameter that minimizes the RMSE.

7.3 Empirical Study

7.3.1 Highways and Transit System in San Francisco Bay Area

In this section, we apply our model and method in Sec. [7.2] to predict the driving demand
fraction in San Francisco Bay area. Our analysis focuses on travelers whose origins are in
the the East-Bay area (region A), and the destinations are in region B that includes City
of San Francisco and Daly City. The two regions are connected by highways and the Bay
Area Rapid Transit (BART) system. We demonstrate the locations of the two regions in

Fig. [[-2a] and the BART stations in Fig. [7-2b]
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We use three data sources: (1) The Caltrans Performance Measurement System (PeMS)
dataset of 5 minute aggregate traffic flow (total number of cars) and average speed measured
by loop detectors embedded on the main highways in California, see Fig[7-2d for the locations
of the loop detectors in the two regions. This dataset also provides performance metric
of each detector — the percentage of traffic counts that is not imputed; (2) The BART
origin-destination pair dataset that reports hourly origin-destination demand taken from
user tap-in/tap-out information for each pair of BART stations; (3) The California Highway
Patrol (CHP) incidents detail dataset that documents the duration, location, type (collision,
hazard, advisory, etc.) of traffic incidents, and the measures taken after incidents such as

lane closure, road cleaning, etc.

Belvedere

D
Oakland : ©
Paratta/Lane

San Francisco
Corona

Figure 7-2: (a) Two regions; (b) BART stations; (c) Loop detectors

We study the hourly prediction of aggregate driving fraction between the two regions.
Each t is a one-hour time interval, and 7' is the set of 18 one-hour intervals from 4:00 to
22:00 — the BART operating hours. Our analysis includes all incident-free workdays from
Jan. 1st 2019 to Dec. 31st 2019. We do not include holidays and weekends, because the
travel pattern and mode choices during these days are different from that in Weekdays.ﬂ We
also filter out data points of hours during which there is a major incidents that cause lane
closure according to the reports from CHP. This is because travelers may not have complete

information of the incidents, and their mode choices during incident hours may not fully

!Travelers mainly take trips for work during workdays, and take trips for leisure during weekends and
holidays. Additionally, on weekends, the San Francisco Bay bridge has a different toll price, and the BART
has a different schedule. These factors also affect travelers’ mode choices on weekends.

167



account for the non-recurrent delays caused by these incidents. Furthermore, we delete data
points collected by loop detectors that have less than 80% non-imputed traffic counts.

We measure the total driving demand of each hour ¢ by the total flow recorded by the
loop detector on the Bay bridge in hour ¢Pf] The total BART demand of each hour ¢ is
measured by aggregating the ridership over all pairs of BART stations, where the origin is
in A and the destination is in B.

We consider the part of the traffic network that covers the range of the main highways
in areas A, B and the Bay bridge. Each highway segment of this network is a stretch of
highway bounded by ramps (i.e. entrances, exits, splits, etc), and the average travel time
of the segment is taken to be the length of the segment (from ramp to ramp) divided by
the average speed (averaged over readings across all intermediate detectors) E] There are 217
segments in our network.

We do not include the BART travel time vector in our analysis due to the lack of station-
to-station BART travel time data. This is equivalent to assuming that BART travel time
is approximately constant, and thus does not affect the aggregate driving fraction. This
assumption is mostly consistent with the “Customer On Time Performance" record provided
by BART authority, which shows that the over 90% of the trips are made on time for most
days in the fiscal year of 2018 As we will show in the next section, our prediction is fairly

accurate even though we only account for the driving time on highways.

7.3.2 Results and Discussion

In Fig. we show the 10-fold cross validation root mean squared error for each method
and each hour. The boxes extend from the first (Q1) to the third quartile (Q3) while the
whiskers extend beyond the box by 1.5 times the interquartile range (Q3-Q1). Observations
beyond the whiskers are considered outliers. We show that all five methods achieve fairly

accurate prediction of the driving demand ratio with the mean RMSE less than 0.04 in all

2We aggregate the 5-minute flow data into hourly-flow data.

3Loop detectors on the Bay bridge provide consistent flow estimate. We choose the flow recorded by
detector 404416, because this detector has 100% non-imputed traffic counts for the period of our study.

4For segments without intermediate detectors, the travel time is taken to be the average of the immediate
upstream and downstream detectors on the same highway.

5The data is not available for 2019.
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hours except for the hour 5:00 - 6:00E| In particular, all methods achieve RMSE less than
0.02 during morning rush hours from 7:00 - 10:00. In fact, the fluctuation of driving demand
fraction during this period of time is the highest of all times (the variance of driving fraction
is higher than 0.12), which implies that a significant proportion of travelers adjust their
mode choices based on the travel time during morning commute. Our methods accurately
predict travelers’ response to morning hour driving time. This prediction is useful for the
traffic authority to adjust traffic and transit management plans according to the predicted
demand change.

Moreover, all five methods achieve comparable accuracy levels in terms of mean RMSE.
The RMSE of the random forest method is slightly lower than the other four methods,
and the RMSE of the naive subset variable regression is slightly higher. This observation
is intuitive because the random forest method has the flexibility to capture the non-linear

ar;

relationship between log ( y ) and the costs of segments, while all other four methods assume

Qi
b
that log (%) is linear in the travel time costs. On the other hand, the naive subset variable
ti

regression has slightly higher RMSE than other methods since only the subsections that are

nearest to the Bay bridge are selected instead of segments in the entire network.
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Figure 7-3: Root mean squared error of predictions

5During 5:00 - 6:00, the mean RMSE of ridge, Lasso and PCR are below 0.04, and that of subset selection
and random forest regression are between 0.04 and 0.06.
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Next, we visualize the geospatial distribution of the model coefficients in all methods as
heatmaps. Specifically, in naive subset variable regression, ridge regression, LASSO regres-
sion, and principal component regression, we sum the segment coefficients 5,{ over all lag
values 7 = 0,...,k for each segment in the network, and colored on a spectrum from red
to green, which correspond to lower (more negative) and higher (more positive) coefficients
respectively. For random forest, we color segments on a spectrum of green (least important)
to red (most important) as determined by an impurity-based measure of importance. We
color segments with no influence on the prediction as gray. In the case of LASSO, which
rewards sparse coefficient estimates, gray segments have coefficient 0. For the random forest,
gray segments suggest no splitting criteria are employed. Fig. [7-4] - demonstrate the
heatmaps of each method in the hours 7:00 - 8:00, 9:00 - 10:00, 11:00 - 12:00, 13:00 - 14:00,
15:00 - 16:00 and 17:00 - 18:00, respectively.

The model coefficients demonstrate the influence of the travel time of each segment on
the aggregate driving demand ratio. We expect segments whose driving times have a greater
influence on reducing driving ratio to be more negatively correlated with the dependent
variable, and thus have a more negative coefficient (red). The heatmaps of the coefficients
provide useful information for the traffic authority to identify the critical segments in the
road network, where the congestion delay results in travelers shifting from driving to taking

public transit.

From Fig. [7-4 - [7-§ we find that all prediction methods demonstrate similar patterns
in relative criticality of segments in shaping the driving fraction, and the pattern changes
over time. Particularly, we find that in the morning, congestion on segments of I80-W has
a negative influence on the driving fraction, while in the afternoon, congestion on 1580-W
has a higher impact. One likely explanation of this observation is a shift in demands from

origins along I80-W in the morning to demands farther east along I580-W in the afternoon.

We also note that congestion on segments that are closer to the Bay bridge have a higher
impact on reducing driving fraction. This is intuitive since congestion on these segments
affect a larger proportion of trips that cross the bridge. In addition, the heap-maps identify
a few segments that are further away from the bridge, but congestion on these segments

have relatively higher impact on reducing the driving fraction. We find that these are the
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segments close to BART stations. This may be due to the fact that travelers whose origins
or destinations are closer to BART stations are more like to shift from driving to taking
BART when the driving time cost is high.

Finally, we observe that in methods that select a subset of segments instead of assigning
non-zero weights to all segments, i.e. naive subset variable regression, LASSO regression, and
random forests, more segments are assigned with non-zero weights during morning rush hours
compared to rest of the day. This implies that more segments experience high variability in
driving time during morning rush hours than in other hours, and more travelers are more
responsive to the driving time fluctuation in these hours. This leads to the high variability

of driving demand fraction in the morning.
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(d) 13:00 - 14:00 (e) 15:00 - 16:00 (f) 17:00 - 18:00

Figure 7-4: Naive subset variable regression: Weights on road segments
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Figure 7-5: LASSO regression: Weights on road segments

(d) 13:00 - 14:00 (e) 15:00 - 16:00 (f) 17:00 - 18:00

Figure 7-6: Ridge regression: Weights on road segments
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(d) 13:00 - 14:00 (e) 15:00 - 16:00 (f) 17:00 - 18:00

Figure 7-7: Principal component regression: Weights on road segments

(d) 13:00 - 14:00 (e) 15:00 - 16:00 () 17:00 - 18:00

Figure 7-8: Random forest: Weights on road segments
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Chapter 8

Conclusion and Future Work

This thesis focuses on analyzing the role of platforms and autonomous systems in today’s
transportation networks. We propose a modeling framework that addresses the strategic
nature of human-platform interactions and the physical constraints of the infrastructure
networks. We develop game-theoretic tools that study the value of information and opti-
mal information design for routing games in uncertain networks, and multi-agent strategic
learning via information platforms. We designed a welfare-improving market mechanism
for autonomous carpooling services and developed game-theoretic models for security of
cyber-physical systems. We also present a machine learning method for predicting aggregate
demand in multimodal transportation networks. Our results provide guidelines to engineer
both efficiency and resiliency in the design of the complex transportation systems.

Beyond this thesis, the following questions are interesting directions for future research:

1. How to achieve stronger learning guarantees via strategic experimentation on infor-
mation platforms?

In Chapter 4] we have shown that learning induced by strategic agents may not recover
complete information environment unless certain conditions are satisfied. The main reason
that hinders complete information learning is the fact that data is generated endogenously
from agents’ utility maximizing decisions in games. Additionally, since the realized payoft
information of each agent is aggregated and shared to all agents by the public information
platform, no agent has an incentive to explore off-equilibrium strategies. An important di-

rection of future research is to study the design of platforms that incentives agents to explore
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off-equilibrium strategies so that learning eventually aggregates complete information of the
unknown environment. The design of such platform requires providing monetary incentives
for agents who explore off-equilibrium strategies, or to retain some payoff information as
private only for the agents who explore.

2. How to design incentive mechanisms under uncertain road capacities?

In Chapter b we demonstrate the design of carpooling market mechanism with fixed
and known road capacity. In practice, the capacity of road segments is uncertain due to
recurrent or non-recurrent disruptions. The design of incentive mechanism needs to account
for the uncertain capacity, and assign trips in a manner such that the capacity constraint is
satisfied with high probability. In this case, travelers’ valuation of trips should also rely on
the expected delay of the trip time cost that is computed based on the distribution of road
capacity.

3. How to predict the dynamics of aggregate agent behavior during prolonged network
disruptions?

In Chapter [7, our machine learning methods accurately predict the driving demand frac-
tion in transportation networks with recurrent disturbances. When testing our prediction
models using data collected during non-recurrent disruptions, we find that our prediction
remains to be accurate when the duration of disruptions caused by the incident is short
(less than 15 minutes). On the other hand, we find that the prediction error of driving
demand fraction is high when incidents significantly reduce the road capacity (lane closures)
and cause prolonged disruptions. This implies that during incident hours, new methods are
needed to account for travelers’ dynamic adjustment of travel decisions. Such methods need
to reflect the fact that travelers’ response to incident is typically delayed due to the lack of

perfect information.
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Appendix A

Supplementary Material for Chapter

A.1 Proofs of Section [2.4]

Proof of Lemma [2.1 First note that ®(g), as defined in ([2.12)), is a continuous and
differentiable function of the strategy profile q. To show that ®(q) is a weighted potential
function of T'(\), we write the first order derivative of ®(q) with respect to ¢(¢'):

q Z Z m(s, t',t7") ZC: (we(t,t77))

SES t—igcT—1 ecr
. ) i i i :
Pr(t)Ele.(q)[t'], VreR, Vt'eT', Viel. (A.1)
Thus, ®(q) satisfies (2.11]) with v(¢') = Pr(¢%) for any ¢' € T" and any i € I. O

Proof of Lemma . Since each ¢*(w.(t)) is differentiable in w,(t), we know that & (w) is

twice differentiable with respect to w. The first order partial derivative of EI/D(w) with respect

to we(t) can be written as: giig = Y esT(5,t)ci (we (t)) for any e € E, and any t € T.

Also, the second order derivative of ®(w) can be written as follows:

P?d(w) ) YeesT(s00) %fé;)), ife=c andt =1,

Ow.(t)ow, (t) 0, otherwise,

Ve,e € E, Vt,t €T.

7 (s, 1) el > 0.

Thus, the Hessian matrix of EI/D(w) has positive elements on the diagonal and 0 in all other

Since for any e € E and any s € S, ¢}(w,) is increasing in we, > o7
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entries, i.e. it is positive definite. Therefore, E)(w) is strictly convex in w. O

Proof of Theorem . We first show that any minimum of (OPT-()) is a Bayesian

Wardrop equilibrium. The Lagrangian of (OPT-Q))) is given by (2.15)), where p = (,[,Lti)tieTi,ie 7
and v = (V’ti),ne riieriicr are Lagrange multipliers associated with the constraints (2.4a)) and

T

(2.4b)), respectively. For any optimal solution g, there must exist x4 and v such that (¢, u, v)
satisfies the following Karush-Kuhn-Tucker (KKT) conditions:

oL oD PR o
——— = ——— —v, =0, Vre R, Vt'eT", Viel, KKT.1
dgi(t)  agi(t) ( )
Vgt =0, VreR, YteT, Viel, (KKT.2)
vt >0, VreR, VteT' VYiel. (KKT.3)

Using (A.1) and (KKT.1)), we have 2 et ﬂ = Pr(t)E[c,(¢)|t'] = p*' + v for any r € R, and
t'eT' i€ I. From (KKT.2), we see that for any r € R, and t' € T%, i € I, if ¢(¢) > 0, the

corresponding Lagrange multiplier v/’ = 0, and Pr(t/)E[c,(q)[t'] = p*'. However, if ¢ () = 0,
then Pr(t)E[c,(¢)|t]] = p* + ! > p''. Thus, for any r € R, and t' € T%, i € I

G(t) >0 = Pr)E[e(g)f] = p" < p" + vl = Prt)Ele (q)lt], V' € R.

From ([2.9), we conclude that an optimal solution of is a Bayesian Wardrop equi-
librium.

Next, we show that any equilibrium ¢* of the game I'(\) is an optimal solution of
(OPT-Q). Consider a pair of Lagrange multipliers fi (resp. 7)) corresponding to the con-
straints (4a) (resp. (4b)), where ﬂti = min,cp Pr(ti)E[cr(q*)W] and 7' = Pr(t")E[c.(¢*)|t] —
[ﬁi. We can easily check that ( and ( are satisfied by (¢*, i, 7). Since ¢* is
an equilibrium, we know from (2.9)) that for a route r € R, and t' € T*, i € I, if ¢**(t") > 0,
then Elc,(¢*)[t'] = min,er Ele,(¢*)|t)] and consequently 7' = Pr(t')E[c.(¢*)|t] — "' = 0.
This implies that is also satisfied by (¢*, /i, 7). Noting that ®(q) = ®(w), where
the induced edge load w is linear in ¢ (see (2.7)), and that ®(w) is strictly convex in w
(Lemma [2.2), we conclude that ®(g) is a convex function of ¢. Furthermore, since Q(\) is

a convex polytope, (OPT-()) is a convex problem. Thus, KKT conditions are also sufficient
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for optimality, and any equilibrium ¢* is an optimal solution of (OPT-Q)).
Finally, for any A, we can use equations ({2.7) and (2.14)) to re-express (OPT-Q)) as an
optimization problem whose solution gives an equilibrium edge load w*(\):

min  $(w)
w7q

st q€QN), wo(t) =) > g(t"), VteT, VeckE.

rde i€l

(A.2)

Clearly, the feasible set of the above problem is a convex polytope. From Lemma |2.2 &/)(w)

is strictly convex in w. Therefore, the equilibrium edge load w*(\) is unique. O

Lemma A.1. (Theorem 2 in|Wachsmuth [2015]) The Lagrange multiplies u* and v* asso-
ciated with any ¢* € Q*(\) at the optimum of (OPT-Q)) are unique if and only if the LICQ
condition is satisfied in that the gradients of the set of tight constraints in (2.4al)-(2.4b) at

the optimum are linearly independent.

Proof of Lemma . Let the set of constraints that are tight at optimum of
in be denoted as B. Assume for the sake of contradiction that LICQ does not hold,
i.e. the set of equality constraints and the elements in the set B are linearly depen-
dent. Now, note that the constraint sets and are each comprised of linearly
independent affine functions. Hence, there must exist a type #* such that the gradient of
the corresponding equality constraint (i.e. Y. ¢ (") = A'D) is linearly dependent with
the elements in the set B, which implies that ¢** (') = 0,Vr € R. However, this violates the
equality constraint in as Y ,cp @ (t") = X'D # 0, and we arrive at a contradiction.
Since LICQ holds, for any equilibrium strategy profile ¢* € Q*()), the corresponding
p* and v* must be unique. Following the proof of Theorem [2.1I| we conclude that for any
¢t € Q*(\), (¢*, pu*,v*) satisfies the KKT conditions, and z'* and v/* can be written as

(2.16al) and (2.16b)), respectively.

Finally, noting that the equilibrium edge load is unique (Theorem , w* and v* in

(2.16a)-(2.16b)) are thus unique in equilibrium. O
Proof of Proposition . Step I: We show that any ¢ € Q()) induces a route flow f that
satisfies ([2.17a)-(2.17d). From (2.6]), we obtain that for any #',#' € T*, any t—,t—* € T,
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and any i € I, f satisfies (2.17a]):

FEE) = LE ) =g )+ Y @) =g - D @)

JeI\{i} jen\{i}
=)+ D @) —a) = > a@) = L) - HED.
JEni} jeIN{i}

From ([2.4a)) and (2.4b)), we can directly conclude that f must also satisfy (2.17b]) and ([2.17d]).
Additionally,

D= min f(t' " WD % gw) Zﬂrgi;lidl(ti)

reR reR jeI\{i}
@, N . 1- L
= ND — (t)y=X\D (t") AND, Vit T Viel.
> D min g — 2 min g , VETeTT, Vie
jeI\{i} reR reR

Therefore, f satisfies (2.17d)). Thus, any feasible route flow must satisfy (2.17al)-(2.17d)).

Step II: Next, we show that for any route flow f € F'()\) (i.e. f that satisfies constraints
(2.17a)-(2.17d))), the set of feasible strategies that induce f can be characterized by (2.22)).

For any route € R, the linear system of equations (2.6)) has [[,.; |7"| equations in ) _,_, |T"|

variables. Note that for any given t = (ﬁ) € T, the following equations are linearly

el

independent:

> () = f(b)

el
o L - o (A.3)
G+ Y @@ = £ T, wWeT\{I'}, Viel
JeI\{i}

We then show that given any t € T, Y, ;¢/(t') = f.(t) is a linear combination of the

equations in (A.3]). Following ([2.17al), we can write:

1]

)+ fo(t2,12 +Zfr (6 = (I = 1) f.(F)

D LT = (I = Df(0) = fot' E
el
11|

By 1 2 710 4+ £(D) +Zfrt"’i (=1 (D)
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11
:fr(tla t27t_1_2) + Z fr(tlat_l) - (|I| - Q)fr(t)v
=3
where 7172 = (£3,--- ,#l). We apply the same procedure iteratively for another |I| — 2

times:

D OREE) = (= Dft) = f(1), VEeT. (A4)

el

Now for any r € R and ¢t € T, we can write >_._, ¢/(t') = > _,; ( L)+ D en ¢ (P )) -
(1 - DTy d@® & S £ 7 = (1 - LB & 1), Thus, for any r € B,
the linear system is comprised of Y, _; |T"| variables, and any constraint can indeed
be expressed as a linear combination of >, , |T%| — |I| + 1 independent equations in (A.3).
From the rank-nullity theorem, we conclude that the dimension of null space of this linear
map is |I| — 1. Then, for any r € R, any i € I, setting qj:(?) = X', any solution of
can be expressed as , where t € T is an arbitrary type profile. Additionally,
S Xo = i (@) = f(t). Thus, x satisfies (2.23B), i.e. for each 7 € R, out of the
|I| variables in {x'}icr, |I| — 1 are free, and the remaining one is obtained from ([2.23b)).
We can conclude that the strategy profile ¢ as defined in induces the route flow
f. It remains to be shown that if ¢ is a feasible strategy profile, y must satisfy (2.23a}

(12.22)

and (2.23d) as well. Since ¢ satisfies (2.4a)), we obtain that \'D e SRt =

TER r

Y orer (fr(ti,%\*i) — £ (8,1 +x%) e Xl for any i € I, ie. x satisfies (2.23a)).

Additionally, from (2.4D)), 0 < Z(tz) () — f,(#,57) 4 x& for any r € R and any
th e T Thus, x’ > maxgcr: {f,. Y — £ ~)}, i.e. x satisfies (2.23().

Step III: Finally, we show that the set of y satisfying (2.23)) is non-empty, i.e., any
f € F()\) can be induced by at least one feasible strategy profile ¢q. Consider any f € F()\),
we explicitly construct the following x, and show that such y satisfies (2.23)):

tteTt

X = ( Z{{ﬁﬁf — £t A-i))) +max (f.(6) — f.(t, ), Vr e R, Viel,

(A.5)
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where t is any arbitrary type profile, and

f?"@\) :Zze]maXﬂET’ (fr<) fT( t ))
Yrer [Fr(B) = Xy maxpers (£:(1) = £, 87)]

,r:

if 3 cn [Fr(0) = ey maxger: (f(8) — f-(£,17))] # 0, and 7, = 0 otherwise.
First, we check that the (X),cp e, as defined in satisfies (2.23c). Note that ~, > 0.
To see this, since for any t € T, 3", , f-(t, %) — (|| = 1) f.(t) - fr(t ) > 0, we know that
minger 3 ,e; fr(t, %) — (|1 = 1) f,(t) = minger f-(t) > 0. Thus, for any 7 € R, we obtain:
i A—i _ i —z I 1 : > 0.
0) =3 _max (f,(0) = [t 7)) =miny  fo(t,77) = (] = 1)f+(F) = min f,(t) > 0

teT
el el

(A.6)

Hence, we can conclude that v, > 0. Next, N'D — 3 _p maxgicps (fo(£) — f,(t, A_i))
. o
AND — (D — > e mingicri fi.(8, t‘z)) > 0. Using the above inequalities, we obtain that

X" as considered in (A.5]) satisfies ([2.23d).

Second, we check X! satisfies (2.23a). If Y° _p [£-(6) — 3ie; maxgicrs (f(8) — f(¢1,879))] >
0, then:

Y= w- ( Z??TX — [ ) ) + > max (fo(f) = f-(t, 1))
reR reR reR

= <>\iD - Z??TX (£ — £ T) ) ZineaTx £ — £, 7)) = N'D.
reR

On the other hand, if 3, ; [f-(f) — 3,c; maxser: (f,(2) — f+(£,47%))] = 0, we obtain that:

0=%" [fr(?) - 2 max (fo(f) - ﬁ(tif_i))]

reR el
eI P i
D— (7 > D-Y AND=0,
S L) B

which implies that for any i € I, 3, pmaxscrs (f,(t) — f(t1,£77)) = X'D. Since in this
case, 7, = 0, we can conclude that > _, X\ = Y, p MaXieri (fr(%\) — fr(ti,%i)) = \D,ie.
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X satisfies (2.23al).
Finally, X also satisfies (2:235). If 3=, [f+ () — Y ic; maxsicrs (f- (1) — fo(£,7%))] > 0,

we have:

dxi=wme > (AiD - aneaTx (1) — fr(tif_i))> + Z?leaTX (f:(0) = £t 1)

el el el
) ( 22 max (0 = £ (0, Aﬂ”) + 3 max (40 = (7))
i€l réeR i€l
e, (Z [fr(f) - Zgleafx (f,() = £(E, 7)) ) + D max (fo(0) = fo(t', 7))
reR L el
Zgleaqu fr tz A_i + Zgla}f fr(tZ _Z)) = fr(%\)
el iel

It cr [fr(%\) — D ey MaXyici (fr( ) — fo(t _Z))} = 0, then we have

OZZ[fr(tA)—Zggg(fr( — () ]-ZteTnfr
i€l

reR reR

which implies that for any » € R, min,er f,(t) = 0. In this case, 7, = 0, and thus ), XL =
“N i/Li ‘ﬂm’ “N . “~N - .
Siermaxgicr: (fr(t) — fo(t,677)) &3 fr(t) — minger f,(t) = f-(t), i.e. x satisfies (2.23b)).
Therefore, if f satisfies ([2.17a])-(2.17d)), we can conclude that the x in (A.5) satisfies

(2.23), i.e. the set of x satisfying (2.23) is non-empty. We already showed in Step II that

q as defined in ([2.22)) with parameter y satisfying (2.23)) is a feasible strategy profile, and ¢
induces f. Therefore, if f satisfies m there exists a feasible ¢ that induces f,

i.e. any f € F(\) is a feasible route flow.

In summary, we have shown that any feasible route flow satisfies (Step I); For any
f that satisfies , the set of feasible strategy profiles that induce f can be written in
(2-22)-(2:23) (Step II); Such set is non-empty, and hence f is feasible (Step III). We can thus
conclude that the set of feasible route flows is F'(A), and the set of feasible strategies that

induce f is as in (2.22))-(2.23]). O

Proof of Proposition [2.2. From Proposition 2.1, we know that the set of feasible route
flows is the set F'(\) characterized by (2.17a)-(2.17d)). Additionally, the weighted potential
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function in (2.12)) can be equivalently written as a function of f given by (2.13). Therefore,
the minimum of (OPT-F)) is equal to that in (OPT-Q)), and the set of optimal solutions is

the set of equilibrium route flows. O

A.2 Proofs of Section 2.5

Lemma A.2. The route flows f91 € F" induce a unique edge load w1,

Proof of Lemma[A.2. Following (2.7) and (OPT-F), any edge load w*' induced by route
flows in F“! (which we defined as optimal solution set of (OPT-F%))) is an optimal solution

of the following optimization problem:

min ~ ®(w),
st owe(t) =Y f(t), WeT, Veek,

roe

f satisfies (2.17a), (2.17b), (2.17d), {LIC)\{z, 5}, ({LIC},).

The constraints (2.17a)), (2.17b)), (2.17¢) are linear constraints. Following from ({2.21)), con-
straints (IIC)\{¢, 7}, (LIC};]) are each equivalent to a set of linear constraints. Additionally,

w is a linear function of f, thus the feasible set of w in this optimization problem must also
be a convex polytope. Since ZI/D(w) is a strictly convex function in w, the optimal solution
w1 is unique. O
Proof of Lemma . First, we show that both thresholds A\’ and A" belong to the interval
(0,1 — |[A"9|]. Since A" is attainable on the set F%T, there exists f%T € F"T such that:
. 15 5 @) 1 L S 1 iy

No=—J(fiy =" = [ D - AN > —|D- AN = 0.
X = ST = S ;%L(,)_D ;fr(,)

Similarly, we can check that \* <1 — [A79].

Additionally, we know for any f¥t e Fif:

- @29 1 g ~ ) 1 ~ .. (@296
NS S D B} TS S () S
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Therefore, 0 < \* < X < 1 — [\ O

For any two populations i,j € I, we can compute the threshold A\’ as follows:

min y
st. D= fitp,t)<y-D, VHeT,. . VigeT, (A7)
reR
fljv-l' e Fijv-l',

where FT is the polytope defined in (2.25). Therefore, (A.7) is a linear programming.

Analogously, the threshold X\ is the optimal value of the following linear program:

max y

st —[NYIIDHY f(H, ) >y D, VH €T, Vil €T, (A.8)

reER

Fiit ¢ piit

Proof of Theorem . [Regime Aij } : First, we show by contradiction that the constraint
(IIC}) is tight for any equilibrium route flow. Assume that for a given \ € Aij , there exists an
equilibrium route flow f* such that (IIC}) is not tight. From Proposition we know that
f* is an optimal solution of . Since is a convex optimization problem,
f* is still a minimizer of @( f) if we drop the constraint ) Additionally, the constraints
(IIC}) and ) implies that f* must also satisfy . Thus, such f* is an optimal

solution of the following problem:

min  &(f), st (@17a), @-170), @179, (IICE), and (IIC)\{i}. (A.9)

f

Moreover, the threshold \* defined in is attained by a route flow, say f¥', in the set
F1. Thus, we can write: 1 — [A\7%] — %jj(f””) =\ (Lemga A A’. Rearranging,
we obtain: 4 JI(f) < 1 — |\ — A\ = M, and so such f! also satisfies (IIC};). Since
fi@t is an optimal solution of (2-25), which minimizes the same objective function as
but without the constraint ([IC};), we thus know that f“T is also an optimal solution in

(A.9). Since the induced edge load is unique, we can conclude that the edge load induced
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by f* must be identical to that induced by f“1, which is w"'. Then, from (2.25)), we have
f* € F%. Therefore, from (2.26), we can write A\’ < %ﬁ( f*). Since we assumed that
(IIC}) is not binding in equilibrium, we obtain: %:ﬁ(f*) <M< )N < %:f’(f*), which is a
contradiction. Thus, ) must be tight in equilibrium for any A in regime Aij .

Finally, following the tightness of ) at optimum of , by rearranging the
constraint (TIC[;)) in (2.28), we have J7(f*) < (1 — |A7|) D — Ji(f*) = A D. Thus, ) is
guaranteed to hold in Regime Aij given the constraint and the fact that (IIC}) is tight
at the optimum of (OPT-F]). Hence, ) can be dropped in (OPT-F]) without changing

the optimal solution set.

[Regime A? }: Analogous to the proof given for regime Aij , we can argue that constraint
(ITIC}) is tight in any equilibrium for any A in regime Aéj . By imposing constraint ([IC};]),
(IIC}) can be dropped from the constraint set in (OPT-F]) without changing the optimal

solution set.

[Regime Aéj }: To study this regime, we need two additional thresholds

éié = max {:f’(flﬂ)}, j\ié

D fiitepiit

5 i, { (1= W) D= s}
From (2:26)), we can check that A’ < \', and A< AL

For any \' € [X,éi], we argue that F*(\) € FT. Since the set F¥ as defined by
is a bounded polytope, and A" (resp. é’) is the minimum (resp. maximum) value of
the continuous function J'(f%T) on FT we know from the mean value theorem that there
exists a f91 e Firt satisfying: N = %jz(f’”) Such fi! also satisfies constraint )
Therefore, f%! satisfies all the constraints in (2.17), and minimizes O(f). So fit is an
equilibrium route flow, which implies that F*(\) N F%T #£ (). Since the equilibrium edge load
vector is unique, and the edge load induced by fif is w™' we must have w*(\) = w™'.
Furthermore, from , F't is a superset of all feasible route flows that can induce w®.
Therefore, F*(\) € F*1 for any A € [X’, X']. Similarly, we can argue that for any A" € X,
F*(\) C FT,

To prove that F*(\) C F for any A in regime AY, we need to argue two cases \' > X and
N < X separately. If X > X, then [A, N] C [A",é"]u[ii, M. Therefore, F*(\) C FT for any
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A in regime Aéj. If é’ < /:\i, for any \' € (é’, j\z), we can check that any [T € F'T satisfies the
constraint (TIC}): %ﬁ(fij’T) < A" < M. Additionally, since X' < A< 1 — [ AH] - %ﬁ(fij’T),
we know that 4 J7(f1) <1 —[A79] = N = N, i.e. f71 also satisfies the constraint )
Thus, any fT € F’l is an equilibrium route flow, i.e. F*(\) = F¥T for any X' € (X, 2.
Combined with the fact that F*(A) € F%' for any A € [A',\'] U [\, X, we know that
F*(\) C F! for any X in regime AY. O

Corollary A.1. If the game I'(\) has a parallel-route network, then the equilibrium route
flow f* is unique. Moreover, if there are two populations, then the equilibrium strategy profile
is unique in regime A2 or A%, and can be written as follows:

In regime A7 : ¢ (tY) = f*(t1,1?) — min f5(t1,1?), VreR, Vt'eT!, (A.10a)

T

el
¢ (1?) = min f*@, %), VreR, V*eT? (A.10b)
T ﬂETl s
In regime AY: ¢~ (t') = min f*(t1, %), VreR, Vt'eT!, (A.10c)

2er?

(1)) = [ (1,17 ~ min fr@4 1Y), vreR, V2eT?  (A.10d)
t2€T?
where ( , ) 18 any type profile.

Proof of Corollary [A.1. Given a parallel route network, we immediately obtain the
uniqueness of f* from Theorem Then from Proposition [2.1, any strategy profile that
can induce f* can be expressed as in (2.22)). In regime Al?, we know from Theorem that

the constraint (IIC}) is tight in equilibrium. Therefore, from (2.23al) and ([2.23¢)), we obtain:

ND BN TSN S max (£ @ 8) — (1, ) B P () = A'D.
reR reR

Thus, (2.23d) is tight for any r € R, i.e. x. = maxep (f;‘ (', 12) — 1 (tl,?)). Additionally,

from (2.23a)), x> = mingep f5(t',2%). Thus, x as defined in (2.23) is unique. Following
(2.22)), we can obtain the unique ¢* as defined in (A.10al)-(A.10b). Analogously, we can

argue that the equilibrium strategy profile is also unique in regime A}, and is written as in

(A10d)-(A.10d). O
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Proof of Proposition . [Regime A’ij ]: Consider any population size vector A € Aij,
there exists a sufficiently small ¢ > 0 such that A" = XA+ ez € AY ie. A = XN +¢e> N,
N = M —e < M, and the sizes of all other populations remain unchanged. Consider any
equilibrium route flow f*(\) € F*()\) and any f*(\") € F*(\"). We know from Theorem
that constraint ) is tight in equilibrium, and thus f*(\) and f*(\') satisfy: %ﬁ(f*(A)) =
No< N = %:ﬁ (f*(\)). Consequently, any equilibrium route flow f*(\) for size vector  is
in the feasible domain of for size vector A', but f*(A) & F*(X'), because J* (f*(\)) =
A < A\ i.e. the constraint (IIC}) is satisfied, but not tight. Since f*(\') € F*(\'), we must
have W(\) = O(f*(X)) < ®(f*(N)) = T(N).

Additionally, from (2:24)), we know that ¥(\') = &(w*(\')) < ®(w*(\)) = ¥()\). Thus,
the unique equilibrium edge load w*(\) necessarily changes in the direction 2% in regime Aij :

[Regime AY }: From Theorem , F*(\) C F%' for any A € AY. Since the equilibrium
edge load is unique, we know w*(\) = w™. From (2.24) we can conclude that ¥(\) =
& (wt). Thus, ¥(\) as well as w*(\) remain fixed in regime A%

[Regime Agj }: Following similar argument in regime Ailj , we conclude that ¥(\) mono-
tonically increases in the direction 2% in regime AY. As a result, w*(\) changes when X is

perturbed in the direction 2% in regime AY . O

Lemma A.3. (Fiacco and Kyparisis [1986], page 102) The value of the potential function
in equilibrium, W(\), is convex with respect to X if in (OPT-Q)), ®(q) is convez in q, and the

constraints are affine in q and A.

Lemma A.4. (Fiaccd [2009], page 3469) If in (OPT-Q), the objective function ®(q) is

convex and continuously differentiable in q, and additionally the set of equilibria ¢* and the

set of Lagrange multiplies p*, v* are nonempty and bounded, then W(\) is continuous and

directionally differentiable in . Furthermore, for any given,j € I, the directional derivative

of U(X) in the direction 27 is VW (\) = mingeg-ymax (=, VaL(g*, p*,v", A)2Y,
€(M(q"),N(q"))

where M(q*) and N(q*) are the sets of Lagrange multipliers p* and v* in (2.15)) associated
with the equilibrium ¢* € Q*(\).

Proof of Lemma [2.5,. Since in (OPT-()), the weighted potential function ®(q) is convex
in ¢, and the constraints (2.4a))-(2.4b|) are affine in ¢ and A, from Lemma we know that
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the optimal value of the potential function W(\) is convex in A.

Next, we can check that satisfies the following conditions: (1) The potential
function ®(q) is continuously differentiable in ¢, and constraints — are linear in ¢
and A; (2) The optimal solution set Q*(\) is non-empty and bounded (Theorem [2.1). The
Lagrange multipliers at the optimum of are unique, and bounded (Lemma .
Therefore, from Lemma , we know that W()) is differentiable in the direction 2%, and
V.5 W(A) can be expressed as:

V.iV(A) = min max  VaL(q¢5, " v*A) - 29
greQ*(A)  (utwr)
€(M(g*),N(g"))

: *t? *t7
= min max — - D,
Ry s |2 2

e(M()N(g) \HET" HeTs

where M (q*) (resp. N(q*)) is the set of optimal Lagrange multipliers p* (resp. v*) associated
with the equilibrium strategy ¢*. From Lemma [2.3] since both p* and v* are unique in

equilibrium, V_i; W(\) can be simplified:

Vzij\:[j(/\) _ (Z M*ti . Z M*tj> D

teT? tieTs
( mi]{zl Pr(t)Ele.(¢*)|t"] — mi}rzl Pr(tj)E[cr(q*)\tj]> D
tieTi re tieTi €

(C*(N) = C7() D = =V7(\) - D.

0

Proof of Theorem . First, we know from Proposition that in direction 2z, W()\)
decreases in regime AZF , does not change in regime Aéj and increases in regime Aéj . Following
Lemma we directly obtain that V7*(\) > 0 in AY, V¥*(\) = 0 in AY, and V¥*()\) < 0
in AY.

Next, from Lemma we know that W(\) is convex in A. Hence, for any i,j € I,

189



the directional derivative V,:;¥(\) is non-decreasing in z¥. From (2.29), V*¥*()\) is non-

increasing in 2%. 0

Proof of Proposition [2.4. Since the interim belief of population j, 47(s,t77|t/) in
is independent with type ¢/, the equilibrium strategy of the uninformed population ¢7*(#/)
must be identical across all t/ € T7. Following and , the impact of information
metric Ji(¢*) = JI(f*) = 0 for any ¢* € Q*(\), f* € F*(\) and any \. For the sake of
contradiction, we assume that the regime Aéj is non-empty. From Theorem , we know
that the constraint (IIC};) must be tight in equilibrium when A is in regime AY. However,
since J7(f*) = 0 for any A, the constraint ) is tight only when M = 0, 1i.e. \' = 1—|\7%]|.
This implies that the regime Agj is indeed empty. Thus, there are at most two regimes Aij

and AY. Following Proposition , we can conclude that C7*(\) > C™(\).

Example A.1. We consider the game with two populations on two parallel routes (r; and
) with the following cost functions: ¢}(f1) = f1+ 15, & (f1) = 3f1 +15, c2(f2) = 20 f2 + 30.
The prior distribution 6, the total demand D, and the information environment are the same
as that in Example 2.1} Although both populations receive the accurate signal of the state
with positive probability, we have A' = 1 as the impact of information on population 2 is
zero. Since the free flow travel time on ry is much higher than that on r;, population 2

travelers exclusively uses r; regardless of the received signal, see Fig.

1% ; 1.02
08 1.01
f{mn)/D | ;!
0.6 — fi(n,n)/D|
2 — fi(an)/D|| o
= fi(m,a)/D|| 099 1
04 —fi(a,a)/D | Q
0.98
: —C
0.2 ’ 0.97 —c
| ™
0 ‘ 0.96
0 02 04 06 08 1 02 04 06 08 1
Al Al
(a) (b)

Figure A-1: Effects of varying population sizes for Example : (a) Equilibrium route flows
on r1; (b) Equilibrium population costs.
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Example A.2. Consider a game with two populations on two parallel routes (r; and 75).
There are two states: {s1, s2}, each state is realized with probability 0.5. The cost functions
are: ¢i'(f1) = f1+10, ¢2(f1) = fi+ 1, &5 (f2) = fo+ 1, 52(f2) = fo + 10. Population 1 is
completely informed, and population 2 is uninformed. The total demand is D = 1. We now
obtain that A' = A\' = 1; thus, regimes A} and Al? are empty sets, and population 1 has

strictly lower expected cost than population 2 for any A' € (0,1), see Fig. m

3
2.5

2 2F —C 7‘

g —c||

b 150 70»01\
1

05 : : : :
0 0.2 0.4 0.6 0.8 1
/\1

(b)

Figure A-2: Effects of varying population sizes for Example : (a) Equilibrium route flows
on r; (b) Equilibrium population costs.

A.3 Proofs of Section 2.6

Proof of Proposition [2.5. Firstly, we prove that for any A € Af, F*(\) C F'. From
the definition of AT in , we know that for any A € A, there exists at least one route
flow fT € F' satisfying the constraints in (OPT-F]), and hence such fT is a feasible solution
of the optimization problem (OPT-F)); thus </IS( fT) > ¥(A). Additionally, since fT is an
optimal solution of , which has the same objective function as but without
the constraints ([IC]), we conclude that O(f1) < W(A) for any feasible A (including A € A').
Thus, ¥(A) = C/I;( f1), and f' is an equilibrium route flow. Analogous to the argument in
proof of Theorem , the equilibrium edge load equals to w'. Since the set FT in (2.32)
contains all route flows such that the induced edge load is w', we can conclude that the set
of equilibrium route flow F*()\) C FT for any A € Af.

Next, we prove that AT = arg min, ¥(\). We have argued in the first part of the proof that
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for any f1 e FT, CTD(fT) < W(\) for any feasible \; and since for any A € AT, F*(\) C F', we
have W(\) = CE(fT) Therefore, 6(]“) = miny ¥()\), and AT C argmin, ¥()\). Additionally,
for any A € argmin, ¥(X), we have ¥()\) = min, ¥(\) = &(f1). Since FT includes all route
flows that satisfy (2.17a)-(2.17d) and attain the minimum value of ¥(\), any equilibrium
route flow f* € F*(\) for A € argmin, ¥(\) must be in Ff. Hence, such A\ must also be
in At defined in (2.33), i.e. argmin, ¥(A) C AT. We can therefore conclude that AT =
arg min, W(\).

From Lemma we know that the function W(\) is convex in A. Additionally, the
set of feasible population size vector \ is a closed convex set. Consequently, the set AT =
argmin, U(\) is convex and non-empty.

Finally, we show that w*(\) = w' if and only if A € AT. From the first part of the proof,
we know that F*(\) C FT. Therefore, the unique equilibrium edge load is w', which does
not depend on \. Additionally, for any feasible A ¢ AT, from the second part of the proof,
we know that ¥(\) > &(w'). Thus, w*(\) # w. O

Proof of Theorem . Firstly, we show for any A € AT, all travelers have identical costs
in equilibrium. Consider any 4,5 € I such that \* > 0 and M > 0, the directional derivative
of U()) in the direction 2%, V,;¥()\), must be 0. Otherwise, W(\) strictly decreases in
the direction 2% (resp. 27%) if V,;¥(A) < 0 (resp. if V.5 W(A) > 0), which contradicts
the fact that AT = argmin, ¥()\) as in Proposition 2.5 From Lemma we know that
C™(\) = C’*(\). Therefore, any two populations with positive size have identical costs in
equilibrium.

If any A € AT satisfies \' > 0 for all ¢ € I, then the first step in our proof is suf-
ficient to show that is satisfied. Otherwise, for any A\ € Af, and any degenerate
population i € {I|\* = 0}, we need to show that C™*(\) > C7*()\), where XY > 0. Since
AT = argmin, ¥()\), we know that ¥()\) must be non-decreasing in the direction z¥/. Thus,
we obtain: V,i; ¥(\) (C™(X\) — C*(X)) D > 0. Thus, C**(\) > C7*()\). The first and
the second steps together show that any A € A" satisfies , and hence is a vector of
equilibrium adoption rates.

Finally, we show that for any feasible A\ ¢ Af, is not satisfied. Since AT =

argmin, ¥(\), for any A ¢ AT, we can claim that there must exist a direction 2% such
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that U(\) decreases in the direction 2%, V_;¥()\) < 0. Otherwise, X is a local minimum of
T(\), and since ¥(A) is convex in A (Lemma [2.5]), A is a global minimum, which contradicts
the fact that A ¢ AT. For such a direction 2%, there are two possible cases: (1) A* > 0
and M > 0. In this case, from (2.29), C™*()X) # C7*(\), and thus travelers do not have
identical costs in equilibrium. (2) \* = 0 and A > 0. In this case, from (2.29)), we must
have V., U()\) = (C*(\) — C7*()\)) D < 0. Therefore, C7*(\) > C™(\), which implies that
travelers in population j has incentive to change subscription to platform 7. To sum up, in

either case, A ¢ AT cannot be a vector of equilibrium adoption rates. O

A.4 Extension to Networks with Multiple Origin-destination

Pairs

In this section, we extend our model to networks with multiple origin-destination pairs, and
show that all the results presented in the paper still hold. Consider a network with a set of
origin-destination (o-d) pairs K. Each o-d pair k € K is connected by the set of routes Ry.
The set of all routes is R = Ugerg Rr. The demand of travelers between o-d pair k € K is
Dy > 0. The information environment — state, platforms, signals and common prior —is the
same as that introduced in Sec. 2.3.1] The fraction of travelers between o-d pair k € K who
subscribe to platform i € I is \i. A feasible size vector A = (A% )xex s satisfies A\ > 0 for

any k € K and any i € I, and >_._; \i = 1 for any £ € K. We denote the strategy profile

i€l
as q = (q;k(ti))reRkyieLtieTi’keK, where q,ﬁk(t’) is the amount of travelers in population ¢ who
take route 7 between o-d pair k when the signal is #*. A strategy profile ¢ is feasible if it

satisfies:

Yo dnt)=N-Dy, Viel, V'eT', VkeKk,

reRy

¢ (t') >0, YreR, Yiel, Vel VkekK.

For any feasible strategy profile ¢, the induced route flow vector is f = (f,x(t))rer, ke ters

where f,;(t) is the flow on route r induced by travelers between o-d pair & when the type
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profile is ¢:

Frr) =Y i), VreR, VkeK, VteT (A.11)

i€l

The aggregate edge load on edge e € E when the type profile is ¢t can be written as follows:

wt) =33 Y @Y S e (A.12)

i€l keK re{Ry|roe} keK re{Ry|rae}
The expected cost of each route r € R given type t' € T*, denoted E|c,(¢)|t!], can be written

as in (2.8]). A feasible strategy profile ¢* is a Bayesian Wardrop equilibrium if for any & € K,
any i € I, and any t' € T

Vre Ry, ¢ht)>0 = El(¢)t'] < Eler(¢)|], Vr' € Ry

We now state the extensions of our results to the network with K o-d pairs. Firstly, we
can check that the following function of ¢ is a weighted potential function of the Bayesian

congestion game with K o-d pairs:

Dier 2okeK Zre{Rk\rae} qi,k(ti)
/ i(2)dz,

o) =SS w(s.1)

e€E seS teT 0

Therefore, given any size vector A, the set of equilibrium strategy profiles @*(\) can be solved
by the same convex optimization problem (OPT-Q)) in Theorem [2.1 The equilibrium edge

load w*(\) is unique.

Secondly, with simple modifications, we characterize the set of feasible route flow vectors

F as follows:

jals {f|Vk € K, (frr(t))rer, ter satisfies (2.17a) — (2.17d))},

and the set of equilibrium route flows F*(\) can be solved by the optimization problem

(OPT-F)) in Proposition . Particularly, the information impact constraint (2.17d|) for o-d
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pair k£ € K and population ¢ € I now becomes:

Dp— Y min FexE ) <ADy, Wt eT™ Viel, Vkelk. (A.13)
reRy,
That is, the impact of information sent by platform i on the route flows between o-d pair k
is bounded by the amount of travelers who subscribe to platform ¢ and travel between o-d
pair k.

Thirdly, for any o-d pair k£ and any pair of platforms ¢ and j, we can analogously analyze
how the equilibrium outcomes change with the sizes A% and )\i, while the sizes of all other
populations remain unchanged. We denote this direction of perturbing A as zlij . We can show
that Theorem holds: three regimes (one or two may be empty) can be distinguished
by whether or not the information impact all the travelers between o-d pair k£ who subscribe
to platform i (resp. j), i.e. whether or not is tight at the optimum of .

Fourthly, the relative value of information, denoted V;7*(\), is the travel cost saving
experienced by travelers between o-d pair k£ who subscribe to platform ¢ compared with

travelers who subscribe to platform j. Analogous to Lemma we obtain:
Vi) = CF(N) = G (A) = ==V, ().

By applying sensitivity analysis, we can show that V,fj () is positive, zero, and negative in
the three regimes respectively.

Finally, we analyze how travelers between each o-d pair £ € K choose platform sub-
scription. By dropping the information impact constraints (A.13)) in (OPT-F]) and following
- , we obtain the extension of Theorem : characterization of the set AT, which

is the set of size vectors induced by travelers’ choice of platforms. We note that how an
individual traveler between o-d pair k£ chooses information subscription not only depends on
the choices of other travelers between the same o-d pair, but also the choices of travelers
who travel between other o-d pairs. This is because travelers between different o-d pairs may

take common routes and edges, and hence impact each other’s costs.
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Appendix B

Supplementary Material for Chapter

B.1 Proofs of Section 4.3

Proof of Lemma [4.1].

First, we show that for any parameter s € S, the sequence (;,:t—((g)> is a non-negative
t=1

martingale, and hence converges with probability 1. Note that for any t = 1,2,..., and any

parameter s € S\ {s*}, we have the following from (f-update]):

ohei(s) 0% (s) - TI " 0% (vtla)
Gker1(5*) Okt (5*) - z:};t—l & (y*|q*)

Now starting from any initial belief ', consider a sequence of strategies Q%! 2 (¢ )5;1

and a sequence of realized outcomes Y1 2 (v )5;—11 before stage k;. Then, the expected

gkt+1 (s)

T conditioned on 6%, Q**~! and Y*~! is as follows:

value of

E { O (s) (B.1)

ok () et (")
L okt=1 yhke=1| _ E k=k¢
9kt+1(5*) 0 ’Q ) :| [

- t * ) ]C — s*
0k (s*) Tl (| gk)

where 0% is the repeatedly updated belief from 6! based on Q*~1 and Y*~! using (f-update)).
Note that

kiy1—1 g

E[ s ¢<y’f|q'f>]
kip1—1 | gx
k0 (0MaY)
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ke1—1 s/ k kty1—1
rer, Oy q") o -
:/k k kpiq—1 kz+1t 1 k H ¢ y |q dyktykt“yktﬂ 1
gy & (1)

k=k¢ k=k:

kt+1 1
. (0 k| kY g, ke, kel kppi—1 _
—/ ) 1||¢(y|f1)dyy YT =1,
yrtyRet T

Hence, for any £ =1,2,...,

0% (s)

OFe+1(s)
E |:— W, Vs € S.

9’%4,.1 (S*)

81 th—l th—1:| —

Again, from (f-update) we know that oz (( )) > 0. Hence, the sequence (%) is a non-
t=1

negative martingale for any s € S. From the martingale convergence theorem, we conclude

that Bkt )) converges with probability 1.

Next we show that the sequence (log Qkf(s*)) is a submartingale, and hence converges

t=1
with probability 1. We define the estimated density function of payoffs (y )kt“f with belief

k=k¢
k 1 kr1i—1\ A Eip1—1 g+
0 as 1 ()3t |08, (@9),507") 2 Saes 0 () TI 0 (441a"). From (Frupdatd), we
have:

ekt( *) :H];;l ¢s* (yk’qk)

ki 1 kii1—1

o (R o @)
kiy1—1 ¢s* (yk|qk)

= log 0'“(5*) +E |log : ke - —
i (R o @)

E [log 6%+ (s¥)

,th—l, th—l} — E lOg 017 th_l, th—l

= log 0% (s*)

kip1—1 kty1—=1 g%/ k| k
_|_/ H (bs y |q 10g kk k¢ - ¢ (y |qk) — dyktykﬂrlykt-q-lfl
yhtyketiyke41—1 m <(yk) t4+1— 41 >

=k, ‘ekt (d%)25,

k=k;
kt+1—1
* S* kt 1— 1 + kt 1—1 + *
=1oge'ft<s>+Dm( TT o M) || () o (@), )) > log 0" ("),
k=k¢

where the last inequality is due to the non-negativity of KL divergence between the dis-
tributions HZT,;_I@* (v*|¢*) and p (( )Z”; b gk, (qk)k”l_l). Therefore, the sequence

k=k
(log % (s*)) " ., 1s a submartingale. Additionally, since log 6*(s*) is bounded above by zero,

by the martingale convergence theorem log 6%t (s*) converges with probability 1. Hence,
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6 (s*) must also converge with probability 1.

0%t (s)
Okt (s*)

ability 1 for any s € S. Since for any k = k, +1,..., k41 — 1, 0% = 0%, we know that 6%

From the convergence of and 6% (s*), we conclude that 6%t (s) converges with prob-
also converges. Let the convergent vector be denoted as 6 = (é(s))se s~ We can check that
for any k, 6%(s) > 0 for all s € S and Y, 4 6%(s) = 1. Hence, f must satisfy 6(s) > 0 for all
s€Sand Y, s0(s) =1, ie. 0 is a feasible belief vector. O

Before proceeding, we show that the best response correspondence is upper hemicontinu-
ous in the belief and the strategy profile. This result follows directly from the Berge’s theorem
of maximum and the fact that the expected utility function Ey [uf(q;, ¢—;)] is continuous in

6 and gq.

Lemma B.1. For any 0 € A(S), any i € I and any q—; € Q—;, BR(q_;,0) is upper-

hemicontinuous in 0 and q_;.

We are now ready to prove Lemma [£.2]

Proof of Lemmal4.2. For any stage K > 1, we construct an auxiliary sequence of strategies
(cjk)]jil as follows: First, we set ¢* = ¢* for all k = 1,..., K. Then, for any k¥ > K, we define

the following subsequences:

~ We define G**!' 2 arg Minge pg.q0 1§ — ¢°7'|. That is, ¢"*' is a strategy updated from

¢" with the fixed point belief 8 (i.e. ' € F(,¢")). Additionally, ¢**' is the closest
to ¢"*t! — the strategy in stage k + 1 of the original sequence — among all strategies in

the set F'(0,¢").

- We define the auxiliary strategy ¢**' 2 arg min,c g lg — @ That is, ¢"*!
is a strategy updated from ¢* with the fixed point belief § (i.e. ¢! € F(0,4")).

Additionally, ¢F! is the closest to ¢°*! among all strategies in the set F(0, ¢*).

Therefore, for any k£ > K, we have:
lg"t =@ = D (¢"*, F(8,4%)), l§°" — "] = D (¢"*", F(6,4")) . (B.2)

We next show by mathematical induction that for any ¢ > 1, limg . [|¢% ¢ — ¢5T|| = 0.
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To begin with, for £ = 1, we have
g =" < g™ =g+ g = |
B2p (51, F (8,4%)) + D (¢4, F (6,49)). (B.3)

Since % converges to § (Lemma [4.1), F(6,q) is upper hemicontinuous in ¢ (Lemma [B.1)),
and ¢5*1 € F(05*! ¢K), we know that limg_, D (qKH, F (9_, qK)) = 0. Additionally, since
¢* =q¢* and ¢" € F(0,¢"), D (¢, F (0,¢%)) = 0. Therefore, limg_,o [|g" ™ —¢" | =
0.

K+t _

Now, assume that limg_, ||q GEFY| = 0 for some ¢ > 1, we need to prove that

limg oo |5 T4 — gE || = 0. Similar to (B.3)), we have

K — K+ < D (qK—&-é—i-l’ F (g’ qKM)) +D (QK+Z+1’ F (g’ qKH))
Analogous to ¢ = 1, since F(0, q) is upper hemicontinuous in 6,

: K+0+41 g K+0)) _
Jim D (g JF(0,¢"%)) =0.
Additionally, since limg . [|[¢5% ¢ — ¢+ = 0, F(0,q) is upper hemicontinuous in ¢, and
g“ Tt € F (0,¢"%), we know that limg_oo D (", F (6,¢5%)) = 0. Therefore, we

K+4+1

have limg . ||q — g%+ = 0. By mathematical induction, we conclude that for any

0> 1, limpeo g5 — @) = 0.

Finally, Assumption [1] ensures that the strategy update with constant beliefs § converges
to an equilibrium strategy ¢ € EQ(f). That is, for any K > 1, limg,. || — g|| = 0.

Therefore,

lim [[¢* — gl = lim lim [jg"**
A le—dl =i gl

— gl < lim lim [|g"+ — ¢5F) + lim lim |5 — g = 0.
q|| < Jim lim {lq ¢~ + Jim lim g qll =0

Thus, lims_,e ¢* = G. O

Proof of Lemma [{.3 By iteratively applying the belief update in (f-update), we can
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write:

1 ke=1 i s¢) 51
ghr(sy = 0 L L fy ) Vs € 5. (B.A)
Y wes IS ¢ (7))

We define CI>5(Y’“_1|Q’“_1) as the probability density function of the history of the realized

outcomes Y* 1 = (I ) o ' conditioned on the history of strategies th V= (¢ ) 1 prior to

stage ky, i.e. ®5(YF—L1|QF~ 1) = Hkt Y5 (17 |¢7). We rewrite as follows:

0 ()0 (Y QT) 0 (5)0° (Y 11Q" )
Y s OB VEQRT) = G (VR T QH) + 0 (s) 7 (YRR )

s ki—1 ky—1
A == B5)

Ps(Yk ki—1 "
0 (s) g ety + 0 (5")

0kt (s) =

(ki Qh

For any s € S\ S*(q), if we can show that the ratio (th—lml))

converges to 0, then 0(s)
must also converge to 0. Now, we need to consider two cases:

Case 1: ¢* (y|q) < ¢*(y|q): In this case, the log-likelihood ratio can be written as:

(Y1) ) e ( ¢ (vl¢") )
o (Gt ~ 2% (i) o)

j=1

For any s € S, since ¢*(y’|¢’) is continuous in ¢/, the probability density function of

log ( (yjjllqj))) is also continuous in ¢/. In Lemma , we proved that (¢ )

Then, the distribution of log ( ¢S((yy]||qq]))> must converge to the distribution of log (%).

Note that for any s € S\ S*(g), the expectation of log <M> can be written as:

(vlg)
E [1og (;ii(é'f;))] _ / & (413) - log (g;i%'fq))) dy = ~Dicx (6° WD) 16° W) < 0

p—p converges to g.

If we can show that the equation (B.7) below holds, then we can conclude that the log-

likelihood sequence defined by converges to —oo; this would in turn imply that the
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. . . ¢S(ykt—1|th—1)
sequence of likelihood ratios ] must converge to 0. But first we need to show:

PHs* (th—1|th—1

. 1 (DS(th_1|Qki_1) . 1 i, ¢S(y]’qj)
A1 <®S*(th1|62’“)) o Z 8 (m)

~E {10 (gis((f‘/‘f)))} . wp. L. (B.7)

We denote the cumulative distribution function of log ( ¢5(ZJJJ|I1JJ))) as Fi(z) : R — [0,1],

ie. Fi(z)=Pr <log < (& la’) ) ) The cumulative distribution function of log (df’:*(qu_) )

¥ lg’ (vla)
is denoted F(z) : R — [0,1], i.e. F(z)=Pr <log <%) ) Then,
lim F/(z) = F(z), VzeR (B.8)
j—o0

For any sequence of realized outcomes (y7)%° 221, we define a sequence of random variables

A = (A))Z,, where A = (log <%)) Then, we must have A7 € [0, 1], and for any
§ € [0,1], Pr(A7 < 6) = Pr (Fj (log (%)) < 5) = 0. That is, A7 is independently

and uniformly distributed on [0, 1]. Consider another sequence of random variables (77) 7=,

where 1/ 2 (F )_1 (A7). Since A’ is independently and identically distributed (i.i.d.) with

%" (yla)
Additionally, since each A’ is generated from the realized outcome 77, (777) _, is in the same

(yﬂ lg’)

(yle?)
F. Therefore, with probability 1,

oc (tiey) 7

uniform distribution, 7’ is also i.i.d. distributed with the same distribution as log ( ¢° (wl2) )

probability space as log < ) From (B.§)), we know that as j — oo, FV converges to

s (Gitan) ~ 0 (e (i) ) =

lim
Jj—00

= lim
j—o0

Consequently, with probability 1,

ke—1 o ki—1 .y
. 1 ¢* (¥’ |¢’) > ) 1 (cbs(yjqu) ) <
lim log| ——"= ) —7 || < lim log| ——= ) —7/| =0.
t=o0 | ky — 1 ; < © <¢S wilg)) " t=vo0 iy — 1 ; S\ wle)) "
(B.9)

Since (7’ >;11 is independently and identically distributed according to the distribution of
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log ‘z’:*(yw_) , from strong law of large numbers, we have:
¢ (ylg

1 = o [(£WlD) s "
lim > i =E {1 g (¢S (y|q)>} Dir (¢ wlDllo*(ylD) ,  w.p. 1.

t%oo]{,‘t—l T
Jj=

From , we obtain the following:

ki—1

lim —— ktzllog (M) Z” = —Dxr (¢ (yla)l|¢°(yla)) . wp. 1
oo by — 1 2 o lg)) o ’ft

(B.10)

Hence, (B.7)) holds. Then, for any s € S\ S*(g), lim;—no % = 0. Thus, from
(B.5), we know that lim; ,., 6% (s) = 0 for all s € S\ S*(7). Since for any k = k; +
Lok = 1, 08 = 0%, we know that limy s gt = 0 and limy o0 0%(s) = 0 for

all s € S\ S*(q).

Finally, since §'(s) > 0 for all s € S, the true parameter s* is never excluded from the
belief. Therefore, limy_,o + log (#*(s*)) = 0. For any s € S\ S*(7), we have the following:

k—o00 k—>oo k k—o00 k‘

Qk ) 1 6)1 P kal Qkfl
=y ;los ( . ))) = g les (91((38*))) Ak s (@s*((w—1||@’f—1))>

(s
—E [bg (j:(( 'f’))] = Dyt (6" WIS WlD) . w1

Case 2: ¢* (y|q) is not absolutely continuous in ¢*(y|q).

In this case, ¢*(y|q) = 0 does not imply ¢* (y|¢) = 0 with probability 1, i.e. Pr(¢*(y|q) = 0) >
0, where Pr(-) is the probability of y with respect to the true distribution ¢* (y|g). Since
the distributions ¢*(y|q) and ¢* (y|q) are continuous in ¢, the probability Pr(¢*(y|q) = 0)
must also be continuous in ¢q. Therefore, for any € € (0, Pr (¢°(y|q) = 0)), there exists § > 0

such that Pr(¢°(y|q) = 0) > € for all ¢ € {ql|||¢ — q|| < }.

From Lemma , we know that limy_. ¢ = g. Hence, we can find a positive number

Ki > 0 such that for any k > K, [|¢* — q|| < 8, and hence Pr (¢*(y*|¢") =0) > e. We
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then have Y7, Pr(¢°(y*|¢") = 0) = co. Moreover, since the event ¢*(y*|¢*) = 0 is inde-
pendent from the event ¢*(y* |¢*') = 0 for any k, k', we can conclude that Pr (¢S(yk|qk) =0,
infinitely often) = 1 based on the second Borel-Cantelli lemma. Hence, we must have
Pr (¢*(y*|¢*) > 0, Vk) = 0. From the Bayesian update (f-update), we know that if ¢*(y*|¢*) =
0 for some stage k, then any belief of s updated after stage k is 0. Therefore, we can conclude
that Pr (9’“(5) > 0, Vk) = 0 with probability 1, i.e. there exists a positive number K* > K;
with probability 1 such that 6%(s) = 0 for any k > K*. O

Proof of Proposition [4.1]. Firstly, if [0] \ S*(¢) is a non-empty set for any 6§ € A(S) \ [0*]
and any ¢ € EQ(6), then no belief with imperfect information § € A(S)\ [6*] satisfies ([4.2a)).
That is, only the complete information belief vector 8* can be a fixed point belief. Therefore,
all fixed point must be complete information fixed points.

On the other hand, assume for the sake of contradiction that there exists a belief 0 €
A(S) \ {07} such that [6] C S*(q") for an equilibrium strategy ¢" € EQ("), then (61, ¢'),
which is not a complete information fixed point, is in the set 2. Thus, we arrive at a
contradiction.

Secondly, from condition (i) that [#] C S*(q) for any ||¢ — q|| < &, we have:

Eglu;(q)] = ui (), Vi€l (B.11)

)

For any ¢ € EQ(A), from condition (7) that g; is a best response to ¢_;, ¢; must be a local
maximizer of Egluf(g;,¢—;)]. From (B.11), ¢ is a local maximizer of u{ (g;,g_;). Since the
function u{ (g;, ¢_;) is concave in g;, ¢ is also a global maximizer of u{ (g;,7_;), and hence
is a best response of ¢_; with complete information of s*. Since this argument holds for all

1 € I, q is a complete information equilibrium. O

Proof of Proposition[4.2. On one hand, if Q = {(6*,EQ(#*))}, then for any initial state,
the learning dynamics converges to a complete information fixed point with belief 6* and
strategy in EQ(#*). That is, (6%, EQ(6*)) is globally stable. On the other hand, if there
exists another fixed point (QT, qT) € Q\ {(0*,EQ(#*))}, then learning that starts with the
initial belief 8! = 7 (resp. ' = 6*) and strategy ¢' = ¢ (resp. ¢* = ¢*) remains at (67, ¢")
(resp. (0%, ¢*)) for all stages w.p.1. Thus, in this case, globally stable fixed points do not
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exist. [l

Proof of Lemma [{.4).

(i) From Assumption (A2a), we know that such € must exist.

(ii) Since € < €, we know from Assumption (A2b) that BR(6,q) C N5 (EQ(6)) for any
0 € N: (é) and any q € Ns (EQ(@))

(iii) Under Assumption [I] we know from Theorem that the sequence of the beliefs and
strategies converges to a fixed point (QT, qT). If % € Ng(é) for all k, then limy_,, 6% =
0T € N:(f) C Ng(0). Additionally, from (i) and the fact that ¢ < ¢, we know that
limy, ¢* = ¢' € EQ(0") C N5 (EQ(6)). Therefore,

lim Pr (0" € N:(0) > ¢* € N5(EQ(A))) >Pr (6" € Ne(6), Vk)

k—o0

>Pr (0" € Ne(6), ¢* € Ns(EQ(6)), Vk) .

[l

In the proofs of Lemmas - , we denote (§k> as an auxiliary belief sequence
k=1
that is updated in every stage (instead of just updated at (k;);—,). That is,

0% (s)0°(y"*|q")

0' = 0", and 6 (s) = z , . VseS, Vk=1,2,... (B.12)
> ves 05 ()0 (y*]d¥)

From (#-update]), we know that

i o, Vik=k, k=12...,
o — (B.13)

0*=1,  otherwise.

Proof of Lemma |4.5. First, note that 0 < p! < p? < ﬁ For any s € S\ [0] and any

k > 1, we denote U*(s) the number of upcrossings of the interval [p!, p?] that the belief 67 (s)
— k(g
completes by stage k. That is, U¥(s) is the maximum number of intervals ([k;, kl])ijzl( ) with
1<k <k <ky<hky < <kpry < ki) < k, such that 05i(s) < p' < p? < GFi(s)
k

for i = 1,...U"(s). Since the beliefs <9~] (s)) ~are updated based on randomly realized

J=1
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payoffs (yj)§:1 as in (B.12)), U*(s) is also a random variable. For any k > 1, U*(s) > 1 if
and only if §'(s) < p' and there exists a stage j < k such that 67(s) > p2. Equivalently,
limy,_,0o U*(s) > 1if and only if 8'(s) < p' and there exists a stage k > 1 such that 6*(s) > p2.
Therefore, if §'(s) < p' for all s € S\ [4], then:

Pr <9~k(s) < p* Vse S\ [0, ‘v’k) =1-Pr (33 € S\ [0] and k, s.t. 6¥(s) > p2>

>1— Z, Pr (Elk, s.t. 0F(s) > ,02> =1- ] kh_)rrolo Pr (Uk(S) > 1) . (B.14)
s€S\[0] seS\[f]

Next, we define @ 2 0(s*) — p!. Since 0 < p1 < ming5{0(s )} and s* is in the support
set, we have a € (0,0(s*)). If §'(s) satisfies (4.8a)) — ([@.8b)), then 22 91 ;< p for all s € S\ [0].

Additionally, for any stage k and any s € S\ [ ), if 0%(s) > p2, then ;k(—(;)) > p? because
ék(s*) < 1. Hence, whenever ék(s) completes an upcrossing of the interval [p!, p?], %

must also have completed an upcrosssing of the interval [%, pz}. From (4.7a)) — (4.7b]), we
can check that £ < p? so that the interval [ P } is valid. We denote U* (s) as the number

of upcrossings of the sequence <W(:))> with respect to the interval [%1, pQ] until stage k.

. =1
Then, U*(s) < U*(s) for all k. Therefore, we can write:

Pr (U*(s) > 1) < Pr <Uk(s) > 1) <E [U’ﬂ(s)} , (B.15)

where the last inequality is due to Makov inequality.

From the proof of Lemma , we know that the sequence (;:(“3)) is a martingale.
)/ k=1

Therefore, we can apply the Doob’s upcrossing inequality as follows:

. [k(s)} . E [max{p:jc((; 0}} p2 ”_—1 - V. (B.16)

From (B.13), (B.14) - (B.16)), and (4.7al) — (4.7b]), we can conclude that:

Pr (0%(s) < p?, Vs € S\ [9‘] Vk) = Pr (9%) < 0% Vse S\, Vk;)

1 _

L S\A | s\

= 2 _pt 2_,_L '
p e? p 0(s*)—pt
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0

Proof of Lemma [{.6. From Assumption (A2c), we know that [0] C S*(¢') if ¢' €
Ns (EQ(A)). Hence, ¢*(y'lq") = ¢* (y'|¢") for any s € [f] and any realized payoff y'.
Therefore,

(s) _ 0'(s) o°(y'la") _ 6'(s)

Py~ Bs) on ) ey P TeEl (B.17)

Sec@ %) X 0'(s)
62 (s*) - 61(s*)

This implies that , and for all s € [f]:

Pls) Pl () B 0y 6'(s)

> self] 0%(s)  6%(s7) > sl 0%(s)  0'(s*) > self) 0'(s) 2 sell 0'(s)

Thus, we have

02(s)  Dsepd 6%(s)
0'(s) Zse[é} 51(3)

Since >- 0'(s) < 1,if 6%(s) < p? for all s € S\ [A], >1—|S\ [0]|p?
Additionally, since 3 0%(s) < 1 and 6'(s) < p? for all 5 € [0], we have 7 E ; <
Since by ([7d), p* < 0(s) for all s € S\ [0], any 0%(s) € (0(s) — p*,0(s) + p°)

negative number for all s € []. Therefore, we have the following bounds:

1—\5\[9}|p3 '
is a non-

S sy 71,7) < 32(s 5(3)—%,{33
(0(5) p ) (1 1S\ [0]|p ) < 0%(s) < RTINS S\l (B.18)
Since
S IS\BISIIS) 519

— o SI= IS\ [ENIS]e*

we can check that (6(s) — p?) (1 =[S\ [0]|p*) = 6(s) —
right-hand-side of (B.19) is positive, we need to have p? <

\gl for all s € [f]. To ensure the

for all s € [f], which is

IS\[9]|IS|9
(4.7c))
. . 3 é f(s)+p°
satisfied by (4.7b]). Also, since p* < ErEGIGOED) for all s € [d], we have e <

0(s) + ﬁ for all s € [A]. Therefore, we can conclude that 62(s) € <9_( ) — % 0(s) + ‘S|) for
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all 5 € [0]. Additionally, if 6%(s) < p* < & for all s € S\ [0], then 6% € N¢ (). From (i) in
Lemma , we know that BR(6%, ¢') € Ny (EQ()) for both k = 1,2. From (B.13), we have
0% € N; (6), and BR(6?,¢") € N; (EQ(f)). Since ¢' € N5 (EQ()), the updated strategy ¢
given by must also be in the neighborhood Nj (EQ(Q_))

We now use mathematical induction to prove that the belief of any s € [f] satisfies
0% (s) € (0_(5) Igl 0(s) + \S\> for stages k > 2. If in stages j = 1,... .k, |09(s) — 0(s)| < |S|
for all s € [f] and 67 (s) < p* < ‘S‘ for all s € S\[f], then 7 € N, (9) forallj =1,..., k. Thus,
from and (%) in Lemma , we have 87 € N; (0) and BR (67, ¢'~") € N5 (EQ(0)).

Therefore, ¢ € N5 (EQ(6)) for all j =2,... k.

] € S*(¢%) for all j = 1,...,k. Therefore,

) = ¢° (y3|q3) with probability 1. Then, by

iteratively applying (B.17), we have ;(1()5 ) = Z{:EW]@ e )S ) for all s € [0] with probability 1.
€16]

Ig’l for all s € [f]. From (B.13)), we

From Assumption (A2c¢), we know that |
for any s € [0] and any j = 1,...,k, ¢*(1'|¢

Analogous to k = 2, we can prove that |#*11(s) — 0(s)| <
also have |0%F1(s) — 0(s)| < |§,| for all s € [f]. From the principle of mathematical induction,
we conclude that in all stages k, |0%(s ) 0(s)| < qg7 for all s € 0], and ¢* € N; (EQ(0)) for

all k. Therefore, we have proved (4.10) .

Finally, we are ready to prove Theorem [£.2]

Proof of Theorem . We combine Lemmasf. For any v € (0,1), and any €,6 > 0,
consider 6! = § and e! 2 min{p!, p*} given by and ([L.7d). If 0" € Na(6), then |6 (s) —
0(s)| < €' forall s € S. Recall from (4ii) in Lemma, limy,_, Pr (6% € N£(8), ¢* € N5(EQ(F))) >
Pr (0" € N:(), ¢" € N5 (EQ(0)), Vk). Since p? < &/|S|, we further have:

P (0'“ e N.(B). ¢ € N, (EQ(Q_)) | ‘v’k) - p 0% (s) — 0(s)| < ﬁ,_Vs € (0], Vk an(}
o < p?, Vs € S\ 0], ¢" € N5 (EQ(9)), Vk
0% (s) — 0(s)| < l—;,VS c[0],Vk | 0%(s) <

= Pr (Qk(s)<p2,Vs€S\[§],Vk)-Pr : -
and ¢* € N; (EQ(0)) , Vk Vs e S\ [0, Vk
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For any 6' € N.(6) and any ¢' € Nn (EQ(6)), we know from Lemmas — that:

Pr (0%(s) < p*, Vs € S\ [0], Vk) >, and
10%(s) = 0(s)| < 1§, Vs € (0], V&
and ¢* € N; (EQ(@)) , Vk

Pr 0 (s) < p*, Vs S\[0), Vk | =1

Therefore, for any §' € Na(f) and any ¢' € Ny (EQ(A)), the states of learning dynamics
satisfy limy_,o Pr (Gk € N:(9), ¢* € N (EQ(G_))) > ~. Thus, (5, cj) is locally stable. O

B.2 Proofs of Section 4.5

Proof of Proposition . Under condition (1), since the true parameter s* is identifiable,
we know any fixed point belief must have complete complete information of s*. Thus, the
fixed point strategy must be a complete information Wardrop equilibrium.

Under conditions (2) and (3), we know that at any fixed point, the belief # must con-
sistently estimate the cost of all edges, i.e. Eg[¢(w.)] = ¢¢ (w,) for all e € E given any
(6, w) € Q. Therefore, we have Eg[¢:(q)] = ¢35 (q) for all r € R.

From the variational inequality, we know that

> Egli(@)] - (¢ — @) =0, VYgeQ,

reR
= 6@ (¢ —3) >0, YgeQ.
reR
That is, ¢ satisfies the variational inequality with complete information of s*. Therefore, we
can conclude that ¢ must be a complete information equilibrium, and the induced edge load
vector must be w = w*. U
Before presenting the proof of Proposition [£.4] we first introduce the definition of series-

parallel networks and Braess’s paradox.

Definition B.1. Series-parallel networks A network is series-parallel if and only if it can be

constructed recursively from single edges by connecting networks in series or in parallel.
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Definition B.2. Braess’s paradox occurs in a network if there are two sets of latency func-
tions L & {ge(we)}eeE and L 2 {lc(we) }ecr such that ge(we) > leo(we) for alle € E and all

we > 0, but the equilibrium social cost associated with L is lower than that with L.

Lemma B.2 (Theorem 1 in |Milchtaich|[2006]). Braess’s paradoz does not occur in a network

with single origin-destination pair if and only if the network is series-parallel.

We are now ready to prove Proposition [4.4}

Proof of Proposition . For any fixed point (6,w), we know from Theorem [4.1| that
for the utilized resources e € E, the average cost is accurately estimated, i.e. Eg[(3(1w0.)] =
5" (,). Consider another congestion game G, in which the latency functions of resources
e € E\E are (%" (w,) = oo for any w, > 0, and the costs of resources e € E do not change, i.e.
05" (we) = £ (w,.). Then, @ is the equilibrium load vector of G with complete information
of s*, and C(w) is the equilibrium social cost. Note that w* is the complete information
equilibrium load vector in the original congestion game G, where 5" (w,) < 5" (w,) for all
e € F and all w, > 0. Since the network is series parallel with single origin-destination pair,
following from Lemma [B.2] we know that Baraess paradox does not occur. Hence, we can

conclude that C(w) > C(w*) for any w.

B.3 Learning in Games with Finite Strategy Set

Our results in Sec. can be extended to learning in games where strategy sets are finite
and players can choose mixed strategies. In this game, each player i’s action set (pure
strategies) is a finite set A;, and the action profile (pure strategy profile) is denoted as
a=(a;);e; € A=]l;c; Ai- Given any parameter s and any action profile a, the distribution
of players’ payoff y is ¢° (y|a).

We denote player i’s mixed strategy as ¢; = (¢i(a:)),,cq, € Qi = A(A;), where g;(a;)
is the probability of choosing the action a;. The strategy set @); is bounded and convex.

k

Players’ action profile in each stage k, denoted as a” = (ak

z>z < 18 realized from the mixed

strategy profile ¢*.
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Analogous to (f-update]), the information system updates the belief #*¢ based on actions

kipr—1
(@)%,

kt41—

1
hep,  BS follows:

and the realized payoff vectors (yk)

ker1—1 s
0% (s) [Ta, " ¢ (vF|a®)
kiy1—1 / )
D oges 0" () iy, ¢ (y*]ak)

OF1(s) = seS.

Similar to Sec. 1.2 we consider three types of best-response updates:

1. Simultaneous best-response dynamics. All players choose an action that is a best re-
sponse to their opponents’ actions given the updated belief and their opponents’ action

profile:

aFt e BR;(0F, ")), Viel.

2. Sequential best-response dynamics. Players change their actions to be a best-response

strategy of other opponents’ actions one by one:

w1 ) €BRi(OM1,aY,),  if kmod |I] = .
a;
=a;, otherwise.

3. Fictitious play. The mixed strategy ¢F represents player i’s empirical frequency of

actions in previous stages 1,...,k. In each stage k, all players best respond to their

opponents’ empirical frequency ¢* ;:

k 1
k+k+1af, Viel, Vk.

ai € BR(0",a%), ¢/ = =4

We extend the definition of payoff equivalent parameters in Definition [4.2] as follows:
Parameter s is payoff-equivalent to s* given ¢ € @ if the distribution of payoffs under
s is identical to that under s* for all actions that are assigned with positive probabil-
ity given q. Therefore, the payoff-equivalent parameter set given ¢ is defined as S*(q) 2
[S 1D (6% (31a) l16° (y]a)) = 0, Va € [q]}, where [g] = {Alg(a) > O} is the support set

of the mixed strategy profile ¢. In addition, the set of payoff-equivalent parameters on a
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strategy set Q C Q is S*(Q) = {S|s € S*(q), Vq € Q}.

The convergence result in Theorem can be readily extended to games with finite
strategy sets: Under Assumption , the beliefs (Gk):):l converge to a fixed point belief §
that accurately estimates the payoff distribution for all action profiles that are taken with
positive probability, and the strategies (qk);ozl converge to the equilibrium set EQ(#).

The results on global and local stability properties in Proposition and Theorem
also hold for games with finite strategy set. Moreover, for games with a finite strategy set,
any fixed point that satisfies the sufficient condition of local stability must be a complete
information fixed point. This is because any local perturbation of a fixed point strategy
profile can lead to a mixed strategy with full support on all action profiles, and these mixed
strategies can distinguish any parameter s # s* from s*. Thus, local consistency condition

in Assumption (A2c) is only satisfied by the complete information belief 6*.
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Appendix C

Supplementary Material for Chapter

C.1 Proofs of Section 5.3

Proof of Theorem [5.1. First, we proof that the four conditions of market equilibrium
(a*,p*, 7*) ensures that z* satisfies the feasibility constraints of the primal (LP)), (u*,7*)
satisfies the dual @, and (x*,u*, 7*) satisfies the complementary slackness conditions. The

vector u* is the utility vector computed from ([5.4)).

(i) Feasibility constraints of (LP)): Since z* is a feasible trip vector, * must satisfy the
feasibility constraints of (LP)).

(ii) Feasibility constraints of @: From the stability condition (5.6]), individual rationality
(5.5), and the fact that toll prices are non-negative, we know that (u*,7*) satisfies the
feasibility constraints of (DJ).

(iii) Complementary slackness condition with respect to : If rider m is not assigned,
then (LP.a]) is slack with the integer trip assignment z* for some rider m. The budget
balanced condition shows that p;, = 0. Since rider m is not in any trip and
the payment is zero, the dual variable (i.e. rider m’s utility) «™* = 0. On the other
hand, if ¥™ > 0, then rider m must be in a trip, and constraint must be tight.

Thus, we can conclude that the complementary slackness condition with respect to the

primal constraint (LP.a)) is satisfied.
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(iv) Complementary slackness condition with respect to (LP.b): Since the mechanism is
market clearing, toll price 7. is nonzero if and only if the load on edge e is below
the capacity, i.e. the primal constraint is slack for edge e € E. Therefore,
the complementary slackness condition with respect to the primal constraint is
satisfied.

(v) Complementary slackness condition with respect to : From (j5.7a[), we know that
for any organized trip, the corresponding dual constraint is tight. If constraint
is slack for a trip (b,r), then the budget balance constraint ensures that trip is
not organized. Therefore, the complementary slackness condition with respect to the

primal constraint is satisfied.

We can analogously show that the inverse of (i) — (v) are also true: the feasibility con-
straints of and @, and the complementary slackness conditions ensure that (z*, p*, 7%)
is a market equilibrium. Thus, we can conclude that (z*, p*, 7*) is a market equilibrium if and
only if (z*, u*, 7*) satisfies the feasibility constraints of and (D), and the complementary
slackness conditions.

From strong duality theory, we know that the equilibrium trip vector z* must be an
optimal integer solution of . Therefore, the existence of market equilibrium is equivalent
to the existence of an integer optimal solution of . The optimal trip assignment is an
optimal integer solution of , and (u*, 7%) is an optimal solution of the dual problem @
The payment p* can be computed from . 0

Proof of Corollary [5.1]. Consider any two routes r,7" € R such that ¢, > t,.. Given z*,
we denote the rider group that takes route r as b,. If no rider group is assigned to route r,

then we denote b, = ). From ([5.7a)), we have

Additionally, since (u*, 7*) satisfies constraint (D.a]), we know that

S+ 7 = Va(b,).

meb, ecr!
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Therefore, we must have:

N =D = Vb)) = Vi) = (Z B+ Yy (Ib]) + 6|br!> (t, —t) > 0.

eer’ ecr meb, meb,

C.2 Proofs of Section [5.4l.

Proof of Lemma . Consider any (fractional) optimal solution of , denoted as z*.
We denote f(b) = > rerTr(b) as the flow of group b, and F = > beB £(b) is the total flows.
Since z* is feasible, we know that F<C , where C' is the maximum capacity of the network.
The set of all groups with positive flow in & is B 2 {b e B|f(b) > 0}. For each b € B, we

re-write the trip value function as follows:

~ ~ ~

V() = 2(6) = g(b)tr, ¥ (1) € Bx R,
where 2(B) = 3,.c; (@™ — 7) — ofb], and g(B) = ¥, (3™ + A([b])) + 3[b].
We denote the number of rider groups in B as n, and re-number these rider groups in

~

decreasing order of ¢(b), i.e.

We now construct another trip vector x* by the following procedure:
Initialization: Zero assignment vector z(b) <— 0 for all r € R and all b € B

Forj=1,... ,n:

(a) Assign rider group Bj to a route 7 in R*, which has the minimum travel time among

all routes with flow less than the capacity, l.e. 7 € argmin, (g Soen () <kr i br )

(b) I 3ep i (b) + f(by) < K, then 7(b;) = f(by).

(c) Otherwise, assign z%(b;) = ki — > pep Ti(b), and continue to assign the remaining
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weight of rider group l;j to the next unsaturated route with the minimum cost. Repeat

this process until the condition in (b) is satisfied, i.e. the total weight f(b ;) is assigned.

We can check that >, > _p25(b) = > 5, f f(b) < 1 so that (LPk*.a) is satisfied.

Additionally, since in the assignment procedure, the total weight assigned to route r is less
than or equal to &, we must have ), _px%(b) <k} for all » € R, i.e. (LPE*.D) is satisfied.
Thus, z* is a feasible solution of m

It remains to prove that x* is optimal of . We prove this by showing that V' (z*) >

V(2*). The objective function S(x*) can be written as follows:

SO V) 0) = 303 20 ) — S0 S gt 0) (1)

reR beB reER beB reER beB

We note that since > o hkr = Cand Y _p> 5 2r(b) < C, the algorithm must terminate
with all groups in B being assigned. Therefore, Y orerZi(b) = f(b) = > rer Zr(b) for all
b € B. Therefore,

DD Az )= =) f) =) =(b)i(b) (C.2)

reR beB beB reR beB

Then, V(z*) > V(") is equivalent to >, cp > ep 9(0)L27(b) < 30.cp D pep 9027, To

prove this, we show that z* minimizes the term > _, >, 5 9(b)t,2;(b) among all feasible x

that induces the same flow of groups as z*, i.e.

" € argmin Z Z g(b)t,z,(b), (C.3)
2€X(f) reR beB

where

A

ZT’ER :L‘T<b) - f(b)’ Vb € B)
(xT<b>)r€R,b€B Yoben 2rse Tr(b) < g, Ve€ L, (C4)
z.(b) >0, VreR, VbeB.

X(f)

We prove ((C.3) by mathematical induction. To begin with, (C.3) holds trivially on any
single-link network. We ext prove that if (C.3)) holds on two series-parallel sub-networks G*
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and G2, then (C.3)) holds on the network G that connects G' and G? in series or in parallel.

In particular, we analyze the cases of series connection and parallel connection separately:

(Case 1) Series-parallel Network G is formed by connecting two series-parallel sub-networks
G! and G? in series.

We denote the set of routes in subnetwork G' and G? as R' and R?, respectively. Since
G' and G? are connected in series, the set of routes in network G is R 2 R' x R2. Since
the two sub-networks are connected in sequence, the group flow vector in G! (resp. G?)

is fh(0) = X acpe frnz(b) (vesp. fA(0) = 3 ,ucpm frip2(b) for all b € B and all ' € R!

rl r2

(resp.r? € R?). Analogously, we define the set of trip vectors on sub-network G (resp. G?)
that satisfies the constraint in as X1(f1) (resp. X2(f?)). We can check that X'(f1)
(resp. X2(f?)) is the set of trip vectors in X (f) that is restricted on network G' (resp.
G?). That is, for any = € X(f), we can find z* € X'(f!) (resp. 22 € X2(f?)) such that
> or2ege Trip2(b) = xl (D) (resp. Y ,1cp @p1,2(b) = 22 (b)) for all b € B and all 7' € R' (resp.

r? € R?). Since the two subnetworks are connected sequentially, we have the follows:

D WIICED D) WIUAL O SPERT) IS b oICCA  SERNT

reR beB rlecRl beB r2eR? r2cR? beB rleRl
=D D gOtazn®d)+ Y > gb)teal(b). (C.5)
rleR! beB r2€R? beB

We also denote the trip vector that is obtained from procedure (a) — (c) based on f in

G' (resp. G?) as z'* (resp. 2**). We now argue that > »_pe 2% o(b) = x}5(b) for all b € B
and all ' € R!. For the sake of contradiction, assume that there exists b € B such that
> or2epe Th1,2(b) # xli(b) for at least one r! € R'. We denote b as one such group with the
maximum g(b). Since the total flow of b is f(b) in both 2* and x'*, if 3= o_ s 2% o (b) # x5 ()
on one ' € R!, the same inequality must hold for another r' € R'. Without loss of
generality, we assume that ¢,1 < ¢ /. Since any group I that is assigned before b ( g(lA)’ ) > g(l;))
satisfy 3 2cpe 21,2 (0) = 2l (¥) for all v € RY, if 3 o po 2712 (b) < 211(b), then 2! is not
obtained by procedure (a) — (¢) on G' because r! is not saturated with z'* in the round
1

of assigning b, and more flow of b should be moved from r! to r! to saturate route r'.

*1T2(l;) > xii‘(l;), then z* is not obtained from

We can analogously argue that if ) o po 27
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the procedure (a) — (c) for G. In either case, we have arrived at a contradiction. We can

analogously argue that Y 1 _pi 27%1,2(b) = 2% () for all b € B and all r*> € R?. Therefore,

Y g = 3 S g (z x:wa») EY S g (z x;ﬂw))

r€ER beB rleR! beB r2eR? r2cR? beB rleR!
=3 Y gtk + S0 Y g% () (C.6)
rleR! beB r2cR? beB

If (C.3)) holds on both sub-networks (i.e. z'* € arg M, v1 1y Doriep Dpen g(b)tazl,(b)

and % € argmin, . ya 2y D ,2c g2 Dpep 9(0)227 (b)), then from (C.5) ~ (C.6), we know that
(C.3) also holds in network G.

(Case 2) Series-parallel Network G is formed by connecting two series-parallel networks G4
and G4 in parallel.
Same as case 1, we denote R! (resp. R?) as the set of routes in G' (resp. G?). Then, the

set of all routes in G is R = R' U R2.

Given any f, we compute z* from the procedure (a) — (c) in network G. We denote
Y =3 icm Dopen Th(b) (resp. 2 =3 g D pep@i(b)) as the total flow assigned to
subnetwork G' (resp. G?) in z*. We now denote x'* (resp. 2**) as the trip vector z* restricted
on sub-network G' (resp. G?), i.e. x'* = (x:fl(b))rleRl’beB (resp. 2%* = <x:2(b))r2€R2,beB>'
We can check that z'* (resp. x*) is the trip vector obtained by the procedure (a) — (c) given
the total flow f* (resp. f?*) on network G' (resp. G?).

Consider any arbitrary split of the total flow f to the two sub-networks, denoted as
<f1,f2>, such that f1(b) + f2(b) = f(b) for all b € B. Given f! (resp. f2), we denote the
trip vector obtained by procedure (i) — (iii) on sub-network G' (resp. G?) as #'* (resp. 7%*).
We also define the set of feasible trip vectors on sub-network G! (resp. G?) that induce the
total flow f* (resp. f2) given by as X1(f1) (resp. X2(f2)). Then, the set of all trip
vectors that induce f on network G is X (f) = U(flng)(Xl(fl),XQ(fQ)).

Under our assumption that (C.3) holds on sub-network G! and G?* with any total flow,
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we know that given any flow split ( 11, f2>,

INIOL + Y > 9 < D0 D gtan®) + Y Y gb)td(b)

rleR! beB r2cR? beB rleR! beB r2cR2 beB

Vil e X(fY), 2% e X(f?).

Therefore, the optimal solution of (C.3) must be a trip vector (2'*,2*) associated with
a flow split < 11 f2>. It thus remains prove that any (2'*,#%**) associated with flow split
< 11, f2> # (f*, f?*) cannot be an optimal solution (i.e. can be improved by re-arranging

flows).

For any <f1,f2) # (f**, f2*), we can find a group b; such that f'(b;) # f*(b;) (hence-
forth fQ(bj) # f*(b;)). We denote b; as one such group with the maximum g(b), i.e.
f1(b;) = f*(b;) for any 1,...,7 — 1. Since groups by, ... ,b;_, are assigned before group b;
according to procedure (a) — (c), we know that @5 (b;) = 27 (b;) and £%(b;) = x7,(b;) for
all 1 € R, all 72 € R2and all j = 1,...,7 — 1. Since f1(b; b;) # ['(b;), the trip vector
in 2 and 2% must be different from that in z*. Without loss of generality, we assume
that fl(bf) > f(b;) and f2(bj) < f*(b;). Then, there must exist routes 7' € R' and

7 € R? such that &1f(b;) > 27 (b;) and 225 (b;) < x%(b;). Moreover, since z* assigns group
b; to routes with the minimum travel time cost that are unsaturated after assigning groups

b, ... b

51, we have ¢z < ta. If route 72 is unsaturated given **, then we decrease 17 (b;)

and increase :&f;‘(bj) by a small positive number € > 0. We can check that the objective func-
tion of (C.3)) is reduced by €(ts1 —t72)eg(b;) > 0. On the other hand, if route 7 is saturated,
then group b;,, must be assigned to 72 because it is assigned right after group b;. Then, we
decrease xf(b;) and 2723(b;, ) by € > 0, increases 27 (b;,,) and x75(b;) by € (i.e. exchange a
small fraction of group b; with group b§‘+1> Note that g(b;) > g(b;,,) and t;1 > ;2. We can

thus check that the objective function of (| is reduced by €(t;19(b;) — tp2g(b;,,))e > 0.

Therefore, we have found an adjustment of trip vector (z*,2%*) that reduces the objective

function of (C.3]). Hence, for any flow split < 11, f2) # (f1*, %), the associated trip vec-
tor (#'*,2%) is not the optimal solution of (C.3). The optimal solution of (C.3) must be

constructed by procedure (i) — (iii) with flow split (f*, f2*), i.e. must be z*.
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We have shown from cases 1 and 2 that if £* is an optimal solution of on two series-
parallel sub-networks, then z* is an optimal solution on the connected series-parallel network.
Moreover, since holds trivially when the network is a single edge, and any series-parallel
network is formed by connecting series-parallel sub-networks in series or parallel, we can
conclude that z* obtained from procedure (a) — (¢) minimizes the objective function in

for any flow vector f on any series-parallel network.

From (C.1)), (C.2) and (C.3), we can conclude that V(z*) > V(2*). Hence, x* must be
an optimal solution in (LPk¥). O

Proof of Lemma . First, for any feasible = in , consider a vector y such that
for any (r,b) € {B x R|z,(b) = 1}, y;(b) = 1 for one [ € L, and y(b) = 0 for any other
(b,1). We can check that y is feasible in and S(r) = S(y). On the other hand, for
any feasible y in (LP-y]), there exists z = x(y) as in (5.15]) such that z is feasible in (LPA)
and S(x) = S(y). Thus, and are equivalent in that for any feasible solution
of one linear program, there exists a feasible solution that achieves the same social welfare

in the other linear program.

Therefore, (LPL*)) has an integer optimal solution if and only if (LP-y|) has an integer
optimal solution, and for any integer optimal solution y* of (LP-y|), x = x(y*) as in ([5.15))
is an optimal solution of (LPE*). O

Proof of Lemma 5.5 We write the dual program of (LP-y) as follows:

mln Z u™ —i—Zul,

meM leL

s.t. Zum + > Wi b) Ybe B, VielL, (D-y.a)
meb
u™ >0, >0, VYme M, VIeL. (D-y.b)

For any Walrasian equilibrium (y*,u*), we consider the vector u* = (4;),., as follows:

p = maxVVl Zum* Vil € L. (C.8)

meb
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From the definition of Walrasian equilibrium, we know that y* is a feasible solution of

(LP-y]), and (u*,u*) is a feasible solution of (D-y|). We now show that (y*,u*, u*) satisfies
complementary slackness condition of (LP-y|) and (D-y]).

- Complementary slackness condition for (LP-y.a): Condition (i) in Definition en-
sures that rider m’s utility is positive if and only if (LP-y.a}) is tight (i.e. rider m joins
a trip).

- Complementary slackness condition for (LP-y.b)): If no rider group takes route [ € L,
i.e. (LP-y.b) is slack and b, = (), then y} as in (C.§) is zero. On the other hand, u} > 0,
then b; # 0. Hence, (LP-y.b) must be tight.

- Complementary slackness condition for (D-y.a)): From condition (i) in Definition [5.5
we know that y; (b;) = 1if and only if b, € arg maxzeg Wi(b)—>_, o5 u™, i.e. constraint

(D-y.a) is tight.

From strong duality, we know that y* must be an integer optimal solution of (LP-y| and
(u*, *) must be an optimal solution of (D-y|). Therefore, we can conclude that a Walrasian
equilibrium (y*t, u*) exists in the equivalent economy @G if and only if (LP-y|) has an optimal

integer solution. U

Proof of Lemma/[5.]). Since all riders have homogeneous carpool disutility, we can simplify

the trip value function V,.(b) as follows:

where g 2 am = gmt, and 0(1h, (B)) = (1 B)) + ) 11 (D) + (11 B)]) + 8) [ )

Before proving that the augmented trip value function V,(b) satisfies (a) and (b) in
Definition [5.5, we first provide the following statements that will be used later:

(i) The function 0(|h,(b)|) is non-decreasing in |k, (b)| because the marginal carpool disu-
tility is non-decreasing in the group size.

(11) The representative rider group for any trip (5, 7“) € B x R can be constructed by

selecting riders from b in decreasing order of ™. The last selected rider ¢ (i.e. the rider in
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h,-(b) with the minimum value of 1) satisfies:
> 01k (b)]) = (1 (B)] — 1). (C.9)
That is, adding rider ¢ to the set h,(b) \ {¢} increases the trip valuation. Additionally,
" < (e (0)] + 1) = O(|h, (D)), Vm € b\ D (B). (C.10)

Then, adding any rider in b\ h,(b) to h,(b) no longer increases the trip valuation.
(i4) |h,(0')| > |h,-(b)| for any two rider groups b',b € B such that b D b.

Proof of (iii). Assume for the sake of contradiction that |h,.(b')| < |h,.(b)|. Consider the rider
( € argmin,,;, 5 0" The value nf satisfies (C.9). Since |h, (V)] < |h.(b)], ' 2 b, and we
know that riders in the representative rider group h,.(b') are the ones with |h,(0')| highest 5™
in v/, we must have ¢ ¢ h,(0). From (C.10), we know that nt < 8(|h,.(b')| + 1) — 8(|h,.(0))]).
Since the marginal carpool disutility is non-decreasing in the rider group size, we can check
that 0(|h,(b)| + 1) — 6(|h,(b)|) is non-decreasing in |h,.(b)|. Since |h,. (V)| < |h,(b)|, we have
|h.(0")| < |h,(b)| — 1. Therefore,

ne < O ()] +1) = (|, (0)]) < 0(R-()]) — O(|R(D)] = 1),

which contradicts (C.9) and the fact that ¢ € h,.(b). Hence, |h,(b)| > |h,(b)].
We now prove that V satisfies (i) in Definition . For any b,b' € M and b C b', consider

two cases:

Case 1: i ¢ h,({i} Ub). In this case, h, (0 Ui) = h,.(V'), and V(i[t') = V(b Ui) — V(b) = 0.
Since V satisfies monotonicity condition, we have V (i|b) > 0. Therefore, V (i|b) > V(i
Case 2: i € h,({i} UV). We argue that i € h,({i} Ub). From (C.9), ni > 0(|h,
0(|h.(b')] — 1). Since ¥ D b, we know from (iii) that |h.(b')] > |h,(b)|. Hence, n¢ >
O(|h-()]) — 0(|h.(b)| — 1), and thus i € h,({i} UD).

We define ¢ 2 argmin, e, ) 7, and £ 2 arg min,,c, ) 7, - We also consider two thresh-
olds ¢/ = 0(|h,(0)] + 1) — 8(|h,.(V')]), and p = O(|h,(b)] + 1) — O(|h,(b)|). Since b’ D b, from
(iii), we have |h,(b')] > |h,(b)| and thus g’ > p. We further consider four sub-cases:
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(2-1) n* > 4/ and 1’ > p. From and (C.10), A ({i} U¥) = R (V) U {i} and
h.({i} Ub) = h,(b) U {i}. The marginal value of i is V,.(i[b') = ni — ¢/, and V,.(i|b) = n¢ — p.
Since 4’ > 1, V,(ifF') < V,(i5).

(2-2) nt < ' and ¢ > p. Since i € h,({i}UV') in Case 2, we know from and
that h,({i}Ub) = h,(b')\{€'}U{i} and h,({i}Ub) = h,(b)U{i}. Therefore, V,.(i|b') = ni—n’
and V,.(i|b) = n¢ — u. We argue in this case, we must have |h,.(b')] > |h,(b)|. Assume for the
sake of contradiction that |h,.(0')| = |h,(b)|, then ' = pand 5’ > n because V' D b. However,
this contradicts the assumption of this subcase that n° < u/ = p < n’. Hence, we must
have |, (0')] > |h,(b)] + 1. Then, from (C.9), we have n¢ > 0(|h,(¥')|) — 0(|h. (V)| — 1) > p.
Hence, V,.(i|t') < V,.(i|b).

(2-8) 0" > i/ and n’ < p. From (C.9) and (C.10), h,.(iUd') = h,(b')U{i} and h,({i}Ub) =
he (D) \ {¢'} U{i}. Therefore, V,.(it') = ;. — p’ and V,,(i|b) = 0. — ;. Since y' > pu > 1y, we
know that V,.(i|t) < V,.(i|b).

(24) vt < i and ot < . From (@) and (CI0), A, ({i} UF) = h,(8) \ {£} U i},
and h,({i} Ub) = h,(b) \ {¢} U {i}. Therefore, V,.(i|t') = ni —n* and V,(i|b) = ni —n’. If
|h,.(b)] = |h,(b)], then we must have n° > n’, and hence V,.(i[t) < V,.(i|b). On the other
hand, if [ (B)] > [k, (B)] + 1, then from (C3) we have ¢ > 0(|h,(5)]) — O(|hn(5)] — 1) >
p > n’. Therefore, we can also conclude that V,.(i|0') < V,.(ib).

From all four subcases, we can conclude that in case 2, V,.(i|b) > V,.(i[b').

We now prove that V satisfies condition (i) of Definition by contradiction. Assume
for the sake of contradiction that ([5.17) is not satisfied. Then, there must exist a group
b€ B, and i,j,k € M\ b such that:

Vo (i, 1b) + Vo (k[b) > V. (ib) + V. (4, kD), = V. (jli,b) > V,(jlk,b), (C.11a)
=

Vo (i,7]b) + Vo (k|b) > V.(|b) + V.(i, k|b), V,(ilj,0) > V,.(i|k, D). (C.11b)

We consider the following four cases:

Case A: h, (bU{i,j}) = h, (bU{i}) U {j} and h, (bU{j,k}) = h, (bU{k}) U {j}.
In this case, if |k, (bU{i})| > |k, (bU{k})|, then V,(j]i,b) < V,(j|k,b), which contra-
dicts (C.11a). On the other hand, if |h, (bU{i})| < |h. (bU{k})|, then we must have

223



hy (bU{i}) = h.(b) and h, (bU {k}) = h.(b) U {k}. Therefore, V,(i|j,b) = 0, and
cannot hold. We thus obtain the contradiction.

Case B: |h, (bU{i,j})| = |k, (bU{i}) | and |h, (bU {4, k})| = |h, (DU {k})|. We fur-
ther consider the following four sub-cases:

(B-1). h, (bU{i,j}) = h, (bU{i}) and h, (bU{j,k}) = h, (bU{k}). In this case,
V., (jli,b) = V,(j|k,b) = 0. Hence, we arrive at a contradiction against (C.11al).

(B-2). h, (bU{i,j}) # h, (bU{i}) and h, (bU {j, k}) = h, (bU {k}). In this case, when
j is added to the set b U {i}, j replaces a rider, denoted as £ € bU {i}. Since ¢ is replaced,
we must have n¢ < n™ for any m € h,(bU {j}). If £ =i, then h,(bU {i,5}) = h,(bU {j}).
Hence, V,(i|j,b) = 0, and we arrive at a contradiction with (C.11b). On the other hand,
if ¢ # 4, then ¢ is a rider in group b. This implies that ¢ € b should be replaced by j
when j is added to the set {k} U b, which contradicts the assumption of this case that
he (DU {j, k}) = hy (U {k}).

(B-3). h, (bU{i,j}) = h, (bU{i}) and h, (bU{j, k}) # h, (bU{k}). Analogous
to case B-2, we know that h, (bU{j,k}) = h, (bU{j}) and 5/ > n¥. Moreover, since
hy (bU{i,5}) = h, (bU {i}), we must have 7 < ni. Therefore, V,.(bU{i,j}) =V, (bU {i}),
and V,.(il5,b) = V,.(buU {i}) — V,(bU {j}). Since n/ < n¢ and 1/ > n¥, we know that
Vo(ilk,5) = Vo(bU {i}) — V(U (k) = Vo(BU {i}) — Vo (b U (j}) = V(ils.B). which
contradicts (C.11D).

(B-4). h, (bU{i,j}) # h, (bU{i}) and h, (bU{j,k}) # h, (bU{k}). In this case, if
e (BU40,71) = he (BU 1), then V14, 8) = V(6,8 ~ V(3. 5) = Vo3, B) — Vo (5,5) =
which contradicts (C.11D). On the other hand, if h, (bU{i,j}) # h, (bU{j}), then one
rider ¢ € b must be replaced by j when j is added into the set bU {i}, i.e. h, (bU {i,j}) =
he (b\ {€} U{i,j}). Hence, nt < ni and nf < ni. If n° < nF, then under the assump-
tion that |k, (bU{j,k}) | = |h, (bU {k}) ]| and h, (bU{j,k}) # h, (bU {k}), we must have
hy (bU{j,k}) = h, (b\ {¢} U{j,k}). Then, we can check that V,(j|i,b) = V., (j|k,b), which
contradicts (C.11a)).

On the other hand, if 7t > 7%, then h, (bU {j, k}) = h, (bU{j}). In this case, V,(i|j,b)
is the change of trip value by replacing ¢ with i, and V,.(i|k,b) is the change of trip value
by replacing k with i. Since n* < n’, we must have V,.(i|j,b) < V,(i|k, b), which contradicts
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(C.11bj).

Case C: h, (bU{i,j}) = h, (bU{i}) U{j} and |h, (bU{j,k})| = |h. (bU{k})|. We
further consider the following sub-cases:

(C-1). h, (bU{j,k}) = h, (U {k}). In this case, n) < n™ for all m € h,(bU {k}), and
nl < 0(|h(bU{k})+1])—0(|h(bU{k})|). Since h, (bU{i,j}) = h, (bU {i})U{j}, we know
that 7 > 0(|h, (0U{i})+1|)—0(|h,.(bU{i})|). Since carpool disutility is non-decreasing in rider
group size, for 1l to satisfy both inequalities, we must have |h,.(bU{i})| < |h,(bU{k})|. Then,
we must have h,.(bU{i}) = h,(b) and h,(bU{k}) = h,(b)U{k}. Therefore, V,(i,7,b) = V,.(j,b)
and V, (i, k,b) = V,(k,b). Hence, V,(i|j,b) = V,(i|k,b) = 0, which contradicts (C.11D).

(C-2). h, (bU{j,k}) # h, (bU{k}). Since |h, (bU {j,k})| = |h, (bU{k}) |, j replaces
arider £ in bU{k}, and nt < € for allm € bUk. If ¢ = k, then h, (bU {j, k}) = h, (bU {j}).
Therefore, V.. (jli,b) = 0! — (0(|h (b U {i})| + 1) — 0(|h (0 U {i})])) and V. (jlk,b) = nf —n}.
If n¥ < 0(|h, (b U {i})| + 1) — 0(Jh.(b U {i})]), then is contradicted. Thus, n* >

0(|h.(bU {i})] +1) — O(|h,(bU {i})|). Since k is replaced by j when j is added to bU {k}, we
must have n¥ < 0(|h, (bU {j})] +1) —0(|h.(bU{5})]). For n* to satisfy both inequalities, we
must have |h,(bU{j})| > |h,.(bU{i})|. Hence, h,(bU{j}) = h,(b)U{;j} and h (BU{@}) = h,(b).
Then, V,.(ilj,b) = V. (bU {i,j}) — V,(bU {j}) = 0, which contradicts

On the other hand, if ¢ € b, then we know from that nt < 6(|h, (BU {k}) ] +
1) — 0(|h, (bU{k}) |). Additionally, since h, (bU {i,j}) = h, (bU{i}) U{j}, we know from
(C9) that nt > O(|h, (bU{i}) |+ 1) — 6(|h, (bU{i}) |). If n’ satisfies both inequalities,
then we must have |, (bU {i})| < |h, (U {k})|. Therefore, h, (bU{i}) = h,(b). Then,
V,(il4,b) = 0, which contradicts (C.11D).

Case D: |h, (bU{i,j}) | = |h, (bU{i})| and h, (bU {4, k}) = h, (bU{k}) U {j}. We
further consider the following sub-cases:

(D-1). h, (bU{i,j}) = h, (bU{i}). In this case, analogous to (C-1), we know that
|h.(b U {k})| < |h.(bU {i})]. Therefore, h.(bU {k}) = h.(b) and h.(bU {i}) = h.(b) U
{i}. Therefore, n* < ni. Additionally, since h, (bU {i,j}) = h, (bU{i}), 70 < n’. Then,
V. (ilj,0) = V,(i,b) — V,.(5,b) and V,(i|k,b) = V,.(i,b) — V,.(b). Since V is monotonic,
V., (4,b) > V,(b) so that V,(i|j,b) < V.(i|k,b), which contradicts (C.11b]).

(D-2). h, (bU{i,j}) # he (bU{3}). Since [, (bU{i,j})| = |h, (bU{i})], j replaces
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the rider £ € bU {i} such that n° < n™ for all m € h,(bU {i}). If £ = i, then analogous
to case C-2, we know that if is satisfied, then |h,.(bU {j})| < |h.(bU {k})|. Hence,
h(bU {j}) = h.(b) and V(j]i,b) = 0, which contradicts (C.11al).

On the other hand, if £ € b, then again analogous to case C-2, we know that |h, (bU {k}) | <
\h, (bU {i})|. Therefore, h, (bU{k}) = h.(b), and h, (bU{i}) = h,(b) U {i}. Then,
Vo(jli,b) = Ve (b\{£rU{i, j}) = V. (i,b), and V, (Jlk b) =V, (bU{j}) = V. (b). Since £ # 1,
Vio(ilj, ) = Vo (0\ {€} U{i, j}) = V(5. b) = ;. — ;. Additionally, since h.(i,b) = h,(b) U {i},
Vio(ilk,b) = V. (i,0) =V (b) = nj — (0(| (b )|+1)—9(|hr(b)|))- Since h, (bU{i}) = h,(b) U{i}
and ¢ € b, we know from that n¢ > 0(|h,(b)| + 1) — O(|h,(b)|). Therefore, V,(i|j,b) <
V.,.(i|k,b), which contradicts .

From all above four cases, we can conclude that condition (7:) of Definition [5.5|is satisfied.

We can thus conclude that V satisfies gross substitutes condition. O

C.3 Proofs of Section 5.6

Proof of Lemma [5.9. We first show that for any optimal utility vector u* € U*, there
exists a vector A* such that (u*, \*) is an optimal solution of (Dk*). Since u* € U*, there
must exist a toll price vector 7* such that (u*,7*) is an optimal solution of (D). Consider

N = (X)), ep- as follows:

=> 7, Vrenr (C.12)
cer

Since (u*, 7*) is feasible in (D)), we can check that (u*, \*) is also a feasible solution of (DE).
Moreover, since (x*, u*, 7*) satisfies complementary slackness conditions with respect to (LP))
and @, (x*, u*, \*) also satisfies complementary slackness conditions with respect to (LPk*)

and . Therefore, (1™, \*) is an optimal solution of .
We next show that for any optimal solution (u*, \*) of , we can find a toll price
vector 7 such that (u*,7*) is an optimal solution of (D] (i.e. u* € U*). We prove this
argument by mathematical induction. To begin with, if the network only has a single edge

E = {e}, then for any optimal solution (u*, \*), we can check that (u*, 7*) where 77 = A} is

226



an optimal solution of (LP|). We now prove that if this argument holds on two series-parallel
networks G! and G?, then it also holds on the network constructed by connecting G* and
G? in parallel or in series. We prove the case of parallel connection and series connection

separately as follows:

(Case 1). The network G is constructed by connecting G' and G? in parallel. In each
network G* (i = 1,2), we define E as the set of edges, R’ as the set of routes. We also define
k™ as the optimal route capacity vector computed from Alg. [1}in G, and R™* = {R'|k™ > 0}
as the set of routes with positive capacity in k™. Since G! and G? are connected in parallel,
we have E'U E? = E, R* UR? = R, k* = (k'*, k**), and R* = R"* U R*.

For each i = 1,2, we consider the sub-problem, where riders organize trips on the sub-
network G*. For any (z*,u*, \*) on the original network G, we define the trip vector x™* =
(x:i(b))rieRi,beB for the subnetwork G?. We
can check that the vector z** is a feasible solution of for the subproblem, where
the route set R* in the original problem is replaced by R™, and k* is replaced

by k*, and the vector (u*, \*) is a feasible solution of (LPE¥). Additionally, since the

and the route toll price vector \* = (T;)Tie Ri

original optimal solutions z* and (u*, A*) satisfy the complementary slackness conditions of
constraints - and for allm € M and all r € R* = R U R*, we know that
™ and (u*, \™*) must also satisfy the complementary slackness conditions of these constraints
in each subproblem. Therefore, z** is an optimal integer solution of and (u*, \™) is
an optimal solution of in the subproblem P°.

From our assumption of mathematical induction, there exists a toll price vector 7 =
(7). such that (u*, 7*) is an optimal solution of (DJ) in each subproblem ¢ with subnetwork
G". Thus, (u*, 7%*) satisfies the feasibility constraints in @ of each subproblem 4, and z** and
(u*, 7™*) satisfy the complementary slackness conditions with respect to constraints
for each m € M, for each e € E', for each 7' € R'. Consider the toll price vector
7 = (7'*,7%). Since R = R*UR? and E = E' U E?, (u*, 7*) must be feasible in (D)) on the
original network, and z*, (u*,7*) must satisfy the complementary slackness conditions with

respect to constraints (LP.a]) — (LP.D)), and . Therefore, we can conclude that for any
optimal solution (u*, 7*) of (Dk¥), there exists a toll price vector 7* such that (u*,7*) is an

optimal solution of @ in network G.
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(Case 2). The network G is constructed by connecting G' and G? in series. Same as that in
case 1, we define E' as the set of edges in the subnetwork G (i = 1,2), and R’ as the set of
routes. Since G' and G? are connected in series, we have £ = E' U E?, and R = R! x R

We define a sub-trip (b,7%) as the trip in the sub-network G* where rider group b takes
route r* € R'. Analogous to the value of trip defined in , the value of each sub-trip
(b,r") € B x R is defined as:

Vi(b) =Y (ab, — B™t) — b (x([b]) + (b))t + 0+ 6t,e), Vb€ B, Vr' € R, Vi= 1,2,
meb

(C.13)

where o' is the value for rider m to travel from the origin to the destination of the subnetwork
G". The value of a! can be any number in [0, ™| as long as a}, + a2, = a™. We can check

that Vi (b) + V3 (b) = V;1,2(b) is the value of the entire trip (b, 7'7?) of the original network.

%

Ti(b))ﬂeRi7b€B, where 2%, (b) = 1

We denote the trip organization vector on G as z* = (a:
if the sub-trip (b,r) is organized in G’, and 0 otherwise. The optimal trip organization

problem (LP]) can be equivalently presented by (z!,x?) as follows:

max (2% =3 3 VAGLh®) + Y0 3T VAR ()

1,22

beB rleR?! beB r2¢R2
st Y > al(b)<1, VmeM, Vi=12 (C.14a)
ric Rt bom
d ) ah(h)<q, VeeE, Vi=12 (C.14b)
rtde beB
> ah(b)= > wl(b), VbeB, (C.14c)
rleR! r2€R?
2, (b) >0, YoeB, Vr'eR, Vi=1,2, (C.14d)

where (C.14a)) and (C.14b]) are the constraints of z* in the trip organization sub-problem on
G". The constraint (C.14c]) ensures that any rider group that takes a route in G' (resp. G?)

must also takes a route in G? (resp. G') to complete a trip in the original network G.

We denote k™ as the optimal capacity vector of sub-network G* computed from Alg. [1]

Since Alg. [I] allocates capacity on routes in increasing order of their travel time, and the
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total travel time of each route is t,1,2 = t,1 + t,2, we know that kif = ngeRg k.. for all
rt e R' and k% = Y 1 pi ki, for all 72 € R?. Analogous to the proof of Lemma any

optimal integer solution of the following linear program is an optimal solution of (C.14]):

max S(z',2? Z Z Vi (b)x}i (D) +Z Z V5 (D)2 (b)

@t beB rleRl bEB r2cR?

st Y > al(b) <1, VmeM, Vi=1.2, (C.15a)
riteR? bom
Y L) <k VPER, Vi=12, (C.15b)
beB
Y ah(b)= > al(b), VbeB, (C.15¢)
rleRr! r2€R?
zi.(b) >0, VYbeB, Vr'eR, Vi=1,2 (C.15d)

We note that a trip (b, r'r?) is organized if and only if both z},(b) = 1 and 22 (b) = 1.
Thus, any (2!, 2?) is feasible in (C.14) (resp. ((C.15)) if and only if there exists a feasible
z in (LP) (resp. (LPEY)) such that !, (b) = Y 2cpe 201,2(b) and 22,(b) = Y 1 cp To1p2(b).

Moreover, the value of the objective function S (x!, #2) equals to S(z) with the corresponding

xT:
S(xt, x?)
>3 Ll (Z ain> - (Z Bt 4 (6] (w([b) + (Bt + o + &Tl)) zh (b)
beB rleR! meb beBrleR! \meb
+Y 0> ah(b) (Z a3n> -y > (Z B2 + |b] (m(|]) + v (|b])t,2 + o + 6t 2)> 22 (b)
beB r2eR? meb beBr2eR2 \meb
S5 ) (Z am> -3 <Z Bt + [b] (w(1B]) + ¥ (1Bt + 0 + am)) 3 ap,2(0)
beBreR meb beB rleR! \meb r2eR?
-y ¥ (Z Bty 4 [b] (w([b]) + 7 (B)t,2 + o + (mz)) 3 2p,2(0)
beBr2eR?2 \meb rleRr!
=3 @ (b) (Z a™ — ™, — |b] (w(|b]) + v(|b])tr + o + 5t,~)> = S(x)
beBreR meb

Therefore, given any optimal solution z* of (LPKY), (z'*, 2**), where 25 (b) = Y 2 pe 71,2 (b)
and 225 (b) = 3,1 g @51,2(D), is an optimal integer solution of (C.15). Additionally, (z'*, 2**)
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is also an optimal solution of ((C.14]). Hence, the optimal values of (LP)), (C.14]), (LP£*) and
(C.15) are the same.

We introduce the dual variables u’ = (u},) e for constraints (C.14a), 7% = (7)) .

for (C.14b) of each i = 1,2, and x = (x(b)),cp for (C.14c). Then, the dual program of
(C.14) can be written as follows:

U= Zuin—FZuiL—i-quTj%—quTeZ

ul 7u2 77-1 7T2 7X

meM meM ecEl ecE?
st Y up+ > Th+x(b) > Vi), VbeB, Vr'eR, (C.16a)
meb ecrl
> oul +) 12— x(b) > Vi), VYbeB, Vr'eR? (C.16b)
meb ecr?
ul TP >0, VYmeM, VeceE, i=1,2 (C.16¢)

Similarly, we obtain the dual program of (C.15)) with the same dual variables except for

the route toll price vector \! = ()\fn) ; for ((C.15b|):

) rieRi* i=1,2

pmin U= Suh Y up+ > kNAL+ Y kXN

meM meM rleR1* r2c R2*
st Y uh, 4+ A +x(b) > Vi), VbeB, Vr'eR"™, (C.17a)
meb
> ul 4+ A% —x(b) > Va(b), VbeB, Vr’eR™ (C.17h)
meb
ul, A >0, VYmeM, Vr'eR™ i=1,2 (C.17¢c)

From strong duality, we know that the optimal value of (resp. (Dk*)) is the same as
that of (resp. (LPE*))). Since the optimal values of and are identical,
we know that the optimal values of must be equal to that of . Additionally,
we can check that for any feasible solution (u!, u?, A, A2, x) of must correspond to a
feasible solution (u, A) of such that u™ = u), + u?, and A.1,2 = A, + A%, Then, for
each (u*,\*), we consider the optimal solution (u'*,u?, \* A% x*) of (C.17), and define
f/?}l(b) = V1(b) — x*(b), f/r%(b) = V3(b) + x*(b) for each r' € R', r* € R?* and b € B. Then,
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for each i = 1,2, (u™, \**) is an optimal solution of the following linear program:

- i i i\
min U = E U, + E ki

meM ric Ri*
st Y ul, +X.>Vi(b), VbeB, Vr'eR" (C.18a)
meb
ul ) AL >0, Yme M, Vr'e R (C.18b)

From the assumption of the mathematical induction, there exists toll price vector 7* such
that (u®,7%*) is an optimal dual solution of the trip organization problem on the sub-network

given V value function for each i = 1,2:

. _ i i
Lm}\n U= E Um"‘é QeT,

meM e€E’
st Y ub +Y 7i>Vu(b), VbeB, Vr'e R, (C.19)
meb ecr?
ul , Ti>0, VYme& M, VecE'"

Since the objective function is the sum of the objective functions in fori =1, 2,
and the constraints are the combination of the constraints in the two linear programs, we
know that (u'*,u®*, 7,72, x*) must be an optimal solution of (C.16). We consider the
toll price vector 7% = (71*,72%). Since (u'*, u*, 7 7%* x*) satisfies constraints and
(C.16D) and w™ = ulf + u2 for all m € M, (u*,7*) is a feasible solution of (D)) on the
original network G. Furthermore, since (u*,7*) achieves the same objective value as the
optimal solution (u,u?, 7%, 7% x*) in (C.17)), (u*,7*) must be an optimal solution of (D))
on the network G.

Finally, we conclude from cases 1 and 2 that in any series-parallel network, for any
optimal solution (u*, A*) of (DE7), there must exist a toll price vector 7* such that (u*,7*)

is an optimal solution of @ O

Proof of Lemma[5.10. For any u* € U*, we define \* = (\*) ., as follows:

T

A =maxV,(b) — ™Vre R
max (b) Zu r

meb
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Analogous to the proof of Lemma , we can show that (y*,u*) is a Walrasian equilibrium
if and only if (y*,u*, \*) satisfies the feasibility constraints of (LPk*)) and (DE*)) and the

complementary slackness conditions. Therefore, (u*, A\*) must be an optimal solution of

(DE7) and u* € U*. 0
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Appendix D

Supplementary Material for Chapter 6

D.1 Proofs of Section 6.3

Proof of Lemma . We first show that the strategy in (6.5) is feasible. Since pn) < 1,
and for any i = 1,...,m — 1, pu — pu+1) > 0, 04(sq) is non-negative for any s; € Sy.
Additionally,

-1

Z 04(sq) = 04 (0) + 04 ({e € Elpe > p(i)}) + 0y ({e € Elpe > p(m)})

Sq4E€Sy i=1

3

-1

= (L=p) + > (Pe) = patn) + Py
=1

3

=1—=pa)+pa) = Pem) + P(m)
—1.

Thus, o4 in (6.5)) is a feasible strategy of the defender. Now we check that o, in (6.5)) indeed
induces p. Consider any e € E such that p. = 0. Then, since e ¢ {E|pe > p(i)} for any ¢ =
1,...,m, and e ¢ (), for any s; 3 e, we must have o4(sy) = 0. Thus, Esﬁe ca(s4) =0 = pe.

Finally, for any j = 1,...,m, consider any e € F, where p. = p(;):

Y oalsa) =D _oal({e € Elpe > piy}) = piy)-

sqoe =7
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Therefore, o4 in (6.5)) induces p. U

Proof of Proposition [6.1. We prove the result by the principal of iterated dominance.
We first show that any s, such that s4 € E is strictly dominated by the strategy s’d = s54NE.
Consider any pure strategy of the attacker, s, € E, the utilities of the defender with strategy

/
sq and s, are as follows:

Ug(Sa,50) = —C(84, 5a) — |Salpa = —C'(54, 5a) — (|sy] + |54 \ E|)pa,

ta(5, 5a) = —C(54,80) = |salpa.

If s, € Eors, ¢ sqors, =10, then C(sq,s,) = C’(s/d, Sq), and thus Uy(sg, s4) < Ud(s;l,sa).
Ifs,=e€sy\ F, then e ¢ E, and C, < Cy. We have CO(s4,s,) = Cy > C. = C(s,, 54), and
thus Uy(sy, $a) > —C(Sa, 8a) — |8ylpa > Ua(84, 84). Therefore, any s, such that s; € E is a
strictly dominated strategy. Hence, in I', any equilibrium strategy of the defender satisfies

0%(s4) = 0. From (6.4)), we know that p* =0 for any e € E\ E.

We denote the set of defender’s pure strategies that are not strictly dominated as S; =
{s4/sq4 C E}. Consider any sy € Sy, we show that any s, € E'\ E is strictly dominated by
strategy (). The utility functions of the attacker with strategy s, and ) are as follows:

Ua(Sd, Sa) = C(S4, Sa) — Da,
Uq(8q,0) = C(s4,0).

Since s C E and s, € E\ E, s, & 54, thus C(s4, 8,) = Cs, < Cy. However, C(sq,0) = Cy
and p, > 0. Therefore, U,(sq,?) > U,(54, 54). Hence, any s, € E \ E is strictly dominated.

Hence, in equilibrium, the probability of the attacker choosing facility e € E'\ £ is 0 in T.

We can analogously argue that in f, p:=0and 5i(e,p) =0 forany e € E\ E. O
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D.2 Proofs of Section [6.4]

Proof of Lemma [6.4. The utility functions of the attacker with strategy o, in I'’ and T

are related as follows:
U(S(O-ab Ua) = Ua(O'd, Ua) + Ead HSdH * Pd

Thus, for a given o4, any o, that maximizes U%(04,0,) also maximizes U,(04,0,). So the
set of best response strategies of the attacker in I'V is identical to that in I". Analogously,
given any o,, the set of best response strategies of the defender in I' is identical to that in
I'% Thus, I'° and I' are strategically equivalent, i.e. they have the same set of equilibrium
strategy profiles. Using the interchangeability property of equilibria in zero-sum games, we
directly obtain that for any o € ¥} and any o) € X7, (0),0%) is an equilibrium strategy
profile. O

Proof of Proposition [6.2. From Lemma the set of attacker’s equilibrium strategies

¥’ is the optimal solution of the following maximin problem:

max min {Z (C(s4,€) + |Salpa — pa) - 0a(€) + (C(Sa, 0) + |Salpa) - aa(@)}

Ta 54€5q <
eck
Zaa + 0,(0) =1, (D.1a)
e€k
0.(0) >0, o,(e)>0, Veeck. (D.1b)

Given any s; € Sy, we can express the objective fucntion in (D.1)) as follows:

> (Clsa,€) + |salpa — pa) - 0ale) + (Cls4,0) + |salpa) - 70(0)

eckE
—Z (sd,€) = pa) - Ga(€) + C(s4,0)0a(0) + [sdlpa - (Z oa(e) +oa(0 )
ecE eck
= > " aale) - (C(sa,€) = pa) + [salpa + 0a(9) - Cy
e€E
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:ZUa(e) (C(sa,€) = Pa) + Pa- (Z 1{sq > e}) + a4.(0) - Cy

eckE

=2 (0a(€) - (Clsa,€) = pa) + pa-1{sa 3 e}) + 0a(0) - Cy

S (0ale)  (Co—pa) +pa) + Y dule) - (Ce = pa) + () - Cy.
e€sq e€E\sq

Therefore, we can write:

sgleig%i {Z_ <C(Sd7 6) + |5d‘pd _pa) : Ua(e) + (C(Sd7 Q)) + "Sd’pd) ' O-a(@)}

= min Z (oa(€) - (Cop — pa) +pa) + Z oa(€) - (Ce = pa) +0a(0) - Cy

S4E€Sy

e€sq e€E\sq
:Zmln{aa C’@ —pa) + Dd, U(z(e) : (Ce—Pa)}+Ua(®) Oy
ecE
=V (04).

Thus (D.1]) is equivalent to (6.10]), and 3% is the optimal solution set of (/6.10))

By introducing an | E|-dimensional variable v = (v.),. g, (6-10) can be changed to a linear
optimization program (/6.11)), and ¥} is the optimal solution set of (6.11)). O

Proof of Lemma . We first argue that the defender’s best response is in ((6.13]). For
we have (Cy — C.) g4(€e) + pa > 0. Since p € BR(0,)
maximizes Uy(oy4, 0,) as given in , pe must be 0. Additionally, Proposition ensures

edge e € F such that o,(e) <

Pa
Ce—Cyp’

that for any e € E\ E, p, is 0.

Analogously, if o,(e) > then (Cy — C.)oa(e) + ps < 0, and the best response

CC’

pe = 1. Finally, if o,(e) = Cep—C@’ any p. € [0,1] can be a best response.

We next prove ([6.14). We show that if a feasible o, violates (6.14al), i.e., there exists a

facility, denoted & € F such that o,(&) > then o, cannot be an equilibrium strategy.

CC’

There are two cases:

1. There exists another facility € € E such that o,(¢) < C]’_dcw. Consider an attacker’s
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strategy o, defined as follows:

Ua(e) = O-a(e)a Vee E \ {é’ /6\}7 O-a(@) = 0a(®)7

where € is a sufficiently small positive number so that o, (&) > aitg, and o, (e) < orert

We obtain:

!/

V(0,) = V(0a) = €(Ce = Cp) >0

The last inequality holds from ([6.7a)) and € € E. Therefore, o, cannot be an attacker’s

equilibrium strategy.

. If there does not exist such € as defined in case (a), then for any e € E, we have

. /
o.(e) > C:fC@. Now consider o, as follows:

where ¢ is a sufficiently small positive number so that o, (€) > C—@C@' We obtain:

’

V<Ua) - V(O'a) =€ (CQ) - (C(Z) - pa)) = €Pq > 0.

Therefore, o, also cannot be an attacker’s equilibrium strategy.

Thus, we can conclude from cases (a) and (b) that in equilibrium ¢ must satisfy (6.14al).
Additionally, from Proposition , (6.14b)) is also satisfied. U

Proof of Theorem[6.1]. We first prove the attacker’s equilibrium strategies in each regime.
From Proposition and Lemma we know that o} maximizes V' (o,), which can be

equivalently re-written as in (6.15)). We analyze the attacker’s equilibrium strategy set in
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each regime subsequently:

1. Type I regimes A‘:

-1=0:
Since p, > C(q) — Cy, we must have Cp > C, — p, for any e € E. There is no vulnerable
facility, and thus o (@) = 1.

-i=1,...,K:
Since py satisfies (6.19)) or (6.20]), we obtain:
i B
yoo PaiEm) (D.2)

C.—Cy = Cuy—Cy

CEU};ZI E(k)

Therefore, the set of feasible attack strategies satisfying (6.24c])-(6.24d)) is a non-empty

set. We also know from Lemma that o} satisfies (6.14a). Again from ([6.19)) or
(6.20), for any £ = 1,...,4, we have Cyy — p, > Cp and for any k =i +1,..., K, we

have Cy — po < Cp. Since {Cy}, satisfy (6.8), to maximize V(o,) in (6.15), the
optimal solution must satisfy (6.24c)-(6.24d)).

2. Type II regimes A;:

- 7 =1: From (6.21)), we know that:

1:§:m@«ﬁﬂL. (D.3)

SEE(D

Thus, the set of feasible attack strategies satisfying — is a non-empty set.
Additionally, from Lemma we know that o satisfies . Since C(1) > C
for any k = 2,..., K, and C) — p, > Cy. From and , we know that
in equilibrium the attacker targets facilities in E(l) with probability 1. The set of

strategies satisfying (6.25b|)-(6.25¢) maximizes (6.15)), and thus is the set of attacker’s

equilibrium strategies.
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- j=2,...,K: From (6.22]), we know that:

7j—1

0<1— Pd (k) <pd (9)

—~Cw—Co  Cy—Co

Thus, the set of feasible attack strategies satisfying (6.26¢))-(6.26€]) is a non-empty set.
From Lemma (6.3, we know that o satifies (6.26d). Since {C(y)}i=1,..; satisfies the

ordering in (6.8), in order to maximize V (o,) in (6.15), o} must also satisfy (6.26)
and (/6.26¢€]), and the remaining facilities are not targeted.

We next prove the defender’s equilibrium security effort. By definition of Nash equilib-
rium, the probability vector p* is induced by an equilibrium strategy if and only if it satisfies

the following two conditions:

1. p* is a best response to any o, € 2.

2. Any attacker’s equilibrium strategy is a best response to p*, i.e. the attacker has
identical utilities for choosing any pure strategy in his equilibrium support set, and the

utility is no less than that of any other pure strategies.

Note that in both conditions, we require p* to be a best response to any attacker’s equilibrium
strategy. This is because given any o € X* (p*,0F) is an equilibrium strategy profile
(Lemma [6.2)). We now check these conditions in each regime:
1. Type I regimes A%
-Ife=0:
Since o} (e) = 0 for any e € E. From Lemma [6.3] the best response of the defender is

p: =0 for any e € E.

-Ife=1,... K:
From Lemma , we know that p; = 0 for any e € E'\ (Uj_, E(x)). Since o(0) > 0, p;
must ensure that the attacker’s utility of choosing any facility e € U};ZlE(;ﬁ) is identical

to that of choosing no attack (). Consider any e € Uj_, E:

Ua(p*’ 6) = Ua(p*’ @),
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( ) * *

D s (G — pa) + (1= 1) (C. — pa) = Ci,

Ce — Pa — C@
C.—Cy |

*

= Pe = Ve € UZZIE(k).

For any e € E\ (U};zlE(k)), since p; = 0, the attacker receives utility Cz — p, by
targeting €, which is lower than Cjy. Therefore, p* in (6.24a))-(6.24b|) satisfies both

conditions (1) and (2). p* is the unique equilibrium strategy.
2. Type II regimes A;:

-Ifj=0:
Consider an attacker’s strategy o, such that:
(€)= —, Veck
ou(e) = —=—, Ve ,
Eq), 1)
O’a(e) =0, VeeFk \ E(l).

. . 1 .
Since p, satisfies (6.21]), we know that =— < C<1’>’d_ T One can check that o, satisfies

Ew
(6.25b))-(6.25¢]), and thus o, € ¥¥. Therefore, we know from Lemma that p =0
for any e € E.
-Ifj=1,...  K:

Analogous to our discussion for j = 0, the following is an equilibrium strategy of the

attacker:

0'2(6) = C p—dC@7 Ve € Ui;llE(k),
—1
1 paE) -
ore)=—1[1- , Vee Ey),
E) ( ; Ciy — Ci v

From Lemma , we immediately obtain that p =0 for any e € F'\ (Uf;llE(k)).

Furthermore, for any e € Ui;llE(k), the utility of the attacker in choosing e must be

the same as the utility for choosing any facility in E(j), which is C(;) — p,. Therefore,
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for any e € U?;llE(k), p* satisfies:

Ua(p*7 6) = C’(]) — Da,

@on) . %
pe (Cop = pa) + (1= %) (Ciay = Pa) = Clj) = Pas
_ o= Ciw — Cy)
Ciy — Cy

Additionally, for any e € E '\ (UizlE(k)), the utility for the attacker targeting e is
Ce — pa, which is smaller than C(;y — p,. Thus, both condition (1) and (2) are satisfied.

p* is the unique equilibrium security effort.

D.3 Proofs of Section 6.5

Proof of Lemma [6.4. For any non-vulnerable facility e, the best response strategy o,
must be such that 7,(e, p) = 0 for any p.

Now consider any e € {E|C, — p, > Cyp}. If p. > p., then we can write:
Ua(p,e) = peCo+ (1 — pe)Ce — pa < Cyp = U,(p, 0). (D.4)

That is, the attacker’s expected utility of targeting the facility e is less than the expected
utility of no attack. Thus, in any attacker’s best response, 7,(e, p) = 0 for any such facility
e. Additionally, if p. = pe, then U, (e, p) = U, (0, p), i.e. the utility of targeting such facility
is identical with the utility of choosing no attack, and is higher than that of any other pure
strategies. Hence, the set of best response strategies of the attacker is A(E* U {0}), where
E* is the set defined in (6.28)).

Otherwise, if there exists a facility e € {E|C, — p, > Cp} such that p. < p., then we
obtain:

Ua(ﬁ’ 6) = ﬁec@ + (1 - ﬁe)Ce — Da > CQ) = Ua(ﬁy ®)

Thus, no attack cannot be chosen in any best response strategy, which implies that the

attacker chooses to attack with probability 1. Finally, E° is the set of facilities which incur
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the highest expected utility for the attacker given p, thus BR(p) = A(E°). O

Proof of Lemma [6.5. We first prove that the total attack probability is either 0 or 1 in

any SPE. We discuss the following three cases separately:

- There exists at least one single facility e € {E|C, — p, > Cp} such that p < p..
Since 7 (p*) € BR(p*), from Lemma[6.4] we know that Y° .5 55 (e, p*) = 1.

- For all e € {E|C, — p, > Cy}, p > pe, i-e. the set E* in (6.28) is empty.
Since ¢(p*) € BR(p*), from Lemma we know that no edge is targeted in SPE,

ile. Y .cpoale,p*) =0.

- For all e € {E|C, — p, > Cy}, pi > pe, and the set E* in (6.28) is non-empty.
For the sake of contradiction, we assume that in SPE, there exists a facility e € E*

such that 7 (e, p*) > 0, i.e. 0:(0, p*) < 1. Then, we can write Uy(p*, 0%(p*)) as follows:

Y a

Ua(p",04(p%)) = =Co — (1 = 54(0, 5))pa — <Z ﬁZ) Pa- (D.5)

)

Now, consider p' as follows:

p.=pf+e>p., Vec E*
p.=pr =0, Ve € E\ E*,

where € is a sufficiently small positive number. Given such a p’, we know from Lemma
that the unique best response is 7,(0), p') = 1. Therefore, the defender’s utility is

given by:

Additionally,

Uil 5a()) = Ual",5a(5")) = (1 = 5al0,5") )0 — epal E].
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Since € is sufficiently small and 7, (0, p*) < 1, we obtain that Uy(p/, 54(0')) > Ua(p*, 7a(p*)).
Therefore, p* cannot be a SPE. We can conclude that in this case, the attacker chooses

not to attack with probability 1.

We next show that in any SPE, the defender’s security effort on each vulnerable facility e is
no higher than the threshold p, defined in (6.27). Assume for the sake of contradiction that
there exists a facility e € {E|C, — p, > Cy} such that gz > ps. We discuss the following two

cases separately:

- The set € € {E|C. — py > Cy, pe < P} is non-empty. We know from Lemma [6.4] that
BR(p) = A(E®), where the set E° in is the set of facilities which incur the
highest utility for the attacker. Clearly, £° C {E|C. — p, > Cp, pe < Pe}, and hence
e¢ E°.

We consider g’ such that p. = p; — €, where € is a sufficiently small positive number,
and p, = p, for any other facilities. Then p. > p; still holds, and the set E° does not
change. The attacker’s best response strategy remains to be BR(p') = A(E°). Hence,
the utility of the defender given g’ increases by epy compared to that given p, because
the expected usage cost E,[C] does not change, but the expected defense cost decreases

by epg. Thus, such p cannot be the defender’s equilibrium effort.

- For all e € {E|C. — p, > Cp}, pe > p.. We have already argued that (0, ) = 1 in
this case. Since the defense cost p; > 0, if there exists any e such that p. > p., then
by decreasing the security effort on e, the utility of the defender increases. Therefore,

such p cannot be an equilibrium strategy of the defender.

From both cases, we can conclude that for any e € {E|C. — p, > Cp}, i < e

Finally, any non-vulnerable facilities e € E\{F|C.—p, > Cyp} will not be targeted, hence

we must have p} = 0. O

Proof of Lemma [6.6, We first show that the threshold ps(p,) as given in (6.31)) is a well-
defined function of p,. Given any 0 < p, < C(1y — Cj, there is a unique ¢ € {1,..., K’} such
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that C(;11) — Cp < pa < Ciy —Cy. Now, we need to show that there is a unique j € {1,...,7}
such that M < py < M (or 0 < p, < # if j = i). Note that

Bk o E(k> E(k)
k 1 C(k)7C0 k=1 C( k=1 C(k)fc(z)

functions {p’ } %_; are defined on the range |0, M . Since {Cy) }i._; satisfies (6.8),

E)
k=1 C(x)—Cp

we have:

Dkt WIS Py (k) = Cu — Cy.

E - 1 i
_ k) R E
Zk 1 C(k) Cy C(i)—C@ Zk:l (k)

Hence, for any C(;11) — Cp < po < Ciy — Cp, the value py(p,) is defined as p?(pa) for a
unique j € {1,...,4}. Therefore, we can conclude that for any 0 < p, < Cr1y — Cp, pa(pa) is
a well-defined function.

We next show that pu(p,) is continuous and strictly increasing in p,. Since for any
1=1,...,K,and any j = 1,... 4, the function pi{ (pa) is continuous and strictly increasing

in p,, pa(p.) must be piecewise continuous and strictly increasing in p,. It remains to be

k=1 C(k) C(D

shown that py(p,) is continuous at p, € {C’(i) — C@}f; U {L}%} )
j=1,...,4,4=1,.. K

We now show that for any i = 2,..., K, pa(p,) is continuous at C(;; — Cy. Consider

Pa = C) — Cp — € where € is a sufficiently small positive number. There is a unique

~

J €{1,...,i} such that py(p,) = pf;(pa). We want to argue that j # i:

Zi B Z By
a : -~ C 1
g (kzl Cuy — Cﬂ) (o ( Cw )

1—1 7
_ (Cy — Cu) Ey Ew
=Fo+ 2 Ciry — Cy |2 Coy—Co )~ o

k=1 k=1
L)
= Pa = C(i) —Cp—e€> ; Eoy
k=1 Cy—Cy
Th 7 ; i = E S —; B )
us, j € {1,...,i— 1}, and from ([6.31), —E(k) <Cuy—Cp—e< (TR Since
k=1 T, =Cp > R ereer)

€ is a sufficiently small positive number, we have:

> Ew < <Z ﬁ) (Coy—Co—e)
k=1

k=j+1
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k=1 =1
i—1 i—1 (C . C ) E i—1 B
(8) 0) “(k) (k)
= X Bws<) ‘
el = Cw—C i G —Co
Zi—l
‘kfj—l—l (k) C(Z) . C@ +e

i1
Analogously, we can check that C;) — Cp + € < zj’f#EE:; Hence, from ([6.31]), when

k=1 C(k)fcw

Pa = C’(z) - C@ + €, we have ﬁd(pa) = p(ijilj (pa)' Thena

lim  Pu(pa) = limp (Ciy — Cp — ¢)

—)(C<Z)—C@>
[6-30) Ci — Co
B C~ =0y - j-1  Ew + zlflA Zz 1 paE(k)
= hmpd j(C’(i) —Cp+e) = lim Pa(Pa)-
e—0 %(C(i)—C@)

Thus, pg(pa) is continuous at C(; — Cy for any i = 2,..., K.

For any i = 1,..., K, we next show that p,(p,) is continuous at p, = L’%) for
- ' 2 k=1 T -0
j=1,...,i

T i1 o -1
lim Pa(pa) = ] LE G-
: B R wron = G — Co
Sh=j Bk 1 Ciy=Co =
Pa | T By
k=1 C(k)—@@

i(j—1) ZZ; =j B

= Pg —Z Fon = lim N Pa(Pa)-
k=1 Cu4)—Cy Si_E
® Pa— (k . Eillzi
k=1 Ty =Cp

Hence, we can conclude that py(p,) is continuous and strictly increasing in p,,.

Additionally, for any i = 1, ..., K, consider any p, such that C(;;1) —Cp < ps < C(y) —Cy
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(or 0 < p, < Ciy — Cp if i = K), then for any j =1,...,4, we have:

i (6-30) Cy) = Cy
P (Pa) = i1 Eg i (Coy=pa=Co) B
(C(j) — Pa — C@) ) (Zk:l m) + Zk:j C1y—Cop
N Cuy — Cy
(Cyy — Cliz)) - ( ?;11 C(f)(i)%) + Zzzj (Qm;;(ijé;)lf(m
Ci) — Cy

- E
(C(j) - @+1)) (Zk 1 c(k)(kcw>

Therefore, for any 0 < p, < C(1) — Cp, we have:

Bulp) = min p(0a) > palpa). (D.6)

.....

Finally, if p, = 0, then we know that py(0) = pf*(0). From ([6.30), we can check that
E - -
pEE(0) = (Zszl C(k)(f)cm> = pa(0). If p, approaches C(yy — Cy, then py(p.) = py' (pa), and

we have:

. _ 6.30 , Ca —C
lim pd(pa) lim LIMEQZ = 400
Pt PamCn=C By — C<1)_((3‘0
O
We define the partition as:
A K i
P = {{A }izo ) {AJ' }j=1 ..... ii=1,..., K,} ) (D-7)

where {N} _o are type I regimes in the normal form game defined in - , and N
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is the set of (pg, pa), which satisfy:

Eqy \ 71 e

(C(l)—C@> 7+Oo 9 lfj - 1,
j Ew \ 7' -1 By 7! =9 K
k=1 Ci)=Co (2= Cry=Co ’ Hr=4.Hh8,

Cisn) — Cp, Ciy — C), ifi=1,....K —1,
- (Clivy — Co, Ciy — Co) (D.5b)
(O,C(K)—C@), ifi =K,

Pd € (D.8a)

We can check that sets in P are disjoint, and cover the whole space of (pg4, p,). Lemma

characterizes SPE in sets {Ai}fio, and Lemma [D.2| characterizes SPE in sets {A;}ij:ll

Lemma D.1. In f, for any (pa, pa) in the set A, where i =0,..., K:
- Ifi =0, then SPE is as given in ((6.37).
-Ifi=1,...,K: then SPE is as given in (6.38]).

Proof of Lemma . If i = 0: The set of vulnerable facilities {E|C, —p, > Cp} is empty.
Thus, 0(0,p) = 1, and pf =0 for all e € E.
For any i = 1,..., K: The set of vulnerable facilities is U;_, E(;). From Lemma [6.5, we

have already known that for any e € U,_, Ex), pi < pe. Assume for the sake of contradiction
that there exists a facility e € UZ:1E(k) such that p; < ps. From Lemma , we know that
o:(0,p) =0, and BR(p) = A(E®), where E° is in (6.29). Clearly, E® C Ui_,E(;). We define

A as follows:

A= max {p.Cy+ (1—p)C} = pCo+ (1= pe)Ce;, Ve E°.

eeuizl E(k)

The utility of the defender can be written as:
Ud(ﬁ? 52(,5)) = -\ - (Z ﬁe) * Pd-
We now consider g’ as follows:

~/ ~ € o
=pe+ 5——=, Ve€L",
pe p +Ce_C@ €

247



7= e, Vee E\ E°,

where € is a sufficiently small positive number. Under this deviation, we can check that the

set F° does not change, but A changes to A — e. Therefore, the defender’s utility can be

written as:
~ ~ [~ ~/ ~ €p.
Ua(pl,0a(7')) = =X+ e — (Zm) pa=-Ate— (Zpe> =) moa
eck ecE ecE© € 0
=Ualp.5a(0) +¢ (1= > =24 ) > Ualp5a(p) +e | 1- be
7 ~ (C, — C@ o 7 —~  C,— C@
ecBE° eeu%:lE(k)
L " pE o
=Ua(p.5a(p)) + € (1 —ZC%“;}@) > Uap3a(p)).
k=1 ¢

Therefore, such p cannot be an equilibrium strategy profile. We thus know that p* is as

given in (6.38). The attacker’s equilibrium strategy can be derived from Lemmas and

directly. O
Lemma D.2. For (pa,pq) in Aj-, wherei=1,...,K, and j = 1,...,1i, there are two cases
of SPE:

If pg > pilj, where pilj s as gien in ((6.30)):

- If j =1, then SPE is as given in .

- Ifj=2,...,i, then SPE is as given in .
If pg < pilj, then the SPE is as given in .

Proof of Lemma . Consider cost parameters in the set A; defined in (D.7)), where
1=1,...,K and j =1,...,i. The set of vulnerable facilities is U};ZIE(;C). From Lemma ,
we know that the defender can either secure all vulnerable facilities e € U},_; Ey) with the
threshold effort p, defined in , or leave at least one vulnerable facility secured less than
the threshold effort. We discuss the two cases separately:

(1) If any e € Uj_, E(y) is secured with the threshold effort p,, then from Lemma we
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know that the total probability of attack is 0. The defender’s utility can be written as:

S ~ (Cwy = pa — Ch) - Eg)
Uslp, o =—Cy— - Pg- D.9
a(p,5;(P)) ) (; G = d (D.9)

(2) If the set {E|C. — po > Cp, pe < po} is non-empty, then we define P as the set of
feasible j in this case. We denote p' as the secure effort vector that incurs the highest utility

for the defender among all p € P. Then, 5 can be written as:

= argmax Uq(p, 7, (p)) = argmax (—E(ﬁﬁ;(ﬁ))[C] — (Z ,5@> 'pd>

peEP pepP ecE
=argmax <—E<ﬁﬁ;<ﬁ>>[C] - (Z ﬁe> pa+ <Z 52(6,ﬁ)> Pa — <Z 52(6,@) -m) -
pep ecE ecE e€E
(D.10)

We know from Lemma [6.4] that (0, p) = 0. Therefore, 3 5 7x(e,p) = 1, and (D.10) can

be re-expressed as:

pl € argmax (_E(ﬁﬁ;(ﬁ))[c] - (Z /%) “pa+ <Z 52(&@) “Pa — pa>

pepP eck eel
= argmax <_E(ﬁ,5;(ﬁ))[c] - <Z ﬁe) " Pa + (Z 52(6,@) 'pa> :
pepP eclE eel

Since in equilibrium, the attacker chooses the best response strategy, we have:

Bz [C] = (Z 5Z(€»ﬁ)> Pa = _max (E(ﬁ@»[C] - (Z 5a(6)> -pa> . (D.11)

eeE eckE

Hence, 5 can be re-expressed as:

+ [O1D) ~ .
ol e argmax | — max | E;5,)[Cl — a.(e) ] pa | — Z Pe | - pa
peP a€A(Sa) eck eckE
=argmax | — max | E;5,)[C] — Z a(e) | - pa + Z Pe | - Dd
peP Ta€A(Sa) e€E e€E
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=argmax _min | —E¢5,[C] + Zga(e) “Pa — Zﬁe " Pd
pepP Ta€A(Sa) ecE eel

€2 argmax _min  UY(p,7,).
seP 0o EA(Sa)
Therefore, p' is the defender’s equilibrium strategy in the zero sum game, which is identical

to the equilibrium strategy in the normal form game (recall Lemma . From Theorem
, when p, and pq are in A%, p' is in (6.40) (or (6.39) if j = 1). The defender’s utility in

this case is:

Ua(p',5:(p") = —Cj) — (Z ()j@ E(k)) Da. (D.12)

1
Finally, by comparing Uy in (D-12)) and (D.9), we can check that if py > p7, then Uy(p', 5% (5")) >
U4(p,5(p)). Thus, SPE is in (6.40) (or (6.39) if j = 1). If pg < pY/, then Uy(p, 5 (ph)) <
Ui(p,c:(p)), and SPE is in (6.38)). O

Proof of Theorem . Type I regimes A’:
If 7 = 0: There is no vulnerable facility. Therefore, the attacker chooses not to attack with

probability 1, and the defender does not secure any facility. SPE is as given in (6.37]).

If:=1,..., K: Consider any Cj11)—Cp < p, < C(3) —Cp. From Lemma , we know that

Pa(pa) > Da(pa), where py(p,) is defined in (6.31]) and pg(p,) is as defined in (6.16]). From
Lemma [D.1] we know that SPE is as given in (6.38) for any ps < pa(pa)-

It remains to be shown that for any py(p.) < ps < pa(p.), SPE is also as given in
(6.38). For any Cit1y — Cp < po < Cpy — Cy, there is a unique j € {1,...,7} such that
i By Do < M, and from (6.31)), we have:

i L) — z Bk
> k=1 [eaeren) =1 Cy—Cp
i j -
B Zk i1 E (6-30) - Ew)
Pa(pa) =P (pa) > 0 | = _Eg) - Z Ciy — C ’
Zk 1 Cy—Cqp k=1 %) ’

> B ]i Ew)

’ﬁd(pa) = pzj(pa> < pg E
_Bey _
> et Cm—Co i G = Co

250



R 1
Consider any j = j+1,...,4, and any < - C(k)(k>C@> < pg < (Zk ) C(f;<k)C@> , the cost

parameters (p,, pg) are in the set Ai- as defined in - Additionally, from our definition of
Sy B
i E(k)
=1 Cey =%

7, we know that p, > . We now show that in A}, pg < P (pa):

; - -1

y 630 . Zk:'E(k) J E(k) (D.7)

pipa) > 0i | w0 | = Z—C<k)—C@ > Da-
k=1

D k-1 Cx—Co

, - -1
Hence, from Lemma |D.2, we know that for any (ZZZI C(f)‘f%@) <pg < (Zk e Cw) ,

. . . E -1 ~
SPE is as given in (6.38). For any ( 1 ﬁ) < pa < Pa(pa), the cost parameters
(pa, pa) are in the set AJ and pg < pa(pa) = pj(pa). Again from Lemma |D.2) SPE is in
(6.39).

Therefore, we can conclude that in regime Ki, SPE is in (6.38]).

Type 11 regimes Kj, where j = 1,..., K: Since py(p,) is strictly increasing in p, and
limy, ¢\, -cy Pa(pa) = —+oo, we know that for any p; > 0, p, < ﬁ;l(pd) < Cpy — Cy.

Therefore, we can re-express A! as follows:

Ey \7
o < Py’ ) >\ =~
Pa < Dq (Pa), Pd ( Gy = C@) }

N E !
Pa > Da(Pa)s Pa > <—(1) ) ,0<p, <Cpy —Cy
C(1) —

~1 [©39)
A 63 {(pa,pd)

(paa pd)

”g I

Il
=

(A§ () {(pas pa) Ipa > ﬁd(pa)}> : (D.13)

=1

For any j = 2,..., K, if p, > C(;) — Cy, then from Lemma 6.6, we have:

Pa(pa) > Pa(pa) = (Z CE('“ ) . (D.14)

RO
k

-1
Therefore, for any py; < (Zk | Co-Co ) , we know that p, < p,;"(ps) < C(;) — Cyp. Analo-
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gous to (D.13)), we re-express the set /N\j as follows:

Jj—1 -1
~ @ Ey
A (639 (Pas Pa) [Pa < D3 <Z Con > < pg < (Z o B >

k=1

D.

[

-1 -1
- j Ek) Ew)
7 Pa > Da(Pa), < k=1 C(k)_C®> < pa < (Zk L Oy = C@) ’

0<p, <Cy)—Cy

(paapd)

(85 V{aspa) s > Pulpa)})

5
-

-
Il
<

We next show that for any j = 1,..., K, and any i = j,..., K, the set A} N {(pa,pa) [pa >

pa(pa)} € A% NV A{(parpa) Ipa > p(pa)}. Consider any cost parameters (p,,pq) in the set
i ~ >
Ns N {(pa, pa) [pa > Pa(pa)}, from (6.31), we can find 7 such that Ll(;)k) < pa <

k=1 C(,)—Cy

, and pg(p,) = pfj (pa). We discuss the following three cases separately:

~ . i E i E
- If 7 > j, then we must have p, < —= E(:) < 2 J“E(k()k) . Hence, from (6.30)),
k=1 m Zk 1 C(k)

N -1
P4 (pa) < ( 1 %) . From the definition of the set A} in (D.7), we know that

pa > P (pa) in this set, and thus (pq, ps) € NV {(Pa, pa) [pa > P (pa)}-

- If j = j, then we directly obtain that (pa, pq4) € A; N A{(Pas Pa) |Pa > pfjj (pa)}-

A ) . i B ~ i3
- If j < j, then since p, > %, from (6.30), we have pys(p.) = p3(pa) >

ZL:I C(k)—cw
; E -1 i1 E -1 .. i
< re1 C(k)(f)%) > ( —1 C(k)(f)c(b) . From the definition of the set A% in (D.7),
the set A; N {(Pas Pa) |[Pa > Pa(pa)} is empty, and thus can be omitted.

We can conclude from all three cases that A% N {(pa, pa) [Pa > Pa(pa)} S A% N {(Pa; Pa) [Pa >
p(pa)}. Therefore, from Lemma , SPE is in (6.40]) (or (6.39) if 7 = 1) in the regime Kj.
U
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Appendix E

Supplementary Material for Chapter

E.1 Behavioral Justification

Our choice of the regression model is motivated by the well-known discrete choice
models (Ben-Akiva and Bierlaire| [1999]) that are used to explain individual travelers’ choices
between the two modes — driving and taking public transit — based on the estimated utilities
of the two modes. The utility of driving and taking public transit for individual travelers
depends on their anticipated travel time and a mode-specific features that includes all other
characteristics such as waiting time, walking distance, parking, fee, etc.

We note that travelers’ anticipated travel time of each mode depends on their origins,
destinations, and the selected path (subset of traffic or transit segments that connect from
the origin to the destination). In most cases, travelers need to make the mode choice before
they depart from the origin. Thus, travelers’ anticipated travel time for a trip in time interval
t is not necessarily the average travel time in ¢ but instead is the time in a previous interval
t — jo, where 0 > 0 is a unit non-negative time lag, and j depends on travelers’ origins,
destinations, and the delay of receiving travel time information.

Since we do not have individual-level data that records the origin, destination and selected
path of travelers, we cannot estimate the utility of each mode for every individual. Instead,
we consider a representative utility function that evaluates the average utility of each mode
for all travelers. Since travelers’ selected path may take any segment in the network, the

representative utility depends on the travel time of all segments. Moreover, we assume that
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the maximum time lag for any traveler’s decision of a trip in time interval ¢ is k0. Then, we

write the representative utility of driving (resp. transit) as qﬁf (xtl-, T(t—8)is -+ - 5 x(t,k(g)i) (resp.
gb’t’ (xti, T(t—5)ir - - - ,x(t_k(;)i)) plus a noise term with zero mean:
Utd = Gfel (l’m', T(t—6)iy - - - ,SU(t—ka)z‘) + Ctdv (E.la)
Utb - d)st) (xth T(t—8)iy--- ax(tfk(S)i) + Cf) (Elb)

Given the representative utilities U¢ and U?, the probability of choosing the driving mode

in the discrete choice model is given by:

exp {Uf'} N 1
exp {Uf} +exp{UP} 1+ exp{U} — Uf}
ET) 1
1+ exp { &} (2ui, T—s)is - - - T—rayi) — OF (@i Ta—syir - - > T(t—ks)i)

Pr(Driving) =

A
We take ¢, (xtu T(t—6)iy - - - ,x(t—ké)i) = Gb? (xm‘, L(t—8yiy - - 7x(t—k6)i) —¢§l (%:z‘, L(t—5)is - -+ 7$(t—k5)i)-

Therefore, as the number of travelers becomes large, the aggregate driving fraction evaluated

by i can be written as ((7.2)).
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