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This is a connected series of presentations which discusses the 

following topics. It is divided into segments simply for the sake 

of convenience. It may be better if reviewed as a continuum.

Platforms

Cities

Medical
Transport

Disruptions

Several Others
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Platforms

Cities
Medical

Transport
Disruptions

Socio-Cultural

Platforms are indivisible but better understood if discussed as

Platform as a Principle = Information

Platform as a Practice = Connectivity

Information Connectivity



The Information Age is not over. It started with the Big Bang which created the Solar System and it 

may persist ad infinitum as long as the Solar System continues its physical existence. It is the mother 

of all platforms and the most fundamental fabric of connectivity. Our understanding of the difference 

between hydrogen and oxygen is based on information. The difference between bauxite and the 

material of the Coke can is information. Information is the differentiator between Apple Newton 

which died prematurely vs the almost identical Palm Pilot that once climbed the luminous summit.    

Information changes when the car you are driving is suddenly crushed in a collision with a truck. 

Think about the approximately 500 inhabitants of Mureybet, Syria in 8000BC and compare their 

information content to the approximately 1500 modern day inhabitants of  Dingle village in County 

Kerry (Ireland) which boasts of at least 50 pubs in this miniscule hamlet near the Atlantic. 

Information has grown. Described by Claude Shannon in 1948 as informational entropy, it has been 

shown that the interpretation of entropy (formula) provided by Ludwig Boltzmann (the Boltzmann 

equation) becomes the Shannon equation, thus mathematically linking entropy and information.

Platform as a Principle

Information

http://www.mdpi.com/1099-4300/17/7/4863


Is it a new theme? Isn’t it fundamentally pervasive in every entity – physical, metaphysical and 

cyberphysical? Doesn’t it transcend the sub-nano realm and the super-macro domain? Doesn’t it 

define the astronomical universe, all biological systems and everything conceptual in between?     

The mobility of ancient civilizations to explore new worlds were physical connections between 

atoms. The bargain hunter’s app to compare prices between various retailers is the new sense of 

value which connects bits with atoms. All things and processes are about connectivity. Invention and 

innovation was, is and will be about connecting the dots, real and/or virtual, perceived and/or 

imagined. Human thought, technological progress and the future of synaptic neuromorphic quantum 

dots are manifestations of connectivity, convergence and confluence of concepts. The sense of 

connectivity is germane to life. Its ubiquity makes us oblivious to its quintessential nature. To evoke 

the central theme of connectivity, therefore, is not an insight but rather recognizing the fabric of the 

future which is hiding in plain sight. This series highlights some of these old ideas.

Platform as a Practice

Connectivity



This is an introductory segment which is loosely focused on

Healthcare and Medical

Cities

Medical

http://bit.ly/MIT-IOT

http://bit.ly/MIT-IOT


A solution – medical internet of things

http://bit.ly/IOT-MIT

MIoT

http://bit.ly/IOT-MIT


Dr J Larry Jameson MD PhD Molecular Endocrinology / Neuro-Endocrinology Dr Ann Klibanski MD

1989 ● (Department of Medicine) Massachusetts General Hospital, Harvard Medical School 

SD



http://web.mit.edu/innovate/entrepreneurship2015.pdf

http://web.mit.edu/innovate/entrepreneurship2015.pdf


1999 - 2003

1989 ● Massachusetts General Hospital, Harvard Medical School

1999 ● MIT Auto ID Center ● RFID EPC Technology Board 

2001 ● MIT Forum for Supply Chain Innovation

2003 ● MIT Data Center ● Semantics
2009 ● MIT Energy Initiative

Room 1-179 MIT
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Real Time Data
Streaming Data, Continuous Queries

D2B / RFID / UWB
Object Oriented Hardware

Service Supply Chain

Semantic Grid
Web Portal

dERP
GRID

Internet  0 
Internet  1 
Internet  2 

A
G
E
N
T
S

S E C U R I T Y

Integrating Ubiquitous Analytics in Real-Time with Data, Information, Application

MEMS / NEMS
Intel Motes, Crossbow

BUSINESS SERVICES

From
an office
in Shenzen, 
China, you log
on a SDR reader in 
a warehouse in USA, 
to check if your products 
arrived on-time. They did. 
You also get to know that
your distributor in Santiago, 
Chile and retailer in Espoo,
Finland also checked the delivery 
status, moments before you logged on.

Bits, Atoms, Decisions

Right-Time
Analytics

SDR Data Interrogators as Ubiquitous Internet Appliances in IoT (2003)

IPv6

Physical World Objects

2003



2004

2004



Dr Joseph James Salvo
Founder & Director IIC, GE

Dr Shoumen Datta, Senior Vice President

Brussels
05/2005



Industrial Internet vs Consumer Internet



http://spectrum.ieee.org/biomedical/bionics/bionic-skin-for-a-cyborg-you



Medical IoT

Internet of Systems for Healthcare

Entirely Different Outcome



Grapeless Wine, Cowless Milk, Gasless Fuel

https://www.cbinsights.com/blog/synthetic-biology-startup-market-map

https://www.cbinsights.com/blog/synthetic-biology-startup-market-map


prevents cancer



Cirrhosis-independent effects of exercise in Hepatocarcinogenesis

FitBit’s Claim in Cancer Prevention



w
w

w
.journal-of-hepatology.eu/article/S0168-8278(15)00600-5/pdf

http://www.journal-of-hepatology.eu/article/S0168-8278(15)00600-5/pdf




http://siteresources.worldbank.org/INTHSD/Resources/topics/Health-Financing/HFRChap7.pdf

http://siteresources.worldbank.org/INTHSD/Resources/topics/Health-Financing/HFRChap7.pdf


http://onforb.es/1IQ1pSQ

President Uhuru Kenyatta of Kenya

http://onforb.es/1IQ1pSQ


69 Healthcare Start-ups 



www.who.int/mediacentre/factsheets/fs319/en/

80/20
US consumes 
40% (approx) 
of the world’s 
total financial 
resources for 
healthcare. 
The remaining 
OECD nations 
consume 40%.

20

80

http://www.who.int/mediacentre/factsheets/fs319/en/


US Abhors Low Cost Healthcare Alternatives

http://jama.jamanetwork.com/article.aspx?articleid=2429454

http://jama.jamanetwork.com/article.aspx?articleid=2429454


American Healthcare

$153,161.25

US Hospital 
charges for

Treatment 
Of

Snake Bite 

http://bit.ly/US-MEDICAL-WASTE

US AV PER CAPITA 
INCOME <$55,000

http://bit.ly/US-MEDICAL-WASTE




Transaction Cost
example of yet another dimension from Yale Law School

Understanding the principle of transaction cost economics 



http://jamanetwork.com/journals/jama/fullarticle/2594716
https://image-store.slidesharecdn.com/8250a975-308d-40a7-a573-e4c1ab8d791b-original.png

http://jamanetwork.com/journals/jama/fullarticle/2594716
https://image-store.slidesharecdn.com/8250a975-308d-40a7-a573-e4c1ab8d791b-original.png


www.usgovernmentspending.com/spending_chart_1970_2015USb_16s2li111mcn_00tF0t

TOTAL US HEALTHCARE SPENDING 1970-2015

http://www.usgovernmentspending.com/spending_chart_1970_2015USb_16s2li111mcn_00tF0t


US healthcare spending 
explained by one word?







$700 
million

EPIC GREED



Healthcare
Let us look elsewhere





Leading causes of death in the USA

1. 597,689 Heart Disease
2. 574,743 Cancer
3. 138,080 Chronic lower respiratory diseases
4. 129,476 Stroke
5. 120,859 Accidents
6. 83,494 Alzheimer’s disease
7. 69,071 Diabetes
8. 56,979 Influenza &Pneumonia
9. 47,112 Kidney diseases
10. 41,149 Suicide

www.cdc.gov/nchs/fastats/deaths.htm

http://www.cdc.gov/nchs/fastats/deaths.htm


● 2010 ● OIG HHS bad hospital care deaths about 180,000 patients in Medicare alone in a year

1999
IOM report

98,000
deaths due to error

210,000 – 440,000 deaths

2013 Dr Julian Goldman



400,000 deaths due to medical mistakes – shared with the US Senate



Third Leading cause of death in the USA ?

1. 597,689 Heart Disease
2. 574,743 Cancer
3. Deaths Due to Medical Errors (180,000 - 210,000 - 440,000)
4. 138,080 Chronic lower respiratory diseases
5. 129,476 Stroke
6. 120,859 Accidents
7. 83,494 Alzheimer’s disease
8. 69,071 Diabetes
9. 56,979 Influenza &Pneumonia
10. 47,112 Kidney diseases
11. 41,149 Suicide

Equivalent to at least one 747 airplane crash every day





• Philips Intellivue Series Monitors

• GE Solar 8000x / Dash 4/5000

• Dräger Apollo / EvitaXL / V500

• Nonin Bluetooth OnyxII 9650 / WristOx 3150

• Oridion Capnostream20

• Ivy 450C

• Nellcor N-595

• Masimo Radical-7

Most Medical Devices Today                                           
stand alone, unintegrated, not patient-centric 



Julian M. Goldman, MD (Massachusetts General Hospital)

Screen capture from intra-operative EMR during surgery



Device Manufacturers Builds Things, not Systems



ONE APPROACH
Devices that can talk to each other and synthesize 

data to present an integrated physiological status that 
is patient centric and updates patient medical records



Intelligent MonitorInfusion Pump Patient Simulator
Ventilator

Capnometer

Vital Signs Monitor

Simulator
connected

to vital signs
monitor

Fluke ProSim 8
connected

to intelligent
monitor

O2 Saturation 

Respiratory Rate 

end-tidal CO2

Patient Controlled Analgesia Safety Application

Morphine Infusion Safety

Connected Data
Collective Analysis
Automated Response

Autonomous Control of Morphine Infusion Pump – Medical Device Integration Model

Julian Goldman MD (MDPnP.org and Partners.org)
Massachusetts General Hospital, Harvard Medical School
Harvard – MIT Center for Integrative Medicine and Information Technology



EHR

mdpnp.org

http://pulse.embs.org/november-2014/solving-interoperability-challenge/

Internet
of

Systems

http://pulse.embs.org/november-2014/solving-interoperability-challenge/


Autonomous Control of Morphine Infusion Pump – Medical Device Data Integration



Improve Quality of Care and Reduce Transaction Cost?

Digital Transformation in Healthcare Data 1997-2013 



Digital Health – Prevention, People and Patient-centric 

Critical need in healthcare to reduce transaction cost



Digital Transformation ↑ Patient-centric Healthcare 

Potential for savings from reducing transaction costs?

GAO-16-659SP



KEY REQUIREMENT
Devices that can serve the masses and an open yet 
secure platform for interoperability and data fusion



Clinic - Ward

Imaging

LaboratoryPharmacy 

EHR

Exchanges Homecare

EHR-Admin EMR-Physician
Medical
History

Devices

Clinical Devices

Healthcare Platforms – Integrated Clinical Environment
Data Logging & Access via Secure Interoperable Standard

Internet
of

Systems

http://images.google.com/imgres?imgurl=http://systemaxonline.com/clipart/medical/x_ray1.gif&imgrefurl=http://systemaxonline.com/table1.htm&h=166&w=142&sz=7&hl=en&start=4&tbnid=rnL2DXIPyD_hTM:&tbnh=99&tbnw=85&prev=/images?q=x-ray+clip+art&ndsp=20&svnum=10&hl=en&lr=&rls=WZPA,WZPA:2005-36,WZPA:en&sa=N
http://images.google.com/imgres?imgurl=http://systemaxonline.com/clipart/medical/x_ray1.gif&imgrefurl=http://systemaxonline.com/table1.htm&h=166&w=142&sz=7&hl=en&start=4&tbnid=rnL2DXIPyD_hTM:&tbnh=99&tbnw=85&prev=/images?q=x-ray+clip+art&ndsp=20&svnum=10&hl=en&lr=&rls=WZPA,WZPA:2005-36,WZPA:en&sa=N


Internet
of

Systems



Healthcare Middleware  – Integrated Clinical Environment
How can we (?) use Open Standard IoT Software as a model ?



PROOF OF CONCEPT
Response to White House Call for Ebola Management

https://vimeo.com/111314176

https://vimeo.com/111314176


You cannot buy a TV without a remote. You cannot buy a medical 
device with a remote. Dr Julian M Goldman (MGH/HMS) MD PnP

Need for 
Integrated 
Healthcare 
Platforms?

WCVB TV ● http://bit.ly/MDPNP-MGH-EBOLA-ROBOTICS

http://bit.ly/MDPNP-MGH-EBOLA-ROBOTICS


www.nytimes.com/2014/10/23/science/scientists-consider-repurposing-robots-for-ebola.html?ref=technology

Bill and Gerry Brinton of Charles Creek Winery 

pose with Sonoma Valley Hospital (SVH, CA)

CEO Kelly Mather to display the “Lisa” aka the 

Germ-Zapping Robot manufactured by Xenex

(pulsed xenon UV disinfection technology to 

rapidly reduce germ loads). The Brintons

donated the robot to the hospital (SVH).

Robotics Community Responds to Safety of Ebola Workers 

http://www.nytimes.com/2014/10/23/science/scientists-consider-repurposing-robots-for-ebola.html?ref=technology
http://www.nytimes.com/interactive/2014/07/31/world/africa/ebola-virus-outbreak-qa.html
http://www.nytimes.com/interactive/2014/07/31/world/africa/ebola-virus-outbreak-qa.html


Robotic Tools in Infectious Diseases Management
Need for Medical Device Interoperability Platform 

www.gereports.com/post/104422691785/hospital-hack-a-thon-attacks-ebola-with-robots

http://www.gereports.com/post/104422691785/hospital-hack-a-thon-attacks-ebola-with-robots


EBOLA



 Yes ?   No ?

Will FDA drown medical device 
interoperability efforts through 
conventional regulatory acts?  





US Federal HIT Goals from the ONC, US HHS

www.healthit.gov/sites/default/files/federal-healthIT-strategic-plan-2014.pdf

F
D
A

http://www.healthit.gov/sites/default/files/federal-healthIT-strategic-plan-2014.pdf


Device, data, diagnostics
The Quest for Convergence of Platform and Interoperable Standards



Emmanuelle Charpentier ▪ Jennifer Doudna



US Healthcare: A Losing Battle? Bad Habits Die Hard 



IS HEALTHCARE A HUMAN RIGHT? IS IT FOR THE BILLIONS ?

http://www.pnas.org/content/114/8/E1306.abstract Gozde Durmus

http://www.pnas.org/content/114/8/E1306.abstract


www.ncbi.nlm.nih.gov/pubmed/5339699

http://jamanetwork.com/journals/jamainternalmedicine/article-abstract/2548255

www.nytimes.com/2016/09/13/well/eat/how-the-sugar-industry-shifted-blame-to-fat.html?_r=0
www.npr.org/sections/thetwo-way/2016/09/13/493739074/50-years-ago-sugar-industry-quietly-paid-scientists-to-point-blame-at-fat

http://www.ncbi.nlm.nih.gov/pubmed/5339699
http://jamanetwork.com/journals/jamainternalmedicine/article-abstract/2548255
http://www.nytimes.com/2016/09/13/well/eat/how-the-sugar-industry-shifted-blame-to-fat.html?_r=0
http://www.npr.org/sections/thetwo-way/2016/09/13/493739074/50-years-ago-sugar-industry-quietly-paid-scientists-to-point-blame-at-fat


How Sugar is Killing Us



DIABETES – The next medical IoT Focus

umcn.nl



Professor Gin Jose, University of Leeds ● http://bit.ly/BLOOD-FREE-BLOOD-GLUCOSE

BLOOD-FREE
NON-INVASIVE

BLOOD  GLUCOSE

72

http://bit.ly/BLOOD-FREE-BLOOD-GLUCOSE


Laser excitation of oxy-hemoglobin generates highly specific 
resonance (Raman spectra) which could be exploited in the 

development of non-invasive tool to determine hemoglobin.

BLOOD-FREE NON-INVASIVE BLOOD HEMOGLOBIN ??

This statement is made by the author. It is merely a suggestion.

73



www.peekvision.org

Optics for the Masses

http://www.peekvision.org/


www.bbc.com/news/health-22553730

OPTICIAN’S

CLINIC-IN-A-POCKET

http://www.bbc.com/news/health-22553730


Dr Leslie Saxon, University of Southern California



www.seas.upenn.edu/sunfest/docs/slides/MALAMASPETER.pdf

Circular pathways in the heart conduction 
system is a common cause of arrhythmias

CARDIAC ARRHYTHMIA 
DIAGNOSIS & REPORTING

CARDIOLOGIST-in-a-POCKET

http://www.seas.upenn.edu/sunfest/docs/slides/MALAMASPETER.pdf




DISRUPTION



Acoustic signal processing data may be used to detect Parkinson’s Disease with

a smartphone or predict torrential rainfall or used in hydrogeomorphology apps.        

Detection of Parkinson’s Disease using a Smart Phone

www.maxlittle.net

http://www.maxlittle.net/


2.5 million falls 2013
734,000 hospitalized
25,500 died from fall
$34 billion direct cost

81



Professor Dina Katabi (MIT) presenting RF Reflection to 
President Obama (White House Demo, 4 August 2015)

http://newsoffice.mit.edu/2015/president-obama-meets-mit-entrepreneurs-white-house-demo-day-0806

http://bit.ly/President-Obama-with-Dina-Katabi

http://newsoffice.mit.edu/2015/president-obama-meets-mit-entrepreneurs-white-house-demo-day-0806
http://bit.ly/President-Obama-with-Dina-Katabi


Fall Detection – Wire less, Sensor less, Without Wearables

RF Reflection Data - Professor Dina Katabi, Wireless Center, CSAIL, MIT ● IIC Member



Many more innovations are on the way …



Source – EPFL ● http://bit.ly/Thought-Controlled-Robots

Remote Thought-Controlled Telepresence Robots 
directed by humans with motor neuron paralysis  

http://bit.ly/Thought-Controlled-Robots


Healthcare tools may need an open 

platform to curate and catalyze data 

interoperability between devices to 

better treat the patient, in real-time.

This is not a new problem. It has been recognized for a couple decades.



www.mdpnp.org/uploads/PSQH_Article.pdf

http://www.mdpnp.org/uploads/PSQH_Article.pdf


Actions

Sensing

Model

Action Plan
= Procedure

Patient
Home / Hospital

Intelligent 
Real-Time

Patient Specific

Framework with
decision support

Precision Remote Controlled

Real-time, micro-status
networked, mobile

Early Remit of CIMIT – Sense, then, Respond – Future Integrated Healthcare Monitoring

The distinction between healthcare and other industry is in differentiation of scalability. Patient 
centricity as a service is not scalable but patient centric infrastructure (architecture) is scalable.

 





Integrated Clinical Environment
WWW.MDPNP.ORG
www.openice.info

Shoumen Datta, Gary Gottlieb and Julian Goldman
www.openice.info/demo.html

http://bit.ly/OPEN-ICE-ON-GOOGLE-GLASS

www.pih.org

OpenICE Test Bed 
Now available to IIC Members

Content restricted to IIC Members
Not for External Publication

http://www.mdpnp.org/
http://www.openice.info/
http://www.openice.info/demo.html
http://bit.ly/OPEN-ICE-ON-GOOGLE-GLASS


Figure from FACE Technical Standard, edition 2.1 ● www.opengroup.org/face/tech-standard-2.1

• Data and message models aligned with OMG Model Driven Architecture ™
• Addition of the Component (UoP) model allows component integration with 

messages and data elements in the Platform Model
• Supports definition and potentially auto-generation of code and other artifacts

Is FACE a useful guide for healthcare platforms? 

http://www.opengroup.org/face/tech-standard-2.1


http://bit.ly/IEEE-eHealthhttp://standards.ieee.org/innovate/



Platform for Trusted Data Access via Secure Standards and Interoperability 



Healthcare Data Interoperability & Standards

… semantics, data dictionaries, billing codes

• Terminology
– SNOMED, LOINC

• Classification Systems
– ICD10, CPT

• Devices
– IEEE 11073

• EHR-Related
– DICOM, HL7 (CDA)

• Interoperability
– DICOM, HL7 Messaging, HIPAA Transactions, NCPDP

• Language Formats
– XML, X12

Increase in computational time may
be compensated by a relaxed priority 
queue which allows throughput scaling
for large number of threads. Hence,
parallelizing common algorithms to
work on multicore chips: The SprayList
www.mit.edu/~jerryzli/SprayList-CR.pdf

http://www.mit.edu/%7Ejerryzli/SprayList-CR.pdf


DIAGNOSIS CODES for SPRAINED & STRAINED ANKLES 



CONVERGENCE : DIAGNOSIS CODE and SEMANTIC INTEROPERABILITY ?

Proprietary closed semantic data dictionaries (EPIC) and 
heterogeneity of billing codes are contributors to lack of 
semantic interoperability and inhibitor for OS platforms



Barriers to Interoperability? Role of Ontology and 
Semantics in the Healthcare Standards Landscape



Digital Health 
Frameworks

Must address security, data integration, diagnostic 
platforms and tools with health IT interoperability





Remote Robotic Surgery – Operation Theatre of the Future



Operational Security of the Future ?



NSF CPS
MEDICAL
DEVICE

SECURITY

IIC MEMBERS
UPENN
INTEL

28 August 2015
102



Apply Analytical Rigor of CPS to Health IT 

NIST CPS PWG



General Abstraction ● Connectivity, Open Platforms and Broad Spectrum of Applications

www.cea.fr



   

Caterpillar C9 Diesel Engine : AVM Component

High-Fidelity Modelica Dynamics Model

Rotational 
Power Port Signal Port

Low-Fidelity Modelica Dynamics Model

Rotational 
Power Port Signal Port

Bond Graph Dynamics Model

Rotational 
Power Port Signal Port

Detailed Geometry Model (CAD)

Structural 
Interface

Structural 
Interface

FEA-Ready CAD Model

Structural 
Interface

Structural 
Interface

Throttle
Signal 
Port

map

Power Out
Rotational 
Power Port

map

Mount
Structural 
Interface

map

Bell Housing
Structural 
Interface

map

Weight
680 kg

Length
1245 mm

Number of Cylinders
6

Maximum Power
330 kW

Height
1070 mm

Width
894.08 mm

Maximum RPM
2300 rpm

Minimum RPM
600 rpm

Parameter/property
interfaces

Signal
interfaces

Power
interfaces

Structural
interfaces

Structural
interfaces

AVM Component Model
Can it help medical device interoperability & integrated clinical environment ?

TED BAPTY, Vanderbilt University



Components Designs Design Spaces Test Benches Parametric
Explorations

. . .

Job Manager

Data Visualizer

Local File system and/or Cloud Storage Simulation Trace Files, Analysis Results, Computed Metrics

Impact
Tools

Verif. 
Tools

. . . OpenMDAO

Analysis
Scheduling

Tool Integration Platform

Component
Exporter

Design
Composer

Modeling &
Model- Integration

in CyPhyML

Model
Transformations 

(CyPhyML →
Domain Models)

Execution runtime

Results storage

Visualization of 
results

Geometry Dynamics
Experiment

Specifications

Simulation
Tools

CAD 
Tools

Execution Integration Platform

Static An.
Formal
Models

Model Integration Platform

Meta Tool Suite Architecture
Can it help medical device interoperability & integrated clinical environment?

DR TED BAPTY ● www.isis.Vanderbilt.edu ● http://bit.ly/META-TOOL-SUITE

http://www.isis.vanderbilt.edu/
http://bit.ly/META-TOOL-SUITE


Meta Tool Suite Architecture
Can it help medical device interoperability and integrated clinical environment?

If you combine the model and the tool suite can you create an exact digital 
representation of the dynamic clinical environment of the patient attached to 
various devices from ER to OR and from post-operative ICU to discharge?

The creation of a digital duplicate as an entity level agent based model is 
essential to analytics and simulation of what-if scenarios (deterministic) to 
better prepare for the non-deterministic states (emergency). This approach is 
not limited to medicine but crucial for any “atom” with connected bits (data), 

Digital duplication will be the underpinning of all most all elements in the 
context of connectivity (IoT, IIoT). Data from each individual node of this 
model (eg sensor data from each part in a machine with hundreds of parts) 
will feed the digital duplicate connected to algorithm engines in the cloud to 
drive real-time analytics, provide feedback to improve efficiency or precision 
of the machine or device or process or decision support system in a manner 
that is context-aware and delivers intelligence at the edge to boost autonomy.

AVM Component Model
Can it help medical device interoperability and integrated clinical environment ?



Surgery

Physician

Cardiologist

RadiologyLaboratory

Cardiologist

Dr Ram Sriram, NIST

Home

Evolution of the Integrated Healthcare Platform(s)
n-Directional Data Access via Secure Interoperable Standards



Ubiquitous Remote Monitoring from Edge Devices
Potential Diagnostic Value in Digital Health IT

Edge Ambient Intelligence – Analytics in the Mist
Latency boundary unsuitable for fog or the cloud 

General Purpose In and Out – GPIO
CPU, Memory (16 GB), WiFi, Bluetooth 
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MIT introduced a new computer chip optimized for deep-learning, an approach to AI. The chip, 
dubbed "Eyeriss" could allow mobile devices to perform tasks like natural language processing 
and facial recognition without being connected to the internet. It’s the latest attempt to make 
the complex operations of machine learning more portable. That means that our smartphones, 
wearables, robots, self-driving cars, and other IoT devices could begin performing complex deep 
learning processes, locally, with the aid of analytical engines at the edge (without cloud or fog).

Ubiquitous Remote Monitoring from Edge Devices
EYERISS – real time analytics for Digital Health PoC

http://www.rle.mit.edu/eems/wp-content/uploads/2016/02/eyeriss_isscc_2016_slides.pdf
http://people.csail.mit.edu/emer/papers/2016.06.isca.eyeriss_architecture.pdf
https://dspace.mit.edu/handle/1721.1/101151


How will sensor-enabled wearables integrate with the ecosystem of digital health IT ?

MIT



Sensor

Sensor

TA HH

AMMO

- glucose
- heart rate
- pulse oximeter
- body temperature
- pedometer

- Bluetooth-enabled sensors / devices
- AMMO receives/uploads sensor data

- Soldier in desert (high temperature)
- Monitor health via sensor data / analytics
- Intervene before it is necessary / prevent A&E

Sensor

BAN – Body Area Networks

Android Mobile Middleware Objects

POTENTIAL AMMO APPLICATIONS
o Pre- and Post- surgery interactive care plan execution and monitoring
o Improved home-health & patient communication with social partners  
o Remediate loss of HIV patients identified for anti-retro viral treatment
o Ebola Infection - patient, population and physician data / monitoring
o Adhoc mesh / zero configuration networking for search & rescue (A&E)
o Google Project Ara - integrated/on-platform tactical radio and SDR 
o Novel nano-sensors with embedded sub-cutaneous radio/transmitters

Sandeep Neema



Swiss engineer George de Mestro invented Velcro after his dog came home covered 

with thistle burrs, Speedo learned from sharkskin to make faster swimsuits, and 

chemical companies designed self-cleaning paint after studying lotus leaves.

Emergence of IoS Preventive Medicine Era ● Wearable Diagnostic 
Devices with High Performance Ultra-Sensitive Nano-Sensors

GE scientists have observed that Morpho wings change their color when they come into contact 

with heat, gases and chemicals. The normal iridescent blue color of butterfly wings (A) changes 

when exposed to ethanol (panel B top) or toluene (panel B bottom). Radislav Potyrailo’s team at 

GE wants to use their findings to develop fast, ultra-sensitive thermal and chemical imaging 

sensors for applications in night vision goggles, super-sensitive surveillance cameras, handheld 

or wearable medical diagnostic devices.  www.gereports.com/post/80985289914/like-a-butterfly-out-of-hell-the-next-wave-of

http://www.gereports.com/post/80985289914/like-a-butterfly-out-of-hell-the-next-wave-of


Digital Health 
Diagnostics

MIoT as a catalyst for preventative medicine?







Embedded nano-sensors and nano-radios 
will transmit data from inside the body 
using ad hoc mesh networks (nano-com). 
They may coordinate actions of nano-bots 
and nano-drones introduced through 
nasal inhalation or epidermal patches to 
optimize time-dependent drug delivery, 
radio/laser ablation, magnetic monitoring 
or surgically remove abnormal growth. 
Real-time internal data will help manage 
external support, such as printed stem 
cell therapy or assembly of pre-synthetic 
peptides to form active proteins (think 
printed insulin in your medicine cabinet). 



Printed Proteins?
Printed Insulin? What about secondary structure?



Printed Proteins? It could happen …





Prof Shaochen Chen and Joseph Wang, NanoEngineering Dept, UC San Diego

Conceptual Convergence of Material Genome with the Human Genome?

http://bit.ly/POTUS-REPORTS

http://bit.ly/POTUS-REPORTS


http://onlinelibrary.wiley.com/doi/10.1002/adma.201501372/pdf

http://onlinelibrary.wiley.com/doi/10.1002/adma.201501372/pdf


Target Specific Analytes in Detection, Monitoring & Treatment

TALK-2-ME



Target Specific Analytes in Detection, Monitoring & Treatment

http://bit.ly/SHELTERIN-ANALYTE-FOR-TELOMERE

ANALYTES ??
Cohesin ?
Shelterin ?
Condensin ?

http://genesdev.cshlp.org/content/19/18/2100.full.pdf+html

http://bit.ly/SHELTERIN-ANALYTE-FOR-TELOMERE
http://genesdev.cshlp.org/content/19/18/2100.full.pdf+html


Weigh-scale, BMI, FOBT, urine analysis, sugar, 
ketone body analysis, blood pressure monitor, 
pulse oximeter, networked to phone via WiFi 
and/or Bluetooth with biometrics and face 
recognition for secure communication with
physician and hospital or clinic, globally.

Pay-Per-Pee Home Health IoT Wireless Toilet Bowl Connected to Health IT 



Walgreens Specials - $1.99 for 24-pack Diet Coke • $1.99 for Bone Density • $1.99 Mammogram 

PDEXA SCAN
BONE MINERAL 
DENSITY PROFILE

Value Network Ecosystem Testbed

Walgreens – Retail Healthcare
GE – Equipment 
Cisco – IPv6 Routers
AT&T – Data Transmission
Intel – MIPS
IBM – Data Analytics
Samsung – Diagnostic Apps 
Walmart – Grocery Supply Chain



CVS Special $0.99 for 1-quart Milk • $1.99 for Bone Density • $2.99 Mammogram 

Integrated system detects fall in bone density and correlates with reduced purchase of milk. Prevention for 
osteoporosis starts early. Avoids trauma and/or morbidity from broken bones. Connected healthcare data.

C O N N EC T

PDEXA SCAN
BONE MINERAL 
DENSITY PROFILE

GROCERY STORE
PURCHASE LOG

Osteoporosis 

EU → 28 million in 2010 to 34 million in 2025 (increase of 23%)

US → 44 million (represents 55% of people aged 50+)

Brazil → 10 million (1 in every 17)

India → 36 million (2013)

China → 70 million (50+). Cost of treatment USD1.5 billion in 2006. 
Estimated US$12.5 billion in 2020 and US$265 billion in 2050.

In 2008, Indonesia had 34 DXA machines, half of them in Jakarta (population 237 million) which translates to
0.001 machine per 10,000 population. The equivalent recommended number for Europe is 0.11 (per 10,000)

http://bit.ly/BONE-HEALTH

Health data

PDEXA SCAN
in every drug
store, petrol 

pump, grocery 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=FNqFgWQADNL4iM&tbnid=imuFQMi4WCOesM:&ved=0CAUQjRw&url=http://www.clipartlogo.com/free/iron.html&ei=RCyfUsq-F8fakQf-1IGADA&bvm=bv.57155469,d.eW0&psig=AFQjCNEj0UZRGkCgizx6izNQY-9sfAfHgQ&ust=1386249478795298
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=FNqFgWQADNL4iM&tbnid=imuFQMi4WCOesM:&ved=0CAUQjRw&url=http://www.clipartlogo.com/free/iron.html&ei=RCyfUsq-F8fakQf-1IGADA&bvm=bv.57155469,d.eW0&psig=AFQjCNEj0UZRGkCgizx6izNQY-9sfAfHgQ&ust=1386249478795298
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=3QXx63-TmhfIaM&tbnid=xFkF5pE3nmHP6M:&ved=0CAUQjRw&url=http://reviews.cnet.com/8301-13727_7-57590809-263/macbook-air-real-world-802.11ac-speeds-throttled/&ei=Ay2fUtfxNIeikQeaj4D4Dw&bvm=bv.57155469,d.eW0&psig=AFQjCNE8hnfPl9eeGF92t4SaC0rlKsbOHQ&ust=1386249770249933
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=3QXx63-TmhfIaM&tbnid=xFkF5pE3nmHP6M:&ved=0CAUQjRw&url=http://reviews.cnet.com/8301-13727_7-57590809-263/macbook-air-real-world-802.11ac-speeds-throttled/&ei=Ay2fUtfxNIeikQeaj4D4Dw&bvm=bv.57155469,d.eW0&psig=AFQjCNE8hnfPl9eeGF92t4SaC0rlKsbOHQ&ust=1386249770249933
http://bit.ly/BONE-HEALTH


Deloitte

US Healthcare
spending nears
$4 trillion (2013)



Where the Industrial Internet can help • Source: http://hbr.org/2013/11/delivering-world-class-health-care-affordably/ar/1

Cancer Treatment
$2,900 HCG Oncology, India
$22,000 U.S. average

Kidney Dialysis
$12,000 Deccan Hospital, India
$66,750 U.S. average

Low Cost of Healthcare in India leaves billions in the dust without access to healthcare

http://hbr.org/2013/11/delivering-world-class-health-care-affordably/ar/1


The micro-revenue earnings potential with 10% penetration for population of 3+ billion & aging!

Fast Forward → Penny Per Person Per Use Per Day 

$1 - Bone density

$1 - Mammogram

at the corner of Happy and Healthy in every zip code in India, China, Indonesia 

data transmitted to specialists and reports sent to individuals, doctor and clinic 



An old idea (2004)
gets some new wings



NanoLetters (2004) 4 1785-1788

Glucose NanoSensor



Blood Glucose Nano-sensor Nanotube Radio

The Industrial Internet
The Industrial Internet of Things
The Industrial Internet of Healthcare

NanoLetters (2004) 4 1785-1788 NanoLetters (2007) 7 3508-3511



Integrated Glucose NanoSensor NanoRadio

Hypothetical (S. Datta) www.cdc.gov/diabetes/pubs/pdf/ndfs_2011.pdf

http://www.cdc.gov/diabetes/pubs/pdf/ndfs_2011.pdf


May I implant a glucose nano-sensor nano-radio chip on 
your shoulder? You are fat. You could become diabetic. 

Industrial Internet of Remote Heath Monitoring

Prime Minister Bertie Ahern (Taoiseach) 2005 at TCD, IRL



Glucose NanoSensor NanoRadio ecosystem of health-
care monitoring may create major economic impact

C O N N EC T

1. Implanted wireless sensor transmits blood glucose 
data from home or office or airport (WiFi/WAN/gateway)

2. Data travels from you to your hospital or clinic (MAN)

3. Blood glucose data updates risk and patient profile

4. If you need medical attention or insulin or other 
treatment then auto-responder sends message or calls

About 30 million individuals in US affected by diabetes

www.cdc.gov/nchs/fastats/diabetes.htm

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=FNqFgWQADNL4iM&tbnid=imuFQMi4WCOesM:&ved=0CAUQjRw&url=http://www.clipartlogo.com/free/iron.html&ei=RCyfUsq-F8fakQf-1IGADA&bvm=bv.57155469,d.eW0&psig=AFQjCNEj0UZRGkCgizx6izNQY-9sfAfHgQ&ust=1386249478795298
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=FNqFgWQADNL4iM&tbnid=imuFQMi4WCOesM:&ved=0CAUQjRw&url=http://www.clipartlogo.com/free/iron.html&ei=RCyfUsq-F8fakQf-1IGADA&bvm=bv.57155469,d.eW0&psig=AFQjCNEj0UZRGkCgizx6izNQY-9sfAfHgQ&ust=1386249478795298
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=3QXx63-TmhfIaM&tbnid=xFkF5pE3nmHP6M:&ved=0CAUQjRw&url=http://reviews.cnet.com/8301-13727_7-57590809-263/macbook-air-real-world-802.11ac-speeds-throttled/&ei=Ay2fUtfxNIeikQeaj4D4Dw&bvm=bv.57155469,d.eW0&psig=AFQjCNE8hnfPl9eeGF92t4SaC0rlKsbOHQ&ust=1386249770249933
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=3QXx63-TmhfIaM&tbnid=xFkF5pE3nmHP6M:&ved=0CAUQjRw&url=http://reviews.cnet.com/8301-13727_7-57590809-263/macbook-air-real-world-802.11ac-speeds-throttled/&ei=Ay2fUtfxNIeikQeaj4D4Dw&bvm=bv.57155469,d.eW0&psig=AFQjCNE8hnfPl9eeGF92t4SaC0rlKsbOHQ&ust=1386249770249933
http://www.cdc.gov/nchs/fastats/diabetes.htm


Glucose NanoSensor NanoRadio ecosystem of health-
care monitoring may have a minor economic impact

www.cdc.gov/nchs/fastats/diabetes.htm GDP per capita

Healthcare 
Spending

http://www.cdc.gov/nchs/fastats/diabetes.htm


RFID Linked Biometrics & Nano-sensor Net

802.16a

VISIT
CLINIC

VISIT
CLINIC

Metabolomics
Genetic Risk
EHR - EMR 
RT Analytics
SNP Analysis

Yuan T. Lee Charlie Townes
Helene Langevin Joliot-Curie

Glenn Seaborg

Shoumen Datta Dudley Herscbach

802.11b
WiFi

802.11g

UC Berkeley, 1997

Improved healthcare services, savings, create jobs from 
new products, new services and potential to create as 
well as capture new emerging markets of billions (BRICS)



Changes to be ushered in by the connectivity potential from the IoS will shape 
the global economy in ways which could be limited only by our imagination

Scientists at GE Global Research discovered that the nanostructures on the wing scales of 

Morpho butterflies have excellent sensing capabilities. They could allow them to build sensors 

that can detect heat and also as many as 1,000 different chemicals. Image: GE Global Research



Can Butterflies Help Prevent Diabetes?

Dual Acetone Sensors on a single chip may differentiate between acetone in the environment vs
acetone in the blood, breath or urine of diabetics. Subtractive analysis alerts to blood ketones.
Occurs when body uses fat instead of glucose. It signals insulin dysfunction. If undiagnosed, it
may lead to diabetic ketoacidosis (DKA) which may result in diabetic coma and may be fatal. The 
acetone (ketone bodies) sensors may be able to detect trace levels (nano milli moles eq) and may 
help preventive care to stem the clinical onset of type II diabetes mellitus (glucose >120 mg/dl).

This is only a suggestion by the author and not a fact or system which is under investigation or is available at present. 



MIoT Diabetes Management - Artificial Pancreas Device Systems

www.tcs.com/SiteCollectionDocuments/White%20Papers/Personalized-Artificial-Pancreas-Device-Systems_1014-1.pdf

http://www.tcs.com/SiteCollectionDocuments/White%20Papers/Personalized-Artificial-Pancreas-Device-Systems_1014-1.pdf


Diabetes Hospital Admissions

Diabetics with a prescription for anti-hypertensive medication (2015) 

OECD Health Statistics 2017 ▪ http://dx.doi.org/10.1787/888933603545 ▪ http://dx.doi.org/10.1787/888933603564

Approximately 60,000 patients were hospitalized due to diabetes in the US in 2015

http://dx.doi.org/10.1787/888933603545
http://dx.doi.org/10.1787/888933603564


Congestive Heart Failure
Why should CHF claim about 5 million lives in the US?    

● About 5.1 million people in the United States have heart failure.
● About half of people with CHF die within 5 years of diagnosis.
● CHF costs the nation an estimated $32 billion each year.

www.cdc.gov/dhdsp/data_statistics/fact_sheets/fs_heart_failure.htm

Abundance of prognostic biochemical markers –

● C-reative protein (CRP5 / CRP6) – 1954 and Framingham Heart Study
● Tumour necrosis factor alpha (TNFα)
● Brain Natriuretic Peptide (1981) BNP <100 pg/ml CHF unlikely and >400 pg/ml CHF likely
● N-terminal (NT) pro-BNP <300 pg/ml CHF unlikely and >400-900 pg/ml CHF likely (age related)

48,629 patients of acute decompensated heart failure found linear correlation between BNP 

levels and in hospital mortality. Failure of BNP to decline during hospitalization predicts death 

and re-hospitalization while discharge levels of 250pg/ml or less predicts event free survival. 

http://medind.nic.in/jac/t10/i4/jact10i4p282.pdf

http://www.cdc.gov/dhdsp/data_statistics/fact_sheets/fs_heart_failure.htm
http://medind.nic.in/jac/t10/i4/jact10i4p282.pdf


BNP as a key 
biochemical
marker in 
coronary 
syndromes and
congestive heart
failure (CHF)

http://www.nejm.org/doi/pdf/10.1056/NEJMoa020233

http://www.nejm.org/doi/pdf/10.1056/NEJMoa020233


Congestive heart failure 
hospital admission 
(adults, 2015)

OECD Health Statistics 2017
http://dx.doi.org/10.1787/888933603507

http://dx.doi.org/10.1787/888933603507


If you cannot sense, you cannot detect.

If you cannot predict, you cannot prevent.

If you cannot measure, you do not have metrics.

If you do not have data, you cannot take a decision.

https://dspace.mit.edu/handle/1721.1/107893

Symptomatic Angina: The Tip of the Ischemic Iceberg
www.escardio.org/static_file/Escardio/education/live-events/courses/education-resource/Fri-11-SMI-Gutterman.pdf

https://dspace.mit.edu/handle/1721.1/107893
http://www.escardio.org/static_file/Escardio/education/live-events/courses/education-resource/Fri-11-SMI-Gutterman.pdf


30-day mortality after admission to hospital for ischaemic stroke

OECD Health Statistics 2017 http://dx.doi.org/10.1787/888933603602



Lab on a Chip - Detection of Non-Small Cell Lung Cancer (C) and Ovarian Cancer (D)

http://pubs.rsc.org/en/content/articlepdf/2014/LC/C4LC00662C

A

http://pubs.rsc.org/en/content/articlepdf/2014/LC/C4LC00662C




Sensor to monitor heterogeneous spatiotemporal dynamics of dopamine neurotransmission

http://pubs.rsc.org/en/content/articlelanding/2017/lc/c6lc01398h#!divAbstract

http://pubs.rsc.org/en/content/articlelanding/2017/lc/c6lc01398h%23!divAbstract


With the global rise 
in incidence of 
cancer & infectious 
diseases, there is a 
need for the 
development of 
techniques to 
diagnose, treat, and 
monitor these 
conditions. The 
ability to efficiently 
capture and isolate 
cells and other 
biomolecules from 
peripheral blood for 
downstream 
analyses is 
necessary. Graphene 
oxide (GO) is an 
attractive template 
nano-material for 
such biosensing
applications.

Favorable properties include its 2D architecture and wide range of 
functionalization chemistries, to tailor affinity toward aromatic 
functional groups. A limitation of current techniques is that as-
synthesized GO nano-sheets are used directly in applications, and the 
benefits of their structural modification on the device performance 
have remained unexplored. We report a microfluidic-free, sensitive, 
planar device on treated GO substrates to enable quick and efficient 
capture of Class-II MHC-positive cells from murine blood. We achieve 
this by using a mild thermal annealing treatment on GO substrates, 
which drives a phase transformation through oxygen clustering.





STROKE DETECTOR – BIOSENSOR



http://news.mit.edu/2017/engineers-harness-stomach-acid-power-tiny-sensors-0206

http://news.mit.edu/2017/engineers-harness-stomach-acid-power-tiny-sensors-0206




http://pubs.acs.org/doi/abs/10.1021/acscentsci.7b00021

Food Testing. Blood 
Testing? Sputum? 

Mucus? Fluids?

http://pubs.acs.org/doi/abs/10.1021/acscentsci.7b00021


www.pnas.org/content/111/51/18162.full.pdf

http://www.pnas.org/content/111/51/18162.full.pdf


Pay 1c Per Analytics       Apps, Data Distribution Service

Glucose Sensor

Cholesterol Sensor

BNP Sensor

Cholesterol Sensor

Glucose Sensor
What does the data suggest about my health?

NK Labs
ARA Prototype

Hot swappable, modular, smart

Stroke Sensor



http://bit.ly/OS-ARDUINO

Changes to be ushered in by the connectivity potential from the IoS will shape 
the global economy in ways which could be limited only by our imagination



Healthy Disruption?
Printed Spare Parts ?



Cyrano L. Catte II (above) is the first feline to receive a total knee arthroplasty (TKA). 
Femoral and tibial components were created with direct metal laser sintering (EOS).

3-D Printing
Design of Prosthetics and Orthopedic Imaging



3-D Printing of Spare Parts        

http://bit.ly/3D-Print-A-Tooth
http://bit.ly/3D-Print-Medical-Devices

http://bit.ly/3D-Print-A-Tooth
http://bit.ly/3D-Print-Medical-Devices


Artificial Skin with embedded sensory surface talks to smart phone 
via capacitive sensing using Touchcode adapted for printed i-Skin

Your medicine can inform your doctor about its kinetics, bio-availability and side 
effects. It can alert your pharmacist about potential over-dose if multiple medications 
contain same or similar active ingredients. Your medicine can query and adjust dosage.



Paradigm Shift in Global Healthcare Economics
3D Printed Medical Devices + OS Hardware / Software



Complexity of Healthcare Data 
Exchange and Domain-specific 

Distribution of Device Data

De-Identification?



Florence Nightingale (1858) Causes of Death: Disease v Wounds - improved sanitation & nutrition of patients

http://bit.ly/VISUAL-DATA

http://bit.ly/VISUAL-DATA


Accuracy of prediction may improve if data is curated for context 

167



Data 
Source

Data 
Source

Data 
Source

Data API and Analytical Engines

Curated, Sanitized, Organized, Stitched

Information

Data

Perishability of Broad Healthcare Data → Transforming Data into Actionable Information  



Patient

Doctor

Patient

Doctor

Home

Hospital

Home

Hospital

The buzz of “innovation” in healthcare often fails to differentiate between tools and services. Tools and technologies used to deliver healthcare 

are easy targets for innovation, modularity and scalability. This is innovation in health related tools, not healthcare. Innovation in healthcare is 

about delivery of healthcare which is a closed loop management system uniquely focused on one patient (not scalable) and relevant tools must

converge at the point of care. The infrastructure (data, transmission, security, privacy) to deliver healthcare may be scalable but innovation to 

enhance the quality, functionality and reliability of the infrastructure may or may not have an impact on the QoS of healthcare delivery at POC.

Healthcare Management  - Closed Loop & Quintessentially Patient Specific 



Harry at home with hypercholesterolemia - Larry - Do I need Lipitor today?

Dr Jameson: Thanks for avoiding KFC. Your LDL-VLDL ratio looks good. No Lipitor today.

Hum
ulin

CYBERSECURITY

DATA PRIVACY

DATA ENCRYPTION



Dr Julian Goldman MD
MDPnP – MGH – HMS 



Are all data created equal?

DON’T USE MY DATA





Principle of Differential Curation and De-identification of Data



http://csrc.nist.gov/publications/drafts/ir7904/draft_nistir_7904.pdf
http://csrc.nist.gov/nccoe/health-it/index.html

Server B

Trusted GeoLocation in the Cloud (NCCOE) – Does it matter where your health data is located?

http://csrc.nist.gov/publications/drafts/ir7904/draft_nistir_7904.pdf
http://csrc.nist.gov/nccoe/health-it/index.html


http://bit.ly/JGOLDMAN-ICE

ICE 
Integrated
Clinical 
Environment

HEALTH DATA

www.mdpnp.org/mdice.html

Why ICE standards are critical –
Device Agnostic Data Integration
Global Interoperability Platform

http://bit.ly/JGOLDMAN-ICE
http://www.mdpnp.org/mdice.html


De-identified Data (DID) will drive Research – Management Science – Policy – Funding

DID

Device
from
GE

Device
from

Medtronic

Device
from

Hitachi

Device
from

Siemens

Open Global
Secure Data

Open ICE
Secure Data

Medical
Research

Economic
Research

Big Data
Analytics

Innovation
Application

known unknown

Note: In certain instances, CPS related time constraints may render traditional cloud based D2D architecture unacceptable [QoS] due to latency. 

Secure OS Platform
Open Standard DDS

API API API API



Data Dissociation using meta data to identify/label data type 

Data Re-association using De-Identified Data (DID) Stack  

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

Jane Does
Tag N1

123-45-6789
Tag S1

77 Mass Ave
Tag A1

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

John Does-Not
Tag N2

123-45-6790
Tag S2

86 Brattle St
Tag A2

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

Z2

Z1

G2

G1

Clinic VIEW

DID VIEW

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

K2

K1



Same data but ask a different 

QUESTION



Z2

Z1

G2

G1

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

K2

K1

Same Data ← Different Questions → Extracting Information from DID 

Epedimiologists

Economists

Physician

What is the distribution of potential diabetics by zip code?

Is there a relationship between per capita income and body fat?

Can we correlate high blood glucose with increased body weight?

This is a suggestion by the author. Not a proven concept in practice.



A1

N1
A2

Z2

Z1

G2

G1

S1

K1

N2

Secured Data <> Re-association of De-Identified Data (DID)  

Re-stitch De-Identified Data - create Secure Sequencing Code (SSC)  

Re-sequence DID → HADOOP-esque concept ?

S2 K2

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

Jane Does
Tag N1

123-45-6789
Tag S1

77 Mass Ave
Tag A1

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

John Does-Not
Tag N2

123-45-6790
Tag S2

86 Brattle St
Tag A2

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

SSC

This is a suggestion by the author. Not a proven concept in practice.



Do we need novel approaches and innovation in 
curation in order to extract information from data?

• Data may be doubling approximately every 18-20 months or every 12-18 months

• Number of internet-connected devices may have exceeded 10 billion

• Payments by mobile phone alone are hurtling toward $1 trillion

• We may be generating 2.5 x 1018 (exabytes) of data each day

• Stored information in the world ~ 1200 exabytes

• Printed on CD-ROMs & stacked up, it will stretch to the Moon in 5 separate piles

• In 3rd century BC, Library of Alexandria represented most knowledge in the world

• Digital deluge offers each person on Earth 320 times as much information as above



Think and Connect like a Neuron?

Value from data and analytics to generate information

http://journals.plos.org/ploscompbiol/article/file?id=10.1371/journal.pcbi.1005268&type=printable

http://journals.plos.org/ploscompbiol/article/file?id=10.1371/journal.pcbi.1005268&type=printable


Can detection of device data (low oxygen saturation) 
trigger in-network intelligence, medical alert & action? 

Application Aware Networking - an old concept renewed by connectivity  



Born 1 May 1852
Petilla de Aragón, Navarre, Spain

Died 18 October 1934 (aged 82)
Madrid, Spain

Santiago Ramón y Cajal

Slice of neo-cortex, as identified by Cajal. Every cubic mm
contains about 100,000 neurons and 2-4 km of axons and
dendrites. Layers I-VII on the right = 2mm vertical distance. 

http://en.wikipedia.org/wiki/Petilla_de_Arag%C3%B3n
http://en.wikipedia.org/wiki/Navarre
http://en.wikipedia.org/wiki/Spain
http://en.wikipedia.org/wiki/Madrid
http://en.wikipedia.org/wiki/Spain




THE SOCIETY OF MIND
Marvin Minsky (1959)



Section of a HTM region, equivalent to 1 layer of neurons in the neocortical 

region (layer 3). Each 4-cell column connects to a subset of the input and 

each cell connects to other cells in the region (connections are not shown). 

The principle of this connectivity was abstracted in Minsky’s cube-on-cube.

Hierarchical Temporal Memory (HTM), a form of ANN, 
may be useful for time criticality of time series data

Numenta



Hierarchical Temporal Memory (HTM) is a machine learning tool to capture the structural and algorithmic properties of the 
neocortex which is the seat of intelligent thought in the mammalian brain. High level vision, hearing, touch, movement, 
language and planning are performed by the neocortex. Given such a diverse suite of cognitive functions, the neocortex 
may be expected to implement an equally diverse suite of specialized neural algorithms. In reality, the neocortex displays a 
remarkably uniform pattern of neural circuitry. In other words, the neocortex implements a common set of algorithms to 
perform many different intelligence functions. It may be analogous to an abstraction which is used in a systemic context.

Programming HTM cortical learning algorithms require training through exposure to a stream of sensory data (capabilities 
are determined largely by exposure). HTM is a memory based ANN system. HTM networks are trained on time varying data 
and rely on storing a large set of patterns and sequences. A crucial distinction of HTM is embedded in the semantics of time 
which is an important element in applications relating to cyberphysical systems (CPS). Classic computer memory has a flat 
organization and does not have an inherent notion of time because the semantics of time are not available in the ISA 
(instruction set architecture). Therefore, in the classical programming environment, we can implement any kind of data 
organization and structure on top of the flat computer memory and control how and where information is stored.

HTM memory is more restrictive. HTM memory has a hierarchical organization and is inherently time based. Information is 
always stored in a distributed fashion. HTM user is expected to specify the size of the hierarchy and what to train the system 
on but the HTM controls where and how information is stored (data, patterns, text, sequences). Hence, HTMs are learning 
and prediction machines that can be applied to many types of problems through the inherent abstractions in the system. 
Although an HTM region is equivalent to only one portion of a neocortical region (layer 3), it can perform inference and 
prediction on complex data streams. Hence the significance of HTMs in data analytics in multiple domains or verticals. 

Although neurons in the neocortex are highly interconnected, inhibitory neurons guarantee that only a small percentage of 
the neurons are active at one time. Thus, information in the brain is always represented by a small percentage of active 
neurons within a large population of neurons. This kind of encoding is called a “sparse distributed representation” where a 
small percentage of neurons are active at one time. “Distributed” refers to the characteristic that the activation of many 
neurons are required in order to represent something. A single active neuron conveys some meaning but it must be 
interpreted within the context of a population of neurons to convey the full or complete meaning relevant to the context.

HTM (CLA) attributes include time and context – essential for many 
time sensitive healthcare applications and data analytics (context)



The Final Frontier?
Precision Medicine



Non-Small Cell Lung Carcinoma

http://bit.ly/PRECISION-MEDICINE

http://bit.ly/PRECISION-MEDICINE
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Precision Medicine – Drug Development

http://bit.ly/PRECISION-MEDICINE

http://bit.ly/PRECISION-MEDICINE


https://clinicaltrials.gov/ct2/show/NCT01154140

https://clinicaltrials.gov/ct2/show/NCT01154140


The principle of GIS helped to organize patient-centric information layers 



Data, Devices and Connected Information (IoT) 
▪Factors Influencing Future Precision Medicine▪

External Exposure: Where are you? GPS

Constant wearables: temp, bp, rr, hr, oximetry

Food, hours of sleep, frequency of urination

Blood glucose, cholesterol, urea, hemoglobin

Bio-medical Knowledge Network



The Foundations of Genomic Medicine

Mendelian Inheritance in Man: A Catalog of Human Genes and Genetic Disorders by Victor A. McKusickCell 157 241-253 (2014)

Glucose
NanoSensor

NanoRadio



Human Genomics in an Age of Precision Medicine 

Designer Drugs Delivered by Drones in the Wireless Hospital

Cell 157 241-253 (2014)

Irrational exuberance ?



What may make precision medicine feasible – the rapid advances in 
automation and the plummeting cost of complete genome sequencing





What is the challenge of 
precision medicine?

Integration



www.ucsf.edu/sites/default/files/legacy_files/documents/new-taxonomy.pdf

How do we

integrate 

data and

information

from these

systems 

with diverse 

open source

healthcare 

platforms?

http://www.ucsf.edu/sites/default/files/legacy_files/documents/new-taxonomy.pdf


How close are we to the 
“knowledge network” of 

biological/disease 
networks?



http://deepdive.stanford.edu/showcase/apps

Phenotypic and Genotypic Networks in Human Disease 

http://deepdive.stanford.edu/showcase/apps


http://bit.ly/CANCER-SIGNALING-PATHWAYS

MAPK

http://bit.ly/CANCER-SIGNALING-PATHWAYS


NF-κB activation cascade in the canonical pathways 

Shu Fang Liu and Asrar B. Malik (2006) Am J Physiol Lung Cell Mol Physiol 290 L622-L645



Digital Health Market 



Healthcare Analytics - Crucial for the future but can we avoid the promotion of rubbish? 

www.healthnewsreview.org/2017/02/md-anderson-cancer-centers-ibm-watson-project-fails-journalism-related

http://www.healthnewsreview.org/2017/02/md-anderson-cancer-centers-ibm-watson-project-fails-journalism-related


Healthcare Edge Analytics at Point of Care – grand vision but where are the systems? 



PAY-PER-ANALYTICS 

02/21/2014



Revenue MKT CAP2014 Global Top 40 Medical Device Manufacturers
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http://bit.ly/MED-TECH-2013
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2012 

Imaging

http://bit.ly/MED-TECH-2013


US Funding for Digital Health



GE Investing in Healthcare Startups

P. Evans, CGE



IoT Investment in the Healthcare Industry

Source: BI



Wearable Tech Exits (valuation at time of exit)



Healthcare Platforms?
Systems of Digital Twins for Health and Wellness



Dr Shoumen Datta, MIT 
<shoumen@mit.edu> 218

Real Time Data
Streaming Data, Continuous Queries

D2B / RFID / UWB
Object Oriented Hardware

Service Supply Chain

Semantic Grid
Web Portal

dERP
GRID

Internet  0 
Internet  1 
Internet  2 

A
G
E
N
T
S

S E C U R I T Y

Integrating Ubiquitous Analytics in Real-Time with Data, Information, Application

MEMS / NEMS
Intel Motes, Crossbow

BUSINESS SERVICES

From
an office
in Shinzen, 
China, you log
on a SDR reader in 
a warehouse in USA, 
to check if your products 
arrived on-time. They did. 
You also get to know that
your distributor in Santiago, 
Chile and retailer in Espoo,
Finland also checked the delivery 
status, moments before you logged on.

Bits, Atoms, Decisions

Right-Time
Analytics

SDR Data Interrogators as Ubiquitous Internet Appliances in IoT (2003)

IPv6

Physical World Objects

2003



Healthcare Data Integration and Interoperability 
Platform is a Quintessential Global Infrastructure 

Infrastructural technologies, in contrast, offer far more value when shared than when 

used in isolation. Imagine yourself in the early nineteenth century, and suppose that 

one manufacturing company held the rights to all the technology required to create a 

railroad. If it wanted to, that company could just build proprietary lines between its 

suppliers, its factories, and its distributors and run its own locomotives and railcars on 

the tracks. And it might well operate more efficiently as a result. But, for the broader 

economy, the value produced by such an arrangement would be trivial compared with 

the value that would be produced by building an open rail network connecting many 

companies and many buyers. The characteristics and economics of infrastructural 

technologies, whether railroads or telegraph lines or power generators, make it 

inevitable that they will be broadly shared—that they will become part of the general 

business infrastructure. Nicholas Carr in Harvard Business Review, 2003 ● https://hbr.org/2003/05/it-doesnt-matter



The trap that executives often fall into, however, is assuming that opportunities for advantage 

will be available indefinitely. In actuality, the window for gaining advantage from infrastructural 

technology is open only briefly. When the technology’s commercial potential begins to be 

broadly appreciated, huge amounts of cash are inevitably invested in it, and its build out 

proceeds with extreme speed. Railroad tracks, telegraph wires, power lines—all were laid or 

strung in a frenzy of activity. In the 30 years between 1846 and 1876, reports Eric Hobsbawm in 

The Age of Capital, the world’s rail trackage increased from 17,424 km to 309,641 km. During 

this same period, total steamship tonnage also exploded, from 139,973 to 3,293,072 tons. The 

telegraph system spread even more swiftly. In Continental Europe, there were just 2,000 miles 

of telegraph wires in 1849; 20 years later, there were 110,000 miles. The pattern continued with 

electrical power. The number of central stations operated by utilities grew from 

468 in 1889 to 4,364 in 1917, and the average capacity of each increased tenfold. 

Investment to Create and Deploy                          
Integrated Healthcare Platforms

Nicholas Carr in Harvard Business Review, 2003 ● https://hbr.org/2003/05/it-doesnt-matter



Platform Synthesis?
Integrated health data – simulate equivalent of industrial digital twins



Explore – Industrial “Digital Twins” here https://dspace.mit.edu/handle/1721.1/104429

The concept of “digital twins” is one of a “soft companion” to a real-world entity, eg, industrial 
plant (entire system), jet engine sensor (sub-system), gear box (parts), maintenance (process), car 
tire (product) or a city (system of systems). An individual and her health profile may generate a 
“digital twin” with her data feed from metabolomics, vital signs and other medical devices. Hence 
the need for platforms, data synthesis, analytics and real-time risk prediction, alerts or treatment.

Actual Plant 
Digital Twin of Plant 

https://www.altoros.com/blog/optimizing-the-industrial-internet-of-things-with-digital-twins/

https://dspace.mit.edu/handle/1721.1/104429


www.altoros.com/blog/industrial-internet-is-powering-more-efficient-well-drilling-for-oil-and-gas/

Medical Digital Twins of individuals or patients may use machine learning and AI tools (eg CNN) to 
analyze and correlate data – for example – what is the physiological status or risk to the individual 
if the respiratory rate is low, end tidal carbon dioxide is low but blood pressure is in normal range. 

http://www.altoros.com/blog/industrial-internet-is-powering-more-efficient-well-drilling-for-oil-and-gas/


Pursuit of Ideas

Let us re-visit 
nanotube 

radios



Blood Glucose Nano-sensor Nanotube Radio

The Industrial Internet
The Industrial Internet of Things
The Industrial Internet of Healthcare

NanoLetters (2004) 4 1785-1788 NanoLetters (2007) 7 3508-3511



What about biological 
radios inside our body?



http://bit.ly/Terahertz-Imaging

http://bit.ly/Terahertz-Imaging


Proteins are Radios

We can detect, diagnose and correct RF radiation. 
Can we? 

Some of the material presented in the next section were sourced from Dr Ogan Gurel http://bit.ly/OGAN-GUREL-BIO

http://bit.ly/OGAN-GUREL-BIO


Protein Electrodynamics 



Seminal contribution to the field of protein electrodynamics by Martin Karplus, Harvard University



Proteins Absorb Radio Frequency (RF) at the TeraHertz Range



Terahertz 101



This material was compiled by Dr Ogan Gurel ● http://bit.ly/OGAN-GUREL-BIO

Axioms of Protein Electrodynamics

http://bit.ly/OGAN-GUREL-BIO


Absence of Protein ● Absence of Vibration
Concept of protein vibration as a signature



• Is the protein signature sufficiently specific as a tool for protein structure, conformation and configuration?

• Can it be used for diagnosis to differentiate between normal and mutant proteins or degraded products/peptides?

• Can RF modulation reconfigure protein structure to activate “normal” function or detect/deactivate harmful proteins?

TeraHertz Medicine
Concept of protein vibration as a signature

This material was compiled by Dr Ogan Gurel ● http://bit.ly/OGAN-GUREL-BIO

http://bit.ly/OGAN-GUREL-BIO


Key technical challenges in TeraHertz Medicine
Concept of protein vibration as a signature is clouded by water

The “noise” from RF vibration of water molecules may significantly distort the TeraHertz profile.

How do we correct the error due to this (Shannon) “noisy channel” related to water?

Is this a signal processing issue? Can novel algorithms subtract the “noise” due to water?

What about the application of the principles of (Shannon, Kalman-Bucy) error correcting algorithms?
https://en.wikipedia.org/wiki/Kalman_filter
http://news.mit.edu/2010/explained-shannon-0115
http://www.cs.cmu.edu/~guyb/realworld/errorcorrecting.html
http://www.cs.cmu.edu/~aarti/Class/10704/lec16-shannonnoisythrm.pdf
[These suggestions are due to SD]

http://bit.ly/OGAN-GUREL-BIO

http://news.mit.edu/2010/explained-shannon-0115
http://news.mit.edu/2010/explained-shannon-0115
http://www.cs.cmu.edu/%7Eguyb/realworld/errorcorrecting.html
http://www.cs.cmu.edu/%7Eaarti/Class/10704/lec16-shannonnoisythrm.pdf
http://bit.ly/OGAN-GUREL-BIO


Data Curation Concepts from Laminar Flow in TeraHertz Medicine?
Can we subtract RF vibration due to water from protein vibration?

The data (TeraHertz profile) is a mix of RF due to water and protein (which needs to be separated).

Is this a data curation problem? Are we observing related signal/noise issues in big data analytics?

Are there any concepts related to data curation which may be triggered by laminar flow?

http://bit.ly/LAMINAR-FLOW-DATA-CURATION-CONCEPT

[These suggestions are due to SD]

http://bit.ly/LAMINAR-FLOW-DATA-CURATION-CONCEPT


What if I want only one 
take-away from MIoT?

http://bit.ly/IOT-MIT explore HEALTHCARE

http://bit.ly/IOT-MIT


Reality Check   Arsenic in Water (Bangladesh)  

Internet
of

Systems
MIoT



Health IoT – Impact of Clean Water

http://bit.ly/ROHIT-KARNIK_MIT

DIGITAL 
WATER

http://bit.ly/ROHIT-KARNIK_MIT




Advancing the vast landscape of Medical IoT 

● Dr Julian Goldman – Massachusetts General Hospital – www.mdpnp.org

● Professor Dina Katabi – Massachusetts Institute of Technology – Wireless Lab, MIT

● Dr Gary Gottlieb – Former CEO, Partners; CEO, Partners in Health (www.pih.org)

● Dr Atul Gawande – Professor of Surgery, Harvard Medical School (www.ariadnelabs.org)  

● Dr Pietro Valdastri – Professor of Mechanical Engineering, Vanderbilt University (STORM)

● Dr Prashant Jain – DOTRI (Los Alamos National Lab) http://bit.ly/EMG-BioFeedback

● Dr Ashis Banerjee – University of Washington https://sites.google.com/site/ashisbanerjee/

● Dr Gin Jose – University of Leeds http://bit.ly/BLOOD-FREE-BLOOD-GLUCOSE

● Dr Ram Dantu – University of North Texas http://www.cse.unt.edu/~rdantu/

● Please review  → http://bit.ly/IOT-MIT

● Security → http://bit.ly/SECURITY-HIT-NIST

● For potential R&D test beds please contact Dr Shoumen Palit Austin Datta, MIT / MGH-HMS ● shoumen@mit.edu

http://www.mdpnp.org/
http://wireless.csail.mit.edu/
http://www.pih.org/
http://www.ariadnelabs.org/
http://bit.ly/EMG-BioFeedback
https://sites.google.com/site/ashisbanerjee/
http://bit.ly/BLOOD-FREE-BLOOD-GLUCOSE
http://www.cse.unt.edu/%7Erdantu/
http://bit.ly/IOT-MIT
http://bit.ly/SECURITY-HIT-NIST
mailto:shoumen@mit.edu


Thank you – but I have created nothing new
This document suggests ideas and comments which are neither original nor the 

outcome of the author’s research or creativity. The synthesis of existing facts and 

weaving them to propose new streams may be attributed to the author. The 

author has no claim or rights over the data, visuals and graphics used in this 

document. The material is sourced from the world wide web and expressly used 

for the sole purpose of explaining thoughts presented in this document. This 

presentation may be shared with anyone and disseminated or used for non-

commercial or academic purposes. shoumen@mit.edu ▪ www.mdpnp.org

http://bit.ly/HEALTHCARE-RESOURCE-01

mailto:shoumen@mit.edu
http://www.mdpnp.org/
http://bit.ly/HEALTHCARE-RESOURCE-01


Dr Shoumen Palit Austin Datta

MIT Auto-ID Labs and ICRI, Research Affiliate, Department of Mechanical Engineering, Massachusetts Institute of Technology ▪ shoumen@mit.edu

Senior Scientist, MDPnP Lab Medical Device Interoperability, Massachusetts General Hospital, Harvard Medical School ▪ sdatta8@mgh.harvard.edu

mailto:shoumen@mit.edu
mailto:sdatta8@mgh.harvard.edu
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